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ABSTRACT:The scale of the wilderness makes it extremely difficult to constantly patrol for poaching activity. Consequently, 
there is an urgent need for an effective automated tool to curb poaching. The goal of this project was to build a low-cost device 
that can be installed in wilderness areas as well as on surveillance drones and can send real-time alerts of poaching activity to 
park officials. The device hardware consists of a Raspberry Pi computer with a power bank, camera, and an antenna. The test data 
mainly consisted of publicly available images of wild animals and humans in the wilderness. An image classification algorithm 
was built using a set of pre-trained AI models to detect the presence of humans, weapons, and animals in a photo; this algorithm 
was implemented on a device that can be used to notify officials of possible poaching activity. The device successfully meets all 
engineering goals. The design costs about US$100, takes about 5 minutes to run per image, is over 90% accurate in recognizing 
humans, weapons, and animals in all the test images, and can generate notifications. The poacher activity detection device may 
help rangers monitor large areas and decrease poaching activity. 
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�   Introduction
Wildlife poaching poses an ongoing, significant threat to 

global biodiversity.¹,² Numerous studies have demonstrated 
that poaching is causing significant population declines in 
several more common species³-⁵ and benefits insurgent groups 
and criminal networks around the world.³ 

Preventative action requires significant resources and con-
stant monitoring. Moore et al.⁸ looked at the effect of ranger 
posts and patrols in detecting and mitigating poaching threats, 
examining factors influencing the spatio-temporal dynamics 
of these threats, and testing the efficiency of management 
actions. This study highlights the need to increase patrol 
resources. Unfortunately, they require significant budget ex-
pansion which is often an intractable problem in developing 
countries. Furthermore, depending on the geographical re-
gion, the size and scale of reserve land makes it extremely hard 
for constant human patrolling. There is an inherent human 
safety issue as well; hundreds of rangers and volunteers have 
been killed by poachers.⁹,¹⁰ As a result of this, poaching is of-
ten only recognized after the fact, at the risk of both animals 
and rangers. We have a clear and urgent need for an automat-
ed real-time tool to detect and curb poaching. 

The goal of this project is to introduce a low-cost, scalable 
approach to wildlife conservation by developing a wildlife 
monitoring device that can alert the appropriate agency in re-
al-time when poaching activity is detected. The entire system 
needs to be easy to install and maintain, widely deployable in 
any geographical region, offers one of the lowest cost solu-
tions, and is based on standard components widely available 
today to promote a self-serve approach for anyone who wishes 
to deploy such devices in mass quantities. Releasing the device 
designs publicly will ensure that a maximum number of peo-
ple will be able to build and deploy these devices rapidly and 

extensively for immediate impact on our planet’s dwindling 
wildlife.

The project leverages recent innovations in computing 
hardware and software, motion sensors, AI-based image 
classification algorithms, solar cells, and satellite technolo-
gy. This is packaged into a reference architecture design that 
anyone can reproduce, complete with hardware specifications, 
assembly instructions, and software components for rapid de-
ployments anywhere in the world. 

Related work:
Current preventative efforts and solutions to poaching can 

be classified into the following three main categories: risk 
prediction, wildlife monitoring, and threat monitoring.

Risk prediction:
Poaching risk prediction techniques have evolved from sta-

tistical analyses in the past to current approaches based on 
artificial intelligence (AI). The goal of these solutions is to 
predict where the poaching threat is greatest so appropriate 
resources can be mobilized in these areas. A potential short-
coming of this class of solutions is that poachers can simply 
move to other areas to avoid detection.

Risk prediction techniques can be further divided into two 
categories: statistical and GIS-based techniques, and AI-
based techniques.

Statistical and GIS-based risk prediction
These techniques use statistical analyses incorporating geo-

spatial elements of the physical environment to create risk 
maps indicating the highest areas of risk.¹¹ Typical high-risk 
areas occur near roads or water features that make it easy for 
poachers to haul animals to their destination.

AI-based risk prediction
These techniques use AI to predict when and where poach-

ers are most likely to strike. Protection Assistant for Wildlife 
Security (PAWS)¹² is an AI system that predicts poaching 
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risk levels in different areas of a wildlife preserve and helps 
rangers patrol more efficiently.¹³ PAWS’s machine-learning 
algorithm uses data from past patrols to predict where poach-
ing is likely to occur in the future. It also uses a game-theory 
model to generate randomized, unpredictable patrol routes so 
poachers can’t see any patterns to dodge rangers.  

Wildlife Monitoring using image analysis:
Wildlife monitoring techniques consist of identifying 

animal populations and even individual animals. Such tech-
niques help gauge the decline of specific species in a region. 
These techniques are effective when supported by wider re-
gional coverage and a large number of images taken from 
several different vantage points. A great example of this is 
the Wildbook project,¹⁴ which identifies individual animals 
in images uploaded by conservation scientists, rangers, and 
tourists. 

Threat monitoring:
Monitoring of poaching threats via aerial surveillance
These techniques typically use manned planes or un-

manned drones for aerial surveillance, taking pictures and 
videos that can be analyzed, often using computer-vi-
sion-based analysis to recognize animals and humans.¹⁵ A 
potential drawback of aerial surveillance is that it requires 
ultra-high-resolution cameras (due to long distances to the 
subjects) that are very expensive. Photos from the above may 
miss capturing important features needed for species detec-
tion. Another downside to this technique is that it only works 
with large species in open habitats (i.e., savannas and whales 
in the ocean). Manned planes are expensive besides leaving a 
large carbon footprint impacting the very environment that 
wildlife relies on to survive. Consequently, these techniques 
are very difficult to scale worldwide.

Monitoring of poaching threats via camera traps
Camera traps are a relatively inexpensive method for cap-

turing high-quality photos of animals and can be installed on 
a large scale for wide regional coverage. Due to these charac-
teristics, camera traps are a useful tool in combating poaching. 
Examples of these include the Resolve organization, which, 
with Intel, has developed TrailGuard AI,¹⁶ an anti-poaching 
camera trap system. While it has a long battery life and is ca-
pable of running AI models on the device, it still costs around 
$800 to manufacture. Maintenance costs are relatively high 
due to the lack of modular, replaceable components.
�   Methods 
Device requirements:
The project goals can be translated into specific require-

ments for the poacher activity detection device prototype. 
The requirements include cost requirements (cost to assem-
ble, cost to replace/repair), physical requirements (weight, 
form factor), performance requirements (accuracy, power 
consumption), to functional requirements (motion detection, 
animal and human detection, alerting authorities based on 
different conditions). These requirements were formulated 
such that the devices can be deployed practically with fairly 
high density in high-risk poaching areas. 

Cost requirements:
The device should be low-cost, preferably costing less than 

US $100 to make it viable to deploy in arrays to cover large 
areas of wildlife preserves and parks. It should consist of stan-
dard, widely available components that can be individually 
replaced in case of malfunction or failure to reduce the cost 
of maintenance. 

Physical requirements:
The device needs to weigh less than 500 grams to make it 

very portable and install it in hard-to-reach places and can be 
carried by small drones. It also needs to have a compact form 
factor (not bigger than 10cm x 10cm) that makes it easy to 
camouflage for discrete installations that can go undetected 
by poachers to prevent vandalism and theft.

Power requirements:
The device should run on natural renewable power sources 

such as solar so it can be installed in remote areas as well as 
surveillance drones that may not have access to regular pow-
er supplies. It should be efficient in power consumption to 
continuously run on small solar panels. It should also incor-
porate motion sensors and take pictures only when motion is 
detected, thereby reducing the volume of data to be transmit-
ted over long distances. In habitats where daylight is limited, 
such as dense forests, the devices could run on battery power, 
and they would need to be maintained by park rangers. 

Functional requirements:
The device should be able to run AI algorithms locally and 

should leverage widely available, commodity hardware.
Software on the device should be able to process images 

and detect animals, humans, or weapons, analyze these imag-
es for conditions that indicate a poaching threat, and notify 
appropriate authorities. To differentiate between rangers and 
possible threats, the device should be able to perform facial 
recognition on any humans in the frame. Based on the threat 
level it detects, the device should be able to send near-real-
time alerts (within 10 minutes) to park rangers so they can 
respond quickly and effectively. It should be capable of de-
tecting animals and humans with at least 90% accuracy to be 
an effective tool. 

Device design:
We elected to use a Raspberry Pi with GSM / GPRS / 

GNSS modem (Figure 1) as the device hardware since it 
meets the requirements of being low-cost, small, low-power 
(10 watts), and sufficiently compute-capable (1.5 GHz, quad-
core CPU) to run AI models. The Raspberry Pi is widely 
available at a cost of US $35. Other devices were considered 
but rejected either due to insufficient computing power to run 
AI models, higher costs, or insufficient connectivity options. 
The Raspberry Pi also has some key advantages in creating 
a device that is optimized for performance and functional-
ity. It can run Linux, which has a good cadence of security 
and functionality updates that can be applied remotely. It also 
has a set of pins that can be easily connected to a wide vari-
ety of sensors and programmed. Storage is on standard SD 
cards which are available widely and cheaply. SD cards can 
be imaged from the internet for instant-on capability for the 
system. The Raspberry Pi can run Python development and 
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runtime environments along with all the associated AI 
libraries and models that are necessary for training and 
automated detection.

After deciding to use a Raspberry Pi as the device’s computer, 
a prototype was built with a small solar power bank, a camera, 
an infrared motion sensor, and a GPRS modem. This entire 
prototype setup (Figure 2) weighed less than 500 grams and 
can be reduced with further prototyping. The exposure of the 
motion sensor and the camera can also be reduced greatly 
as we fine-tune the prototype. Smaller camera form factors 
are currently being explored for this purpose. The size of 
the structure could be substantially reduced as well in future 
iterations. 

The next step was camouflaging the device (Figure 3). The 
prototype was placed in a structure that looks like a bird’s 
nest. The entire device was hidden inside with only the 
motion sensor and the camera exposed, and the “bird's nest” 
was placed on a tree branch and further camouflaged with 
foliage from the tree. The overall system can be hidden inside 
a tree trunk or among rocks by covering an optional enclosure 
in some soil etc. Of all the aspects of the device, camouflaging 
is perhaps the easiest to improve on, as we can change the 
outer casing of the device to match any environment.

Algorithm design:
The core algorithm of the device consists of various 

components working together based on certain trigger events 
and the contents of the photos taken by the camera. Details of 
the overall workflow combining the algorithms can be found 
in Figure 4 below. A high-level description of the algorithm 
is as follows:

1. A photo is taken by the camera when the motion sensor 
is triggered due to motion in the environment.

2. The photo is analyzed for the presence of animals and/or 
humans as well as for the presence of any weapons.

3. Further analysis is done to classify the animal species 
and check whether the human is a local park ranger or an 
unknown individual.

4. The appropriate alert level is set triggering a potential 
alert to park/preserve authorities, e.g., if an unknown human 
with a weapon is detected, this triggers the highest poaching 
threat level (see detailed description of alert logic in a later 
section).

Software components:

Once this approach was decided on, the appropriate AI 
libraries needed to be pinpointed for each of the four com-
ponents. 

Human/animal/vehicle detection:
The MegaDetector¹⁷ model was found to be best suited 

for detecting humans, animals, and vehicles in images. The 
MegaDetector model is specially trained for conservation 
biologists to identify humans and animals in camera trap 
images from a variety of ecosystems. MegaDetector is used 
in the current system to avoid running species classification 
and ranger identification on empty images, as well as to crop 
the relevant objects from the image to speed up downstream 
analysis (Figure 5).

Figure 1: Raspberry Pi board  

Figure 2: Device set-up. 

Figure 4: Device set-up. 

Figure 5: Detection of animals, humans, and vehicles with MegaDetector.  Figure 3: Camouflaged device.  
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Weapon detection and species classif ication:
MobileNetV2 is a lightweight model pre-trained on weap-

ons and animal species from the ImageNet database and is 
highly suited for our device here. Given the constraints of the 
high speed and low memory of the Raspberry Pi device, we 
selected the MobileNet v2¹⁸ classifier based on an analysis 
done by Bianco et al.¹⁹ Some of the other networks that were 
evaluated did not have versions compatible with the Raspber-
ry Pi and were hence ruled out.

MobileNetV2 also serves the purpose of classifying animal 
species (Figure 6). It has very good accuracy for detecting a 
variety of animal species and new species are being added on 
an ongoing basis by researchers worldwide. At this time, Mo-
bileNetV2 was chosen for this purpose as it is widely available 
and is actively being enhanced by a large number of stake-
holders.

Poacher/non-poacher classif ication:
To detect whether the human in the photo is a ranger or a 

potential poacher, we must perform face recognition. Identi-
fying individual poachers is difficult since there is no readily 
available database of poachers. Even if such a database existed, 
it would become obsolete rapidly since one would need to add 
new poachers promptly.

To overcome these real-world constraints, we decided to 
train a face recognition system for known rangers, and mark 
everyone else as unknown. The database of rangers and other 
associated park personnel is much more reliable and can be 
kept up to date easily. The device identifies humans that are 
not poachers (rangers and other park officials). An alert is gen-
erated if the human is not recognized by the device, indicating 
a possible poacher. This approach can be further augmented 
in the future by adding photos of known poachers who pose 
a high threat to alert police authorities quickly in case such 
poachers are found by the device in a wildlife preserve.

For facial detection, the well-known FaceNet²⁰,²¹ model 
(Figure 7) was selected. FaceNet uses MTCNN with trip-
let loss for improved accuracy over other existing models. It 
is lightweight and only needs 2-3 images/person to train it 
to recognize the person. Furthermore, it is compatible with 
Raspberry Pi, making it highly suited for the poaching de-
tection device. 

Alert rules:
An important part of the overall design of the poaching 

detection device was designing the rules that would establish 
the threat levels and send out appropriate alerts (Figure 8). 
The logic for the alerting rules is based on the threat level 
perceived by the device per its analysis of the photo taken. It 
is as follows:

● If the photo contains only an animal, the threat level is 0, 
no alert needs to be sent.

● If the photo contains a human that is recognized as a 
ranger, the threat level is still 0, no alert needs to be sent.

● If the photo contains only a human that is unknown, the 
threat level is 1 and an alert needs to be sent that an unknown 
person is on the park / preserve land.

● If the photo contains an animal and an unknown human, 
the threat level is 2 and an alert needs to be sent that an un-
known person is close to an animal and represents a poaching 
threat.

● If the photo contains an unknown human with a weap-
on, the threat level is 2 and an alert needs to be sent that an 
unknown person with a weapon is on the park / preserve land 
and represents a hunting / poaching threat.

● If the photo contains an animal with an unknown human 
with a weapon, the threat level is 3. This is the highest threat 
level, and an alert needs to be sent immediately that there is 
an imminent poaching threat.

�   Results and Discussion
Each of the three components (MegaDetector, 

MobileNetV2, FaceNet) of the Protego device were separately 
tested for performance accuracy. The entire device was then 
tested for overall end-to-end performance. Performance 
metrics were chosen as appropriate for each component and 
are described in each section below.

Animal and human detection:
The MegaDetector network has been developed to detect 

three classes: animals, humans, and vehicles. It is used in our 
device for detecting the first two classes. Each class detection 

Figure 6: Detection of weapons and classification of species with 
MobileNetV2  

Figure 7: Detection of weapons and classification of species with 
MobileNetV2  

Figure 8: Examples of alert levels. 

 ijhighschoolresearch.org



 106 DOI: 10.36838/v4i5.17

was tested separately, and three metrics were calculated for 
each: 

● ROC-AUC (Receiver Operating Characteristics – Area 
Under the Curve), is created by plotting the true positive rate 
(TPR) against the false positive rate (FPR) at various thresh-
old settings.  The AUC measures the degree of separability 
between the classes being distinguished.

● Sensitivity or true positive rate refers to the proportion 
of positives correctly identified by the detector to the actual 
number of positives. It is a measure of how well a classifier can 
identify true positives.

● Specificity or true negative rate refers to the proportion 
of negatives correctly identified by the detector to the actual 
number of negatives. It is a measure of how well a detector can 
identify true negatives.

Testing was done on 204 negative images (no animals or 
humans in image), 58 images containing animals, and 35 im-
ages containing humans. These images were obtained from 
open-source images (including day/night captures from var-
ious angles) on the internet and were manually labeled. As 
seen in Figure 9, the ROC curves for both the animal and 
human classes are near perfect, with corresponding area un-
der the curve (AUC), sensitivity, and specificity values shown 
below the plot.

Weapon detection:
MobileNetV2 has been thoroughly tested for weapons 

detection accuracy by Mohebban²² in the context of 
improving surveillance systems to address mass shootings. 
He tested the MobileNet detector on 152 images with no 
weapons, 152 images containing handguns, and 137 images 
containing rifles. Figure 10 shows the ROC curves plotted 
for all three classes. The AUC shows as greater than 90% 
for all classes indicating very good performance in detecting 
common weapons.

Ranger identification:
The FaceNet code was tested on 25 “ranger” images (facial 

images of the author). When tested on a single image at a 
time, the FaceNet algorithm shows relatively poor accuracy 
(percent of images correctly identified). Hence a temporal 
filter was added which ran FaceNet on multiple consecutive 
images and the maximum detection value over those images 
is chosen as the final value. For example, if FaceNet identifies 
two out of three images as Ranger A, then the final output is 
set to Ranger A. Applying such a temporal filter significantly 
improves the accuracy of the algorithm as shown in Figure 
11. Temporal filtering also improves robustness when there is 
target motion.  An accuracy of over 90% was observed with 
multiple camera images. Device setting ensures successive 
capture of 5+ images to get to the highest accuracy. 

�   Results
Finally, we measure the end-to-end performance of the 

entire device. Since the Protego device is built to classify the 
input image into four classes (alert levels), we use the confusion 
matrix as a metric to measure its performance.

 A confusion matrix is a summary of prediction results on 
a classification problem. The number of correct and incorrect 
predictions are summarized with count values and broken 
down by each class. This is the key to the confusion matrix. 
The confusion matrix shows how a classification model can be 
confused when it makes predictions. It gives one insight not 
only into the errors being made by your classifier but more im-
portantly the types of errors that are being made.

Figure 12 shows the confusion matrix generated for the Pro-
tego device. A set of 40 images were used to test the device, 
evenly divided among the four classes or alert levels (10 images 
per class). As seen in the figure, the device performed extremely 
well on the test images. Average accuracy came in at 92.5%. 
The most reassuring aspect of the results is that in cases where 
the device failed to correctly generate the alert level, it was only 
off by one level, thus not significantly impacting the outcome.

Figure 9: Mega Detector Test Results. 

Figure 12: Overall device test results (92.5% accuracy). 

Figure 11: FaceNet test results. 

Figure 10: Weapons Detection Test Results. 
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�   Conclusion and future work
The proof of concept was successful: all design requirements 

were met, and accuracy was high under test conditions. This 
work sets up the foundation for a low-cost, open platform that 
can be greatly expanded upon by others. There is tremendous 
scope for improvement in the areas of performance and accu-
racy, which can be achieved by innovation and field testing of 
the device. We hope to build on and improve this device in the 
future. 

For example, one of the future goals is to expand the algo-
rithm to detect snares and other poaching tools so that rangers 
can remove them before any animals are caught.  In addition 
to that, a night vision camera would help catch nighttime and 
low light poaching activities. While this will be more expen-
sive than just an ordinary webcam, it will catch a much higher 
percentage of poachers.  Other ideas include estimation of the 
proximity of poacher to animal and include information in the 
alert sent and connecting to the systems like Wildbook to ef-
fectively detect and identify individual animals to protect.

From the field deployment perspective, work needs to be 
done in deploying the device to high poaching risk areas and 
partnering with wildlife protection organizations to test the 
device.
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