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ABSTRACT: Skin diseases, being one of the most common diseases worldwide, can occur to people of all ages and are caused 
by bacteria, infections, etc. Currently, skin diseases are initially diagnosed visually, which is often prone to errors. Skin diseases 
unable to be identified through inspection are identified using a biopsy process that uses dermoscopic analysis and is prescribed 
manually by physicians. However, a biopsy has its safety and accessibility issues, and manual inspection requires long periods of 
time. Therefore, this paper uses machine learning for image-based classification techniques for skin disease diagnosis. However, to 
be trained and tested, machine learning generally requires access to a dataset to be stored in a centralized server, which often raises 
many concerns regarding security and privacy. In a medical environment especially, maintaining the security and confidentiality of 
patients' records is very important. Therefore, with the increase in awareness of user privacy, this paper builds a federated learning 
system where data is decentralized. Using a dataset of more than 10,000 images, the federated learning system initially shows 
an overall accuracy rate of classifying skin diseases of about 79%. Since the original dataset has class imbalance problems, a data 
balancing technique is applied to enlarge the dataset and balance the samples per class in the dataset. After balancing the dataset, 
the performance of the classifier is improved significantly in that it achieves the classification accuracy of 95%. This system is 
shown to be effective for classifying the type of skin disease using image-based classification techniques, while also keeping user-
sensitive information secure. 
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�   Introduction
Skin diseases are one of the most common diseases world-

wide. Despite this, diagnosing skin diseases accurately is a 
challenging task. The prevalence of skin diseases is common 
in which 26.98% of the world population or 1.6 in 4 people 
are infected.¹ Particularly, skin cancer has been the most com-
mon cancer in the United States and research has shown that 
one-fifth of Americans suffer from skin cancer during their 
lifetimes.² Most people ignore early symptoms of skin diseases, 
which can cause various damages on the skin and will continue 
to spread overtime. Therefore, it is important to identify these 
diseases as soon as possible to control their potential spread. 

Currently, skin diseases are initially diagnosed by doctors vi-
sually. Diagnosing a skin disease correctly is challenging since a 
variety of visual clues, such as the individual lesion morpholo-
gy, the body site distribution, color, scaling, and arrangement of 
lesions should be utilized to facilitate the diagnosis. When the 
individual components are analyzed separately, the diagnosis 
process can be complex.³ Skin diseases unable to be identified 
through inspection are identified using a biopsy process that 
uses dermoscopic analysis and is prescribed manually by physi-
cians. However, differentiating a skin disease with dermoscopy 
images may be inaccurate or irreproducible since it depends 
on the experience of dermatologists. In practice, the diagnostic 
accuracy of melanoma from the dermoscopy images by an in-
experienced specialist is between 75% to 84%.⁴ 

By contrast, image-based classification techniques can im-
prove the accuracy of skin disease diagnosis. Using images of 

infected areas of the skin as input, features are extracted from 
the images to be suitable for the classifier model to classify 
the type of disease. By utilizing features, traditional machine 
learning systems for skin disease classification can achieve ex-
cellent performance in certain skin disease diagnosis tasks.⁵,⁶ 
However, with technology continuing to develop and growing 
more powerful, issues involving privacy concerns also emerge. 
Machine learning, to be trained and tested, generally requires 
access to a dataset stored in a centralized server. In a medical 
environment, maintaining the security and confidentiality of 
patients' records is very important. Because of strict regulations 
regarding data privacy, it is usually considered not practical to 
gather and share consumers’ data within a centralized location. 
This challenges traditional machine learning algorithms be-
cause they require huge quantities of data training examples 
to learn.⁷

Motivated by the aforementioned privacy issues of tradi-
tional machine learning, this paper uses the federated learning 
(FL) system where data is decentralized. A federated learning 
system consists of a server and several local devices where users 
can input their own local data into the local network using lo-
cal devices.⁸ Each local network model is then trained using its 
local data, not through a server network with risk of exposing 
private data. The devices then send the local networks, not the 
user data, to the server. The server then is able to update the 
global network by aggregating the local networks. The federat-
ed learning approach is very advantageous for utilizing 
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low-costing machine learning models on devices such as cell 
phones and sensors.⁹

The main contributions of this paper include:
• A convolutional neural network (CNN)-based federated 

learning model is proposed to classify skin disease while pre-
serving data privacy.

• A data balancing technique is used to resolve the data im-
balance problem of the skin disease dataset and also increase 
the size of the training dataset, which improves overall classi-
fication accuracy by more than 15%.

This paper is organized as follows. Section 2 briefly summa-
rizes the related existing work. Section 3 explains the proposed 
federated learning method, while the dataset used in the learn-
ing method is discussed in Section 4. The results are presented 
in Section 5 followed by the conclusions. 

Related Work:
Recently, machine learning methods have become popular 

in feature detecting and have achieved excellent performances 
in various tasks, including image classification.¹⁰,¹¹ A vari-
ety of research showed that deep learning methods were able 
to surpass humans in many computer vision tasks.¹²-¹⁴ One 
thing behind the success of machine learning is its ability to 
extract features automatically from large amounts of data-
sets. In particular, there have been many works on applying 
machine learning methods to skin disease diagnosis.¹⁴-¹⁷ For 
example, Esteva et al. propose a universal skin disease classi-
fication system based on a pre-trained convolutional neural 
network (CNN).¹⁴ Rezvantalb et al. also developed multiple 
CNNs with classification accuracies of 94.4%, which signifi-
cantly outperforms the performances of human specialists.¹⁷ 
Traditionally, CNN is one of the earliest machine learning 
models proposed for image classification. For instance, Yuan 
et al.¹⁸ proposed a framework based on convolutional neural 
networks to automatically segment skin lesions in dermoscopy 
images. The method was tested on the ISIC dataset and result-
ed in an index of 78.4% on the validation dataset. Al-Masni 
et al.¹⁹ developed a method via full resolution convolutional 
neural networks. The method was able to directly learn the 
full resolution result of each input image without the need for 
preprocessing operations. The method resulted in an index of 
77.1% and overall accuracy of 94.03% on the ISIC dataset, 
respectively.

Deep neural networks can deal with the large variations in-
cluded in the images of skin diseases by extracting features with 
multiple layers. Despite these technological advances, however, 
these traditional systems cannot secure user-sensitive infor-
mation, making federated learning the more practical option. 
Federated learning has been employed in a variety of applica-
tions, with plenty of research relating to its applications, one 
example being in the healthcare sector.²⁰ This application of 
Federated Learning (FL) also covered medical imaging where 
it was used for brain tumor segmentation. While methods 
such as Deep Neural Networks have illustrated notable find-
ings, they can be problematic because the needed training data 
may not be available due to having low incident rates of partic-
ular diseases and a low number of people. Therefore, a dataset 
that contained MRI scans of almost 300 people with brain 

tumors is used for an application of FL.²¹ They then compared 
their methods with data-based training where the results 
showed the effectiveness of the authors' proposed method. 
Another use for FL is an anomaly detection system using FL 
to detect various IoT devices.²² Aledhari et al. demonstrate 
the usage of a federated learning system within a healthcare 
sector.²³ Each hospital acts as a local client where patients 
input local data. Then the local networks of each hospital are 
aggregated by a central cloud server which can be used by 
doctors to act as a powerful tool. The autonomous system can 
effectively operate without human intervention or labeled 
data. Their system was able to achieve a 95% detection rate 
with no false positives. Additionally, their system can with-
stand new and unknown attacks. Many different industries 
and companies are beginning to implement FL into their 
own works and products. As a result, Federated Learning is 
becoming one of the most innovative technologies to date.
�   Methods
Dermatology is termed as a visual specialty wherein most 

diagnoses can be performed by visual inspection of the skin. 
Equipment-aided visual inspection is important for derma-
tologists since it can provide crucial information for precise 
early diagnosis of skin diseases. Subtle features of skin diseases 
need further magnification such that experienced dermatolo-
gists can visualize them clearly.²⁴ In some cases, a skin biopsy 
is needed which provides the opportunity for a microscopic 
visual examination of the lesion in question. However, with 
the development of machine learning, there have been many 
studies using images obtained by digital cameras or smart-
phones for skin disease diagnosis.²⁵ Though the quality of 
these images is not as high as those obtained with professional 
equipment, excellent diagnosis performance can be achieved 
with advanced image processing and analysis methods.

HAM10000 Dataset:
Training a machine learning system requires a large 

amount of labeled data. Therefore, high-quality skin disease 
data with reliable labels is significant for the development of 
advanced algorithms. The dataset used in this paper is the 
HAM10000 ("Human Against Machine with 10000 train-
ing images"). The dataset is publicly available through the 
ISIC archive and was collected by Hospital Universitario de 
Caracas in Caracas, Venezuela. The dataset consists of 10,015 
dermatoscopic images which are released as a training set for 
academic machine learning purposes.²⁶ The images of the 
dataset are collected from various ages, genders, and loca-
tions of skin disease. This benchmark dataset can be used for 
machine learning and for comparisons with human experts. 
There are seven different skin disease types including Mela-
nocytic nevi, Melanoma, Benign keratosis-like lesions, Basal 
cell carcinoma, Actinic keratoses, Vascular lesions, and Der-
matofibroma. The diagnoses of all melanomas were verified 
through histopathological evaluation of biopsies, while the 
diagnosis of nevi is made by either histopathological exam-
ination (24%), expert consensus (54%), or another diagnosis 
method, such as a series of images that showed no temporal 
changes (22%).²⁷ Figure 1(a) shows a frequency distribution 
of the seven skin disease types in the dataset. As shown in 
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or topology to be handled easily. Additionally, it is import-
ant to prioritize which resources need to be done beforehand 
for better equal provision for the dataset. Another technique, 
used in this manuscript, is SMOTE (synthetic minority 
over-sampling technique), in which new samples are gen-
erated by over-sampling in terms of an interpolation of the 
original data. It is an over-sampling technique that generates 
synthetic samples from minority classes.³¹  After numerous 
tests for those various techniques, this paper uses SMOTE to 
resolve the imbalanced distribution of the dataset, in which 
the number of samples in the dataset is increased to 46,935 
images. Figure 1(b) illustrates the frequency distribution of 
classes after applying SMOTE to the HAM10000 dataset, 
which shows the equal number of image samples for each 
class. It shows in the later section that the classification accu-
racy is improved by more than 15% by balancing the dataset. 

Federated Learning Methods:
Figure 2 shows the structure of a federated learning sys-

tem, where it consists of a cloud server and N users with local 
clients. Each user can input the local data to train its local net-
work and then send the local network, the results of the local 
data, to the server.⁸,³² After receiving the local networks from 
the users, the cloud server then updates its global network by 
aggregating the local networks and further distributing the 
global network back down to the users. Each user then updates 
the global network by further training it with its local data 
to construct the local network, which is again reported to the 
server. These steps of interaction repeat as many as they can or 
until a certain performance target is met. Note that the users 
only transmit the trained local network to the server without 
the risk of exposing private local data. By utilizing this system, 
not only does it provide an accurate skin disease diagnosis, 
but it is also able to secure user-sensitive information, making 
it more accessible and safer for people to use. Unfortunately, 
there are still some crucial obstacles for FL to be fully incor-
porated in other settings, especially regarding the data. For our 
models and algorithms to learn effectively to obtain optimal 
results, it requires a lot of data in order to ensure our models 
will be as accurate as possible.³³ Therefore, despite FL’s prom-
ising potential, FL is still not widely understood regarding 
some of its technical components such as platforms, hardware, 
software, and others regarding data privacy and data access.²³

A Federated Learning framework centered around privacy 
comes with many challenges. Local network to global network 
transmission can be expensive and may not be stable. An FL 
was implemented using python language on a Jupyter note-
book under a virtual environment by anaconda. A Colab server 
was used to train and test the dataset. There are some FL ex-
amples on Kaggle.com and one of those examples is used and 
modified to build my FL implementation. The aggregation of 
the local networks to create a global network at the FL server 
is done by averaging all the local networks, which is the Fed-
Avg algorithm. 

Model:
This paper demonstrates the application of a federal learning 

system to skin disease diagnosis. The dataset was divided into 
two groups as the training and testing groups randomly. The 

the figure, the number of images for each skin disease type is 
uneven such that the akiec skin disease takes up about 65% 
of the whole dataset which causes the machine learning net-
work to be biased when trained. This is a common problem 
occurring in skin disease diagnosis causing an imbalance in 
datasets. Many datasets contain significant disparities in the 
number of data points among different skin classes and can 
be heavily dominated by certain data. Training deep learning 
models with imbalanced data may result in biased results. Al-
though HAM10000 does not seem like a good option for the 
dataset, acquiring a large dataset of skin disease images can be 
difficult. The HAM10000 dataset is available publicly online 
and is easy to access. Additionally, many other studies have 
used the same dataset; For example, Srinivasu et al. use the 
HAM10000 dataset in order to classify skin diseases using 
deep learning neural networks.²⁸

Data Preprocessing and Balancing:
Data preprocessing is a crucial step for a classifier model to 

achieve high performance. Since there is a huge variation in 
image resolutions within the skin disease dataset, it is neces-
sary to crop or resize the images from these datasets to adapt 
them to deep learning networks. It should be noted that re-
sizing and cropping images directly into required sizes might 
introduce object distortion or substantial information loss.²⁹ 
The original high-resolution images of the HAM10000 data-
set are resized to 28x28 for training the FL network.

As shown previously, the HAM10000 image dataset has 
data class imbalance, which results in a biased trained network. 
Generally, an imbalanced dataset problem can be solved by 
several approaches as described as follows: 1) weighted class 
approach, 2) under-sampling approach, 3) data augmentation 
for minority class, and 4) synthetic minority over-sampling 
technique (SMOTE). In the weighted class approach, each 
class is assigned a weight based on the ratio of occurrence of 
each class, but this technique does not perform well. The un-
der-sampling method selects the same number of samples for 
both majority and minority classes, which often reduces the 
size of the training dataset. Data augmentation is very pop-
ular when dealing with image datasets, in which the dataset 
can be enlarged by adding more images by applying various 
image transformation techniques such as mirroring, rotat-
ing, sheering, cropping, translating, zooming, noise injection, 
color space transformation, random erasing, mixing images, 
etc.³⁰ Since data augmentation can artificially transform the 
original data, it is important for the algorithm to have scal-
ability. It must be flexible enough to allow changes in size 

Figure 1: Frequency distribution of skin disease classes of (a) the original 
HAM10000 dataset that shows an imbalanced class problem and (b) the 
HAM10000 dataset after applying data balancing by SMOTE. 
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dataset is split into 90% of the dataset as the training dataset 
and the remaining 10% as the test dataset. A loss function is 
used in the network to calculate the loss, where the network is 
always trained to minimize the loss. There was also a validation 
procedure to avoid overfitting while training. In the federated 
learning system considered in this paper, 10 different clients 
(N = 10 in Figure 2) are created where the images are ran-
domly divided equally between each client. Each client has a 
local network where it trains using its own local dataset. Once 
the local networks are done training the server receives and 
aggregates all the local networks together to create a global 
network. The global network then is distributed down back to 
the clients. From there, the clients use the global network as a 
new starting point, then trains its local network again using its 
local dataset. The client’s local network updates and the cycle 
repeats 100 times. In this paper’s model, it is assumed that the 
communication between the server and clients has no issues. 
However, in the real world, a local network to global network 
transmission can be expensive and unstable, making it prone to 
errors. The impact of such erroneous communications between 
the server and clients on the performance is difficult to ana-
lyze and is an active ongoing research area. Like most of the 
federated learning papers, this manuscript also assumes perfect 
communication with no error. The dataset is distributed ran-
domly over the clients, each with similar amounts of samples.

Global and Local Networks:
A convolutional neural network (CNN) model is used 

for the global network and local networks. Figure 3 demon-
strates the structure of the CNN model used in the federated 
learning system in this paper. Both the global and the local 
networks use the same CNN structure.

A CNN generally consists of multiple layers of convolution 
and pooling. The CNN structure used in this paper has 4 such 
layers, in which features are extracted from the skin disease 
image dataset. For each convolution layer, a number of ker-
nels are deployed to extract the features. The first layer uses 
64 kernels, and the later layers increase the number to achieve 
the best performance. For max pooling, the image sizes are 
reduced by taking 4 neighboring pixels and choosing the larg-
est pixel to represent it. The last step in the structure is a fully 

connected layer to classify what type of skin disease the image 
belongs to. To accomplish the task of classification, using the 
extracted features, a fully connected layer has 1024 features 
flattened and arranged in one row of 1x1x1024. Each feature 
is then connected to each of the 7 output nodes through over 
7000 weight values. The training dataset is used to repeat this 
process to train the network until the weight values saturate. 
Then the test dataset is used for the trained network to ana-
lyze the results.

The CNN architecture shown in Figure 3 consists of two 
stages: feature extraction and classification. The hyper-param-
eters of the architecture were selected based mainly on the 
input image size (28x28) and max-pooling steps. The number 
of kernels for each convolution layer was determined exper-
imentally after numerous simulations. Some CNN network 
examples for image classification in the public domain were 
also useful for hyper-parameter selection.
�   Results and Discussion
Simulations and Evaluation:
An extensive number of simulations are performed to evalu-

ate the performance of the federated learning-based classifier. 
For a development environment, Jupyter lab and Anacon-
da tools are used on an Intel Core(TM) i7-1165G7 CPU @ 
2.80GHz accelerated by GPU Nvidia RTX 3090. A cloud 
GPU server Google Colab was also utilized. During the im-
plementation process, training the model with a large dataset 
requires a considerable amount of time for an ordinary CPU 
to execute. Therefore, a GPU is commonly used to build and 
run the model to save a large amount of time. The in-depth 
learning approach in this paper is built using Tensorflow 2.0 
and Python 3.

Classification Accuracy:

Figure 3: Privacy-preserving federated learning system. 

Figure 4: Confusion matrices for skin disease classification for (a) the FL 
system with the original HAM10000 dataset and (b) the FL system with the 
HAM10000 dataset balanced by SMOTE. 

Figure 2: Privacy-preserving federated learning system structure. 

ijhighschoolresearch.org



 103 DOI: 10.36838/v5i1.19

To evaluate the effectiveness of data balancing, two federated 
learning systems with identical structures are trained each with 
a different dataset. One with the original HAM10000 dataset 
and the other with the balanced HAM10000. Figure 4 illus-
trates confusion matrices to show the classification accuracy of 
the two Federated Learning (FL) systems, one with the origi-
nal HAM10000 dataset, which has a data imbalance problem, 
and the other with the HAM10000 dataset after applying a 
data balancing by SMOTE. For classification problems, a con-
fusion matrix is generally a popular way to show performance. 
As shown in Figure 4(a), the FL system with the original data-
set has an overall accuracy rate of about 79% overall, but it 
exhibits a heavily biased performance result: 93% accuracy for 
akiec detection (dark squares), whereas only 20% accuracy for 
bcc detection due to the imbalanced dataset. The problem of a 
high accuracy rate for akiec but not as high of an accuracy for 
the other diseases occur because the akiec skin disease imag-
es take up about 65% of the whole dataset which causes the 
learning system to be biased, as shown in Figure 1(a). Limited 
data are common in the field of medical image analysis due 
to the rarity of the disease, patient privacy, the requirement of 
labeling by medical experts, and the high cost to obtain medi-
cal data. Training deep learning models with imbalanced data 
often results in biased results. On the other hand, Figure 4(b) 
clearly depicts that all the skin disease types have high accu-
racy (80% or higher) with an overall accuracy of 95% thanks 
to the data balancing technique, which artificially transforms 
or over-samples the original data to increase the amount of 
available training data. By enhancing the size and quality of 
the available training data, the network can learn more signif-
icant properties. Although it may not be a fair performance 
comparison between those two FL systems given above due to 
the different number of samples in the two datasets, the fig-
ures clearly indicate that the classification performance of the 
federated learning system is greatly improved by balancing the 
dataset.
�   Conclusion
Skin disease diagnoses with machine learning methods has 

had promising progress in recent years. This paper proposes a 
federated learning system for skin disease diagnosis. Not only 
does federated learning provide an accurate skin disease diag-
nosis, but it is also able to secure user-sensitive information, 
making it safer for people of all ages to use. Although the clas-
sification accuracy of 79% for the FL system with the original 
dataset may not seem practical at first, the FL system along 
with a data balancing technique improves the accuracy signifi-
cantly up to 95%. This model should be helpful for doctors, 
those who cannot diagnose visually with high accuracy, and act 
as extra evidence for more experienced doctors. It is worth not-
ing that machine learning is always evolving as time goes on, 
the accuracy may go higher in the future. Although machine 
learning systems will never replace doctors, instead they can 
be used as powerful tools. This can be taken advantage of to 
provide doctors with useful information to help them make a 
final intelligent decision while also keeping patients' medical 
data secure. The potential benefits of automated diagnosis of 
skin diseases with machine learning are tremendous. However, 

accurate diagnosis increases the demand for a reliable auto-
mated process that can be utilized by doctors and clinicians. It 
should be understood that a computer-aided skin disease diag-
nosis system should be critically tested before it is utilized for 
real-life clinical diagnosis tasks. 
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