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ABSTRACT: The recent advancement in quantum computing poses a concern over the security of current public key 
cryptography systems. Since then, hash-based signature schemes have been created to replace vulnerable schemes, although they 
have limitations such as requiring a large key and/or signature size or only working a limited number of times. This paper 
discusses a solution to these two problems through key replacement to allow a single initial agreement to be used an arbitrary 
number of times with a reasonable key size. The experiments were done by extending the Lamport signature scheme with this 
key replacement, leading to a signature scheme that is slower than DSA and ECDSA, but faster than RSA for sufficiently large 
security levels. As a result, while applying this technique does not lead to very fast performance, it still has the advantage of post-
quantum security, and it is not excessively slow.   
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�   Introduction
The current internet is secure because of cryptographic 

systems such as digital signatures. However, the recent ad-
vancement in quantum computing poses a concern over the 
security of current public key cryptography systems. This is the 
result of an algorithm from 1994 known as Shor’s algorithm, 
which is capable of solving the discrete logarithm problem as 
well as factoring large numbers, both in polynomial time.¹,² As 
a result, the public key cryptography used every day, such as 
transmitting private information online, will eventually be ren-
dered completely insecure. 

Today’s internet uses a number of concepts from cryp-
tography to remain secure. A key concept in cryptography is 
encryption, which is the transformation of secret information 
into a form that can only be transformed back if a small secret 
referred to as a key is known; this reverse process is known 
as decryption. To distinguish between encrypted data from 
different parties, a key is also required to encrypt the data, to 
begin with. This key is important because it ensures that even 
if an attacker knows how the security works, they still need 
additional information that cannot be efficiently discovered.³

Some algorithms, known as symmetric algorithms, use the 
same key for both encryption and decryption, which is general-
ly easy to implement; they rely on the fact that certain functions, 
together with their inverses, can be trivially computed if a piece 
of secret information is known. In cryptography, this secret in-
formation is stored as the key. While symmetric cryptography 
is generally very secure, there are times when it cannot be used, 
such as allowing anyone to verify the authenticity of a message 
while restricting who can create authentic messages.  

The security of a cryptographic algorithm is defined by its 
security level n, which is the number such that computing un-
intended information, such as a private key from a public key, 
requires a maximum of 2ⁿ comparisons;⁴ therefore, it requires 

2ⁿ-¹ comparisons on average. Security levels are helpful for 
comparing the performance of new algorithms with existing 
algorithms, and deciding what parameters to use when switch-
ing algorithms.

One limitation of symmetric algorithms is that they cannot 
be used to prevent parties from decrypting data while allowing 
them to encrypt it, or vice versa. By using an algorithm that 
uses a separate key for each direction, this problem is solved; 
such algorithms are known as asymmetric algorithms. One of 
the two keys, known as the public key, is typically shared to 
allow anybody to either encrypt or decrypt data, depending 
on what the encryption is being used for, while the other key, 
known as the private key, is not shared with the public, and is 
typically only used by the party that generated it; the private 
key is required to use a function known as a trapdoor function, 
which is used for the operation that is not intended to be used 
publicly. These keys must be generated through a method such 
that the private key cannot be efficiently computed from the 
public key; if it is possible to derive the private key from the 
public key, then the security is effectively reduced to that of a 
symmetric algorithm.

One particular algorithm, RSA (Rivest, Shamir, and Adle-
man), has been used for decades due to it receiving no critical 
attacks. Its key generation algorithm starts by generating 2 
random prime numbers, known as p and q, and multiplying 
them, releasing the product as part of the public key. This is 
significant because there is no efficient algorithm for finding 
factors of a large number on a classical computer but being able 
to efficiently find factors would mean p and q are recoverable. 
Therefore, the private key can be computed. This defeats the 
security of RSA because, with the private key, an attacker can 
take unauthorized actions such as forging secure messages.

It is also useful at times to be able to verify a piece of data 
without storing it in its entirety, either because it is inefficient 
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or insecure to store the entire piece of data. For this, a one-way 
function is also used to transform a variable-length input into 
a fixed-length output with an extremely low probability of two 
distinct inputs with the same output being discovered. These 
one-way functions are known as hash functions, and their out-
puts, known as hashes, are often stored next to critical data to 
ensure it was not accidentally modified or used for cases such 
as password storage. In both of these cases, the data can be 
verified by taking the hash a second time and comparing the 
result, but there is an extremely low probability of the hash 
being reversed.

Sometimes, verifying a large piece of data at once is not 
an option. In these cases, the data can be verified in smaller 
parts by hashing each part, then hashing the list of hashes and 
storing that master hash securely. As this list grows, multiple 
master hashes can be evenly divided with a higher master hash, 
and this tree can be extended as deep as necessary. A tree like 
this is known as a Merkle tree, or a hash tree.

One significant application of asymmetric cryptography 
is the concept of digital signatures, which can be verified by 
anybody but only generated by the person with a private key. 
Given an asymmetric encryption scheme, such as RSA, and a 
hashing algorithm, signatures are commonly implemented by 
hashing the content and encrypting the hash with the private 
key; the signature can then be verified by decrypting it with 
the public key and comparing the result with the hash of the 
content.

Quantum computers are capable of operating on quantum 
states of 0 and 1, as opposed to how everyday computers, 
known as classical computers, operate solely on 0 and 1. This 
allows them to try every possible input to a one-way func-
tion at the same time. However, due to limitations imposed by 
quantum mechanics, a special circuit is needed at the end to 
extract any useful results.

Shor’s algorithm is an algorithm for quantum computers 
capable of finding factors of a number n in O(logn)2 log(logn)
log(log(logn))) time, which is far more efficient than the O (x 
(logn)1/3 (log(log n))2/3),x >1). time required on a classical computer. 
As a result, p and q can be recovered from a public key, and the 
corresponding private key can be calculated, breaking the se-
curity. Most other asymmetric encryption algorithms, such as 
ECDSA (Elliptic Curve Digital Signature Algorithm), were 
also broken, since they ultimately rely on problems that de-
pend on the discrete logarithm problem, a problem that Shor’s 
algorithm is capable of solving.⁵,⁶

Fortunately, hash functions and symmetric encryption al-
gorithms are believed to be secure from quantum computing. 
The only quantum attack that can be used against these al-
gorithms is Grover’s algorithm, which finds the position of a 
known element in a set of size n in O(√n) time. This is not very 
threatening, since hashes are generally very large.⁷ For exam-
ple, SHA-256⁸ creates hashes of size 2²⁵⁶, meaning the time 
needed to crack it with Grover’s algorithm is somewhere in the 
ballpark of 2¹²⁸ iterations, which keeps it safe.

As a result of quantum computing, many other schemes for 
asymmetric encryption have been invented. These are current-
ly secure because their best-known general attack is through 

Grover’s algorithm, which still requires a large amount of time 
due to the square root of a large power of 2 still being a large 
power of 2. Areas of focus for post-quantum cryptography 
include hash-based cryptography, code-based cryptography, 
multivariate cryptography, and lattice-based cryptography.⁹,¹⁰ 
However, all of these areas have barriers that prevent them 
from completely replacing existing schemes, such as lattice-
based cryptography only being effective against worst-case 
attack complexity, not average-case.¹¹

Hash-based signatures are of particular interest because 
their security directly relies on the security of the hash 
function used, meaning when a given security level is deemed 
insecure, the hash function itself can simply be replaced to 
increase the security level. Lamport created a one-time hash-
based signature scheme, meaning each key can only be used 
to sign one hash before losing its security, that signs data by 
mapping each bit to one of two entries in the private key, and 
keeping a hash of every entry in the public key.¹² Winternitz 
created another one-time signature scheme with a reduced risk 
of the key being insecure where the public key is computed by 
hashing the private key 256 times. Signing a message is done 
by hashing it, then hashing each element of the private key pi a 
total of 256-bi times, where bi is the corresponding byte of the 
input hash, and storing the result in the respective part of the 
signature. The signature can then be verified by hashing each 
hash in the signature bi times and comparing the result against 
the public key.¹³ Compared to Lamport signatures, Winternitz 
signatures are smaller due to only needing to store a hash for 
every byte of the input instead of every bit. Finally, there is also 
a few-time signature scheme called Hash of Random Subsets 
that is similar to Lamport signatures but is constructed in a 
way that not all security is lost from reusing the key.¹⁴

In addition to these one-time and few-time signature 
schemes, there are hash-based signature schemes that allow 
many uses through the switching of keys after each signature. 
One significant hash-based signature scheme is the Extended 
Merkle Signature Scheme (XMSS), a scheme where a hash 
tree is maintained, ending in keys for a one-time or few-
time algorithm such as Lamport or Winternitz. Each time a 
message needs to be signed, the first unused key in the tree 
is used to sign the message. This allows a single large tree 
to be used to sign a fixed number of messages, although it 
still requires the signer to maintain state to remember which 
key to use next. This need to maintain state was removed in 
SPHINCS, a scheme similar to XMSS that uses a few-time 
signature scheme where instead of using the first unused key 
for the signature, the key index is computed directly from the 
input data.¹⁵ While this algorithm does have a small risk of 
reusing a key in the tree, a sufficiently large tree does not have 
this issue. However, because any path in the tree needs to be 
shared with anybody who needs to verify the signature, the tree 
depth also needs to be small enough to be able to efficiently 
share it.
�   Methods
The obvious issue with every hash-based signature scheme 

is that either there is a limit to the number of times a given 
key can be used, or the key and/or signature is extremely large. 
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When using a linear list of keys for this algorithm, the 
range of numbers allowed in the key was tested for 2¹⁶ and 
2²⁵⁶. The case of 2¹⁶ computed very fast, but the 2²⁵⁶ case 
took too much memory as a result of the code responsible for 
preventing random numbers from repeating themselves taking 
too much memory. Fortunately, for a sufficiently large range, 
it is extremely unlikely for a number to repeat, so after a key 
range threshold of 2¹⁷, this anti-repetition code was disabled. 
In this situation, the time complexity is O(bh²+n+bi) (proved in 
the appendix) where n is the private key size, bh is the number 
of bits in the hash, and bi is the input size. This is similar to the 
Lamport time complexity of O(n+bi), and for sufficiently large 
key sizes, it becomes identical.

In this new scheme, signing a message m with private key sk 
of size N uses the following pseudocode: 

To verify this signature, the following pseudocode can be 
followed:

When one party needs to communicate a sequence of data 
to another party, this can be solved with a certificate-like 
approach, where each key signs a new public key together with 
the main data. This allows for a variably long series of secure 
messages.

To implement this, a hash-based signature scheme S 
must be split into a hash function H and a scheme-specific 
transformation T, such that given any message m, S=T(H(m)). 
For example, in RSA, T is the decryption function. In the case 
of Lamport, T is the process of taking each bit and locating 
it in the private key to obtain a signature element, while in 
Winternitz, T is the process of hashing each unit of data in the 
public key a given number of times.

The most straightforward method of replacing keys 
using certificates would then involve prepending the hashed 
data with a new public key and applying a scheme-specific 
transformation to the entire sequence as the signature, storing 
the new public key as the signer’s state. The signature could 
then be verified by decrypting the signature, verifying the data 
hash, and storing the new public key.† This scheme is shown 
in Figure 1. Note that unlike a traditional stateful signature 
scheme, this scheme requires that the verifier stores the most 
recent public key as their own state.

Suppose there is a scheme with a scheme-specific 
transformation of T and an inverse of T_inv, a key-generation 
algorithm KeyGen, and a public key derivation algorithm 
PublicKey, and there is a hash function H that outputs b_h 
bits. Then, signing a message m with private key sk of size N 
uses the following pseudocode:

To verify this signature, the following pseudocode can be 
followed:

While this scheme looks ideal, the issue is that to sign a 
message with n bits, 2nbk bits are needed in a Lamport private 
key if each bit corresponds to a bk-bit value in the private key; 
bk will be referred to as the key range. This means 2Nbh bits 
are needed in the public key where bh is the number of bits in 
the hash, which is greater than the n bits that this key is able 
to sign. Although this could be solved by reducing the key size 
over time, that brings back the issue of there being a limited 
number of signatures.

Instead, this can be solved by applying the scheme-specific 
transformation the hash of the key followed by the hash of 
the data and prepending the transformed result with the new 
public key, storing the result as the signature. The signature 
can then be verified by decrypting the transformed part and 
comparing the hashes for both the new public key and the data. 
This removes size issues due to the required signature size for a 
key now being 2bh, so any key size above that threshold can be 
used. This modified scheme is shown in Figure 2.

 

Figure 1: Intuitive layout of key replacement signatures 

Figure 2: Ideal layout of key replacement signatures

† A similar scheme was described by Jonathan Katz,3 but unlike that scheme, certificate-based key replacement is intended for a series of messages between two parties.
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This data shows that certificate-based key replacement with 
the Lamport scheme is also slower than existing algorithms, 
being slower than DSA and ECDSA roughly by a factor of 30. 
Similar to signing, RSA is unique among the schemes because 
Lamport with key replacement becomes faster than the RSA 
with a larger e at a security level of 256, and minimum security 
levels are bound to increase in the future.

In most cases, Lamport with key replacement is much slower 
than discrete logarithm-based schemes for both signing and 
verification. However, this slowness would be acceptable even 
if the scheme was not quantum-safe, and the quantum safety 
makes it optimal compared to the other schemes.

Compared with XMSS and SPHINCS, certificate-based 
key replacement has the immediate advantage of having a 
smaller key size. The key size is double the size needed for the 
underlying algorithm, whereas XMSS and SPHINCS have 
signature sizes that are high multiples of the base algorithm’s 
size. Additionally, this key replacement scheme can be used in-
finitely, while XMSS can only be used a set number of times, 
and SPHINCS can only be used a finite number of times un-
less the tree is extremely large so that few enough input hashes 
map to each public key.

One disadvantage of certificate-based key replacement with 
single use signature schemes such as Lamport signatures is the 
fact that state must be updated every time data is signed, and 
the size of the updated state is large. This is important, since in 
a scenario where many parties need to verify a set of signatures, 
they need to verify the entire list of keys as they would with 
a certificate path, or there would be a risk of one of the keys 
being created by an attacker, and used to sign the rest of the 
chain of keys.

However, this can be solved by using key replacement on 
SPHINCS instead of a one-time scheme and updating the key 
every N signatures using a similar certificate pattern, as shown 
in Figure 3. When doing this, there is a trade-off between tree 
size and state when a given security level is desirable. This can 
be seen intuitively by the fact that the most primitive version of 
SPHINCS would be directly passing to the onetime signature 
scheme, where a key update must be done after every signa-
ture, while with the largest SPHINCS key where every input 
is mapped uniquely, a key update is never required. Assuming 
the input is infinitely large, the optimal relationship between 
key size and signatures per state update 

�   Results and Discussion
The data collected while testing Lamport with key replace-

ment consisted of the security level, running time, and the 
running time for existing algorithms at the same security level. 
The times are measured in seconds and were collected for both 
signing and verifying.

All data were collected on a 3.2 GHz Intel Core i7 proces-
sor with 32 GB 2667 MHz DDR4. The Lamport algorithm 
was self-implemented, while pycryptodome 3.11.0 was used 
for RSA, DSA (Digital Signature Algorithm), and ECDSA.¹⁶ 
The software code to reproduce these results can be found at †. 

First, Lamport signing with key replacement using SHA-
512 (key size of 2048) was compared with RSA, DSA, and 
ECDSA, with random 32-byte messages. Common RSA key 
sizes were used with their corresponding security levels,¹⁷ and 
Lamport key ranges were chosen so that the security level is 
approximately equal to the corresponding RSA security lev-
el, using the formula S=log2(bh+2)+bk-1 for bh bits in the hash 
and bk bits per key entry, proved in the appendix. In this case, 
S=log2(514)+bk-1=bk+8, which means the key entry size for a 
given security level in this experiment is S is bk-8. The data is 
shown in Table 1.

From Table 1, it is clear that using certificate-based key re-
placement with Lamport signatures takes roughly 50 times as 
long as DSA and ECDSA, and a varying amount with RSA. 
The comparison with RSA is significant because it shows that 
although Lamport key replacement takes longer, it is ultimate-
ly faster than what will happen with RSA, so if RSA can be 
made to work efficiently at a security level of 256, Lamport 
signatures with key replacement can as well.

The verification data in Table 2 was taken at the same time 
as the above signing data, using the signatures generated from 
the signing phase. One important change in RSA to obtain 
verification data that grows similarly to signing data was 
changing e from the typical 65537 to 2k-1+1 for key size k. As 
a result, it should be noted that in practice, RSA verification is 
much faster than the times indicated in Table 2.
Table 1: Signing times for 4 signature schemes at various security levels

Table 2: Verification times for 4 signature schemes at various security levels

Figure 3: Key replacement on a many-time signature scheme
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where given any unit of size (e.g., bits), L is the 
total size of the tree, Lh is the signature size, Lk is the individ-
ual key size, and C is a security parameter. The proof for this is 
given in the appendix. 

Certificate-based key replacement is safe from both gener-
al forgery and existential forgery. It provides non-repudiation, 
given that the underlying algorithm used, such as Lamport, is 
also safe from these attacks. Because the signing of the data 
itself is almost identical to the underlying algorithm, there is 
no issue there; as a result, it suffices to show that the key re-
placement is secure. First, existential forgery is not a problem 
with the key replacement because the key is hashed, so the hash 
function must be reversed to get any meaningful public key, and 
even if this was done, more hashes would need to be reversed to 
get the private key or sign a message; because quantum com-
puters cannot efficiently reverse hashes, this remains true for 
quantum computers. Certificate-based key replacement is also 
safe from general forgery because the only new channel for 
forgery is to use a different replaced key to legitimately sign 
future messages. Still, because the new key is effectively signed 
by the underlying algorithm, this remains safe provided that 
the underlying algorithm is safe. Finally, non-repudiation is 
provided because claiming that any data was not legitimately 
signed falls back on the security of the underlying algorithm, 
either because the key used to sign the message was broken or 
an earlier key was broken that led to the most recent key not 
being generated by the intended signer. 
�   Conclusion
A persistent stream of hash-based signatures with a small 

signature size can be achieved by replacing keys in a certif-
icate-like manner. When applied to the Lamport signature 
scheme, this showed reasonable performance with the sign-
ing time growing slower than that of RSA signatures. It has 
the advantage of post-quantum security that is not present in 
traditional signature schemes. Certificate-based key replace-
ment also has the advantage of having a smaller key size than 
SPHINCS. It can be used when there is a need for repeated 
public key signing during communication between two parties. 
The next step to research is the application of key replacement 
to many-time signature schemes such as SPHINCS, which 
may have useful applications such as man-in-the-middle re-
sistant key exchange.
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�   Appendix
Proof of Lamport with Certificate Key Replacement time com-

plexity:
Assuming the same hash function is used for both the data 

hash and the hashing of key entries, and this function outputs 
bh bits, a total of 2bh public key entries are required, which 
results in 4bh hashes being required to compute the public key. 
For signing and verification, only half of these are computed, 
resulting in bh key hashes required. In all cases, the number of 
hashes that need to be computed is O(bh).
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Because a hash with an N bit input requires O(N) time,¹⁸ if 
each key entry is bk bits, then the computation of each hash 
requires O(bk) time, which means key generation, as well as the 
part of signing and verification outside the root hashing require 
O(bhbk) time.

When the main hashes are included, a total of bk bits must 
be hashed to authenticate the new key, and bi bits must be 
hashed to sign the input. Because of this, the main hashing 
component of this signature scheme grows with O(bk+bi) time.

Adding these time complexities, the resulting time complex-
ity is O(bh bk+bi). Since the total number of bits in the key is 4bh 
bk, this is equivalent to O(n+bi), which is identical to the stan-
dard Lamport time complexity. However, the new public key, 
which has a size of bh

2, has not been accounted for in this equa-
tion. When that is added, the time complexity is O(bh2+n+bi).

Proof of Lamport with Certificate-based Key Replacement se-
curity level:

The main way to crack a certificate-based key replacement signa-
ture is to obtain the relevant part of a private key at any iteration. To 
do this, 2n hashes must have preimages computed for a complete pri-
vate key, where n is the total number of bits that can be handled by the 
private key (to sign both the next key and the data itself ). However, if 
the goal is only to replace the current signature or to create a different 
chain of keys, then only n/2 entries are relevant. Of these n/2 entries, 
the needed preimage for n/4 of the entries, on average, will already be 
known after a signature is given, leaving one hash per entry for n/4 
entries needing a preimage computed. Therefore, let N be the number 
of hashes whose preimages are needed, which is  N/2 if a signature is 
currently not known, or  N/4 if a signature is known.

Assuming each private key entry contains bk bits and the hash con-
tains bh bits, let b be the minimum of the two; each private key entry 
can be any of 2b values. The optimal attack would consist of comparing 
each hash obtained with all N hashes to be reversed before checking 
another hash, skipping public key entries that have already been cal-
culated; because the average number of attempts required per entry is 
then 2b/N, the total number of attempts is

2b-1 (N+1) on average. As a result, the security level is 

log2(2b-1)(N+1))+1=log2 (N+1)+log22b-1+1=log2 (N+1)+b-1+1, which 
becomes log2(N+1)+b. Assuming the scenario where this algorithm 
would be weakest, the security level is 

 This simplifies to log2 (n+4)+b-2.

In cases where the same hashing algorithm is used for both the 
new key/signed data and the individual private key entries, and the 
key range is greater than or equal to the number of possible hashes 
(meaning b=bh), n=2b due to the number of entries for each of the two 
parts of the signature being equal to the number of bits. As a result, 
the security level becomes log2 (2b+4)+b-2= log2(2(b+2))+b-2=log2 
(b+2)+log22+b-2, which simplifies to log2(b+2)+b-1=log2 (bh+2)+bh-1.

If the same hashing algorithm is used, but the key range is less than 
or equal to the number of possible hashes, then b=bk, but n=2bh still 
holds, so this expression becomes log2(2bh+4)+bk-2=log2(2(bh+2))+bk-
2=log2(bh+2)+bk+log2(2)-2, which simplifies to log2(bh+2)+bk-1.

Proof of C formula:
In many-time key replacement, D and N can be varied to adjust the 

variables. 1/N is the S value here, while L is the total size of a tree in 
any unit, which is Lk (2D-1)+Lh (2D-2). As a result, L=2D(Lk+Lh)-Lk-
2Lh, so D=

Since there are 2D-1 unique keys in the tree, after n-1 unique keys 
are used, the probability of key n being a copy of another key is
and the probability of key n being unique is 

As a result, the probability that all keys are unique after n keys 
are used is                                                                                                                                               . As a result,  

the minimum probability of all keys being unique up to that point is 
1-(n-1)2(n-1)(D-1)-n(D-1)= , and the maximum 

probability of there being a repeated key is           where δ is to 
be minimized. Defining C=1/δ (making C a measure of how 
secure the signature is), this becomes                 

so            . For this to be true for all n, C                   .

In terms of L, this becomes 

As a result,                                                and                                          

where C is a given security parameter. For values of C that do not yield 

a fraction, the optimal value of N is N=                                 ; the greatest inte-
ger that works when this yields a 
fractional value is N=                                                                               , and this also applies when the argu-
ment is an integer.
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