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ABSTRACT: Detecting anomalies is critical in multiple domains such as cyber security, network security, etc. This paper
provides an overview of anomaly detection methods, ranging from traditional statistical to modern ML approaches. The paper
begins by explaining anomalies and their significance, followed by a detailed overview of traditional methods such as PCA
and Z-Score Analysis. Then, there is a transition to methods based on machine learning that use supervised and unsupervised
algorithms such as OCSVM & Bayesian Networks, followed by an illustration of the applications of these methods using examples
in fraud detection. This paper also comparatively evaluates different methods, highlighting their advantages and limitations. In
the end, this is a proposal for future research to address current limitations. This paper explains anomaly detection and its effective

applications in various domains.
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B Introduction

An anomaly, or outlier, is a data object that deviates signifi-
cantly from most objects as if a different mechanism generated
it.!

Anomaly detection is used in multiple fields, such as bank-
ing, healthcare, and the telecom industry, for various purposes,
such as fraud detection. Traditional methods for anomaly de-
tection, such as rule-based systems and clustering algorithms,
have been used to identify anomalies. These methods often
struggle to adapt to the complexities of modern data environ-
ments with diverse forms of anomalies. Moreover, the increase
in the variety of data has posed significant challenges for these
traditional approaches, leading to a greater risk of missed de-
tections.

These days, researchers have turned to advanced technolo-
gies to enhance anomaly detection. Significant advancements
have recently been witnessed in key areas like machine learning,
which offers new approaches and advanced tools for detecting
anomalies in high-dimensional data.

This paper discusses these technologies, their principles,
and how they are used for anomaly detection. This paper fo-
cuses on machine-learning models, traditional methods, and
architectures designed for anomaly detection in complex net-
works. By processing the insights from these technologies, this
research paper contributes to anomaly detection and inspires
research in this field in the future. (Section 1) contains details
about past research done on anomaly detection. (Section 2)
discusses how Anomaly Detection is used in real life. (Sec-
tion 3) discusses some traditional approaches and methods for
anomaly detection. Furthermore, (Section 4) discusses various
machine-learning algorithms for anomaly detection. (Section
5) contains a comparison of multiple modern methods, stat-
ing their limitations and benefits. Experiments and results are
shown in (Section 6).

1. Past research in the Anomaly Detection field.:
Table 1: Past research in Anomaly Detection.
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(Table 1) contains past research from their published year
and what work they have done.

2. Practical applications of Anomaly detection:

Anomaly detection is important in various applications rang-
ing from fraud detection® to medical diagnosis.>* Researchers
have used modern machine-learning models to detect anom-
alies. This section contains several applications of anomaly
detection.
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2.1 Fraud detection:

Commercial organizations like banks, credit card compa-
nies, and so on use fraud detection often powered by anomaly
detection, to detect criminal activities. This is for crimes like
identity theft, where a malicious user can be an actual cus-
tomer of the organization or someone posing to be an actual
customer. Organizations are interested in quick action against
such frauds to prevent economic losses.

2.1.1 Credit Card Fraud Detection:

This domain uses anomaly detection methods to detect
fraudulent credit card usage. This is similar to the detection
of insurance fraud.’

In this case, the data consists of records such as User ID,
consecutive card usage in a specific time frame, amount spent,
etc. Fraud is typically shown in transactional records. Specifi-
cally, purchases of items never purchased by the customer, high
purchase rates, and so on.®

2.1.2 Insider Trading Detection:

This is specifically a part of the stock market, where peo-
ple make illegal profits by leaking inside information before it
is made public. This information could include anything that
would affect the stock prices in a particular industry. The avail-
able data is from various sources. This domain uses anomaly
detection methods to detect fraud online to prevent organiza-
tions from making illegal profits.® Traditional methods, in this
case, can miss minor deviations in the data and not detect the
anomalies.

2.2 Cybersecurity:

Today's networks are increasingly susceptible to intrusions
and attacks because of various access points, with anomaly de-
tection playing a crucial role in identifying these threats. These
days, even disgruntled employees and even terrorist factions
are getting involved in cybercrimes. Network-based attacks are
rising as software and protocols become increasingly vulnera-
ble and attacks continue to advance.’

2.2.1 Intrusion detection:

Nowadays, Political and commercial entities are seen to be
getting into cyber-warfare to damage or censor the informa-
tion on computer networks.” Intrusion detection is the process
that helps monitor the events occurring in a computer system
or network and analyze them for signs of possible incidents; it
often prohibits unauthorized access.?

Traditional intrusion detection systems depend on pre-
defined known attack patterns to identify threats. These
systems cannot detect novel or previously unseen attacks,
which may generate false outcomes or miss subtle deviations
from already-known attack patterns.

3. Traditional methods for Anomaly Detection:

Traditional anomaly detection methods include statistical
techniques like Principal Component Analysis,'® These meth-
ods have been used in various applications, including network
traffic monitoring, hyperspectral imagery, and time-series data
analysis. Recently, Jia proposed a method combining super-
vised learning with statistical analysis for anomaly detection
in time-series data.'’ These traditional methods provide a
foundation for developing more advanced anomaly detection
methods.

3.1 Statistical Methods:

Multiple anomaly detection methods have been introduced
in recent research. Ray proposed IoTDixon, a scheme that uses
Dixon’s Q_test to analyze small-scale data and detect point
anomalies.'”> Zhang proposes a method for inspecting industry
product quality based on the Gaussian Restricted Boltzmann
Machine.” Deepthi provided an overview of these methods,
including Grubb’s, Dixon’s Q Test & the Z-Score Method.™
Principal Component Analysis has mainly been effective in
the domain of anomaly detection, as demonstrated by Issar-
iyapat.15

3.1.1 Principal Component Analysis:

PCA is a method used for anomaly detection with the help
of an intrusion predictive model that uses both major and
minor principal components of data. Anomalies detection is
based on their distance from normal instances in the principal
component space, identifying outliers that deviate significant-
ly from the expected patterns. This approach has been said
to achieve high precision and recall in identifying anomalies,
outperforming several other detection methods."

3.1.2 Z-Score Method:

It is the statistical method that measures the standard devia-
tion of a data point from its mean. First, this method calculates
the difference of data points from the mean of data sets and
then divides it by the standard deviation of the database. This
gives us a Z-score value. Then, define a threshold; points
beyond this threshold are considered anomalies. The most
common value of the threshold is +3, Which indicates that
if the data point value is greater than plus or minus 3, it’s an
outlier.'®

7= X=ji

[

Eq.1

Eq.1) is the formula for calculating the z-score, where X’ is
the data points, 4/ is the mean, and ‘0’is the standard deviation.

Iglewicz B. and Hoaglin D. introduced the modified Z-score
(mZ-score) method for robust outlier detection. They focused
on improving the classical Z-score by utilizing robust scale
estimators, such as the Median Absolute Deviation (MAD)
and Sn. The modified Z-score method, leveraging these es-
timators, enhances outlier detection by reducing sensitivity
to extreme values that can skew traditional measures like the
mean and standard deviation."

3.2 Interquartile Range (IQR) Method:

The IQR Method uses the spread of the middle 50 % of the
data to detect anomalies. First, calculate the first quartile(Q1)
and then the third quartile (Q3). Q1, the first quartile, is the
median of the first half of the data set, and Q3, the third
quartile, is the median of the third half of the data set. Then,
calculate the IQR.

10R=03- (!
Eq.2
Define the Lower Bound and Upper Bound. Data Points

outside these boundaries are considered anomalies. It mea
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sures the variability that is less sensitive to outliers compared
to standard deviation.2°

Lower Bound = Q1 — 1.5 I0R
Upper Bound= Q3+ 1.51I0R

Eq.3

(Eq.2) is the formula for calculating the IQR, where ‘Q3’
and ‘QY’ are the first and third quartiles, respectively. (Eq.3) is
the formula for calculating Lower and Upper Bound.

Hodge and Austin emphasize the importance of traditional
methods like IQR in providing a baseline in more complex
models. They argue that models like IQR are still relevant be-
cause of their simplicity and effectiveness in data analysis.*!

Chandola, Banerjee, and Kumar went deeper into the
evolution of anomaly detection methods and described the
foundational role of IQR in early detection systems. They
found that the robustness of IQR against outliers laid the
groundwork for developing advanced machine-learning algo-
rithms.??

4. The Preferred approach to anomaly detection using
Machine Learning:

Machine learning (ML) is a field of study in artificial in-
telligence concerned with developing and studying statistical
algorithms that can learn from data and generalize to un-
seen data, thus performing tasks without explicit instructions.
Unlike traditional statistical methods, which often rely on pre-
defined models and assumptions about data distribution, ML
techniques can adapt to complex, high-dimensional datasets.
This flexibility makes ML particularly effective in anomaly
detection tasks, such as cybersecurity and intrusion detection.

4.1 Supervised Anomaly Detection:

For constructing a predictive model, supervised methods,
i.e., classification methods, are trained on labeled data sets con-
taining normal and abnormal samples. Although the detection
rate of these models is better compared to semi-supervised
and unsupervised methods because of the access to more in-
formation, it contains some issues that make this method less
accurate than they are supposed to be. The first issue is the
shortage of data sets on which the model is trained. Addi-
tionally, the biggest challenge is to obtain accurate labels. Also,
training sets contain some noise, which leads to higher false
alarm rates.”> Different supervised algorithms are Regres-
sion, Supervised Neural Networks, Support Vector Machines,
K-nearest Neighbors, Bayesian Networks, and Decision Tree.

4.1.1 Support Vector Machines (SVM):

Vapnik proposed the Support vector machines (SVM).** It
is a model that uses classification algorithms for two-group
classification and regression analysis. It is known for produc-
ing great accuracy on less computational power. In SVM, the
support vector stands for a data point or node lying closest
to the decision boundary or hyperplane, thus playing a vi-
tal role in defining the decision boundary and the margin of
separation. Moreover, SVM provides a technique called Reg-
ularization to prevent overfitting. It introduces a penalty term
in the objective function to encourage finding a more straight-

forward decision boundary rather than fitting the training data
perfectly.

Y » Hyperplane

Support .
Vactors - . Support
— 7 Vectors

— O . .6‘;‘.3\“ Distance of Support
~ W * Wector from
Hyparplane {r}

X
Figure 1: GENERAL Graph of Support Vector Machine (SVM). By
looking at the figure, we can see how SVM classifies data.

(Figure 1) shows the general graph of SVM. This figure

clearly visualizes the hyperplane, support vectors, and margin.

Margin

X
Figure 2: DIFFERENT Hyperplane taken in the Graph. By seeing this

figure, we can find out that if the hyperplane is taken at 90°; the SVM cannot
classify the data correctly.

(Figure 2) shows the classification done by SVM in a
different way as compared to (Figure 1). In this figure, the Hy-
perplane is taken at an angle of 90°.

To choose the correct hyperplane. See the margin value. The
greatest value is the correct hyperplane. (Figure 1) Margin >
(Figure 2) Margin. Hence, (Figure 1) is the correct graph.

f(x)=sign(w'.x+b)
Eq.4

wix+h==1
Eq.5

wi.x +b=1
Eq.6
wix +b=0

Eq.7
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Eq.8

r =

(Eq.4) is the equation of the decision function of SVM
where ‘f(x)’ represents the output of the decision function for
input vector x. ‘sign()’ gives +1 when the argument is positive
and -1 when the argument is negative and 0 if the argument is
zero. It is used to determine the class label. ' w tx’ is the dot
product of the weight vector w and the input vector x. It rep-
resents the projection of x onto the hyperplane defined by w.
It determines which side the hyperplane lies on. ‘D’ is the bias
term. It represents the offset of the hyperplane from the origin
along the direction of the normal vector w and also shifts the
hyperplane away from the origin.

(Eq.5), (Eq.6), and (Eq.7) represent the margins of a linear
support vector machine. 'w’«’ is the dot product of the weight
vector w, and the input vector x. ‘D’ represents a bias term or
intercept. It shifts the decision boundary away from the origin
along the direction defined by w. The constant value -1 or +1
describes whether the margin is left or right, and O represents
the decision boundary or hyperplane.

(Eq.8) is the formula to calculate the distance of a support
vector from the hyperplane.«w’ represents the transpose of the
weight vector w. % is the feature vector of the support vector.
‘b’ stands for the bias term. |w'’. xi+ &| gives the absolute value
and |(|w]|)| represents the Euclidean norm of w.

]

@@
— .

X

Figure 3: GRAPH of Non-Linear Support Vector Machine. By looking
at this figure, we can see that the decision boundary effectively divides two
classes, demonstrating SVM’s high accuracy in nonlinear data.

(Figure 3) displays how SVM handles non-linear problems.
In (Figure 3) we can clearly see how SVM has classified like
and unlike terms above and below hyperplane, respectively.

Annie George used multi-class Support Vector Machines
to construct classifiers in IDSs and evaluated the performance
of models using the KDD99 data set. They use multi-class to
construct multiple two-cause SVM classifiers and then com-
bine their classification results with the voting method.?

Hu W, Liao Y., and Vemuri used a Robust Support Vec-
tor machine to detect noisy data anomalies. It reconciles the
problem of overfitting due to noisy data sets used in training
the model. Additionally, it is fast, makes the decision surface

smooth using standard support vector machines, and automat-
ically controls the amount of regularisation.?

4.1.2 K-Nearest Neighbors (K-NN):

K- nearest neighbor is a nonparametric supervised machine
learning algorithm used to identify the nearest neighbors.
Then, the observation in the training data close to the nearest
neighbor is classified into a class using the classification meth-
o0d.”” The main idea is that similar data points tend to have
similar labels or values. While creating this classifier, (k), also
known as a hyperparameter, is a significant parameter; change
in values of k leads to a difference in performance. As the value
of k increases, the classification time increases, affecting pre-
diction accuracy.”

Value to predict

-

Figure 4: GRAPH of KNN. By seeing this figure, we can find out how
nearest neighbors are formed to predict the value for classification.

In (Figure 4), hyperparameter = 5, which means our model
will take five nearest data sets around the value that will be
predicted, i.e., Nearest Neighbors. Then, the distance of the
test value from each neighbor is calculated. The distance can
be calculated using two methods: Euclidean and Manhattan.
The Test value gets the value of the closest neighbor as the
predicted value.

Li, Y., Fang, B., Guo, L., and Chen, Y. used a novel anom-
aly detection method based on the TCM-KNN (Transductive
Confidence Machines for K-Nearest Neighbors) algorithm.
They use it for pattern recognition, fraud detection, and out-

lier detection.?®

Tian, J., Azarian, M.H. and Pecht, M. used the k-nearest
neighbor algorithm to identify the observation of test data
whose BMUs are removed to reduce the influence of noise;
then they calculated the Euclidean distance between the
test data observation and the centroid of the neighbors as an
anomaly indicator.?”

4.1.3 Bayesian Networks (BN):

A Bayesian network is a probabilistic graphical model rep-
resenting a set of variables and their conditional dependencies
using a directed acyclic graph. They are used to model the
relationships between different variables in a data set, thus
identifying the unusual patterns or behaviors that deviate from
the expected norm. BN allows anyone to understand causal re-
lationships and handle incomplete data sets. Additionally, BN
provides an efficient method for avoiding overfitting of data as
compared to other models.*

Imran N. Junejo used BN in scene modeling to perform vid-
eo surveillance. During training, the BN extracted the dis
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criminative path from the identified paths that are used by
most objects in the scene, and then these networks classify the
incoming path by taking reference from their size, location,
speed, acceleration, and spatial-temporal curvature character-
istics of other objects while testing them.*

4.1.4 Regression:

It is estimating the relationship between dependent and
one or more independent variables. If more than one indepen-
dent variable is taken, it’s known as multiple linear regression.
However, it predicts the value of the dependent variable based
on the values of the independent variable; one can also use it
for classification by using logistic regression. There are various
types of regression: linear regression, Polynomial regression,
logistic regression, etc. The most common among them is
Linear regression. In Regression analysis, one can measure the
difference between the predicted and actual values by seeing
the Root Mean Square Error value. RMSE helps to identify

whether the data is overfitting or not.

Eq.9

(Eq.9) is the formula to calculate the Root Mean Squared
Error in regression analysis. ‘n’ represents the total number of
observations in your data set. ‘), represents the observed (ac-
tual) value of the dependent variable for the i-th observation
‘¥; represents the predicted value of the dependent variable
for the i-th observation. ‘Y’ denotes the summation operator,
which means you will sum up the values for all observations
from i=1 to n. ‘1/# is the reciprocal of the total number of
observations representing the average.

If the data is linear, meaning its value is linearly increas-
ing, then linear regression is used. Otherwise, polynomial
regression is considered the best choice for non-linear data.
However, it takes time to train on the data set. The R-squared
method is used to calculate the accuracy of the model. The
value of R-squared is between 0 and 1. 0 is the worst value, and
1 is the best value.

i ¥ (v-5)°
2 [¥-5)°

Eq.10

(Eq.10) is the formula for calculating the coefficient of de-
termination(R?). ‘0’ represents the total number of observations
in your data set. ‘y; represents the observed (actual) value of the
dependent variable for the i-th observation. ‘¥; represents the
predicted value of the dependent variable for the i-th observa-
tion. ‘Y’ denotes the summation operator, which means you will
sum up the values for all observations from i=1 to n.‘1/7’is the
reciprocal of the total number of observations representing the
average. * y’represents the mean of the dependent variable's

Ri=1

observed (actual) values.

y=p,+8x
Eq.11
(Eq.11) represents the linear regression equation where ‘y’
is the dependent variable, which will predict, and %’ is the de-
pendent variable, a feature used to predict values. ‘fy represents
the y-intercept of the regression line, representing the value of
y when x is 0. ‘f;’ is the slope of the regression line.

i

¥

— Y = .
Bl_ Ax *

Figure 5: GRAPH of Linear Regression. This figure shows that to find
any predicted value, a bestfit line is calculated by calculating the slopes of a
parameter.
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Figure 6: GRAPH of Multiple Regression. By seeing this figure, we can
find out that if we have to predict multiple parameters, then each parameter’s
best-fit line is calculated.

y=ﬂ0+ﬁlxl+ ﬁzx2+ﬁ3x3+ ...-I-ﬁn.rﬂ+ €

Eq.12

Figure 5) shows a general graph of linear regression display-
ing the slope and best-fit line. (Figure 6) shows the graph of
multiple regression, displaying multiple parameters and best-
fit line.

(Eq.12) represents the multiple linear regression equation,
where ‘y’is the target or dependent variable. ‘xz, xz, x3, . . ., %,
are independent variables or features. ‘fo represents the inter-
cept term, and By, f2, P, - . ., P represents the coefficients of
independent variables. ‘€’ represents the error term.

13
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Figure 7: ERROR in the graph of regression. By looking at this figure, we
can see how errors are calculated based on the distance of points from the
best-fit line.
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Figure 8: GRAPH of Polynomial Regression. By seeing this figure, we can
see that this model effectively identifies the increasing trend and suggests a
positive polynomial relationship.

(Figure 8) shows the graph of polynomial regression. From
the graph, we can infer that it is used when the relation be-
tween the independent and dependent variables is not linear.

y=pB,+ p x|+ f,x3
Eq.13
Y
c-\
4
10
s}
¥
of
L .
X

Figure 9: GRAPH of Polynomial Regression up to n terms. By looking
at this figure, we can clearly see that adding more polynomial terms doesn’t
decrease accuracy. The model fits the data significantly, thus showing that it
can handle complex relationships.

(Figure 9) shows the graph of polynomial regression up to
n terms. If the relation between independent and dependent
variables is cubic, bi-quadratic, etc., we use polynomial regres-
sion up to n terms.

y .| -2 -3 . .
y=p,+ ﬁ],l1—+—f)’3.l2+ﬂ_‘_\3+ o+ PN+ E

Eq.14

(Eq.13) and (Eq.14) represent the equation of polynomial
regression, where y and x represent the dependent and in-
dependent variables, respectively. ‘B’ represents the intercept
term, and By, fa, B5, - - ., B, represents the coefficients of inde-
pendent variables. ‘€’ represents the error term. ‘n’ represents the
polynomial degree.

Table 2: The EXAMPLE data set of Classification.

Student Sudy Hours Pasa or Fail
4 Poss
z Fad
Fad
5 Pass
0.5 Fal

Table 2) has a sample data set in which students’ results are
given based on their study hours. The following is the classi-
fication of whether the student has passed or failed through
linear and logistic regression.

As linear regression only predicts values, it cannot be used
in classification, so we will label Pass as 1 and Fail as 0. If the
number is less than 0.5 and greater than 0, the student fails; if
it is between 0.5 and 1, the student is Passed.

1 BeslFal Ling
Bt Fi Lite rAAngsd
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* ® = k] T 1
" " 1

Figure 10: LIMITATION of Linear regression. This figure explains
the limitations of linear regression and why we use logistic regression for
classification. Therefore, using linear regression can lead to Value error.

Limitation of using linear regression:

Odutliers: It changes the Best fit line, which leads to wrong
predictions. As shown in (Figure 10) even after studying for
4 hours, the value less than 0.5 means the student has failed.

Value Error: The best-fit value can even predict negative
values and values greater than 1, which makes no sense.

(Figure 10) represents the limitations graphically. Therefore,
linear regression can't be used for classification problems and
hence cannot be used for anomaly detection. Consequently,
using Logistic Regression in anomaly detection is the best
choice.
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(Eq. 15) represents the equation of logistic regression, where
‘po represents the intercept term and ‘fi, fa, B, - . ., By rep-
resents the coefficients of independent variables. ‘¢’ is the base
of the natural logarithm.
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Figure 11: GRAPH of Logistic Regression. The figure clearly shows that
logistic regression is able to solve the limitations of linear regression in
classification problems. It is stashed from the top and bottom, which helps
the model restrict the domain of predicted value from 0 to 1.

4.2 Unsupervised Anomaly Detection:

Unsupervised methods are trained on unlabeled data sets.
It facilitates the analysis of raw data sets and helps generate
analytic insights from them. Interest in unsupervised ma-
chine learning is leveraged because of the expensiveness of
labeled data sets in supervised learning, as labeled data sets
are generally unavailable, and the manual annotation will be
inconvenient and a waste of time. The combination of unsu-
pervised and supervised is called semi-supervised learning. The
benefit of semi-supervised learning is that it can preprocess
the data before analysis, resulting in building a good feature
representation. Additionally, it helps find patterns and struc-
tures in unlabeled data.*' Different unsupervised algorithms
are Fuzzy C-Means (FCM), One-Class Support Vector Ma-
chines, K-Means, etc.

4.2.1 Fuzzy C-Means (FCM):

The fuzzy C-Means clustering algorithm is one of the most
classic algorithms in unsupervised machine learning. The ben-
efit of using this is that it does not need to mark the category
information of data records in advance. On the contrary, it also
has cons, like it depends extensively on the initial value and
tends to fall into local minima. Additionally, it usually requires
more iterations. Numerous iterations like FCM with genetic
algorithm (GA) generate new optimal individuals by selecting
the best individual and mutating the operation. This process
continues till the optimal initial clustering center is generat-
ed; it has two benefits: first, it makes it easy to converge to
the local minimum, and second, it improves its dependence
on high value.*? Linquan Xie, Ying Wang, Liping Chen, and
Guangxue Yue used FCM to detect anomalies in normal flow.
They used various hybrid methods with FCM to optimize it.
Some of them are average information entropy, support vector
machines, etc.®

4.2.2 K-Means:

It is a clustering model that groups objects based on the val-
ues of their features into clusters. It’s very important to define
the number of clusters. After that, divide all the objects into
K clusters, compute their centroids, and verify that each cen-

troid differs. This should be done to initialize the K clusters
centroids. Next, calculate the distance between the centroids
and all clusters, and then assign each object to the cluster with
the closest centroid. Finally, the centroid of both mutated clus-
ters will be recalculated until the value stops being changed.?*

Steps are displayed in (Figure 12).
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Figure 12: VARTIOUS Steps For KNN. The figure shows that to solve
the classification problem, the model finds the centroid first, then shifts the
centroid, and then clusters are formed for classification.

Jose F. Nieves used the K-means algorithm with KDD Cup
1999 to evaluate the performance of unsupervised learning
methods for anomaly detection. The evaluation of this work
was that maintaining a low false alarm rate leads to a high
detection rate.®

To detect anomalies, B. K. Kumar and A. Bhaskar used
K-Means to scan network flow data using different attributes
like IP address, protocol, port number, etc. They used visual-
ization to identify which sites are more frequently accessed by
users.3¢

4.2.3 One-Class Support Vector Machine (OCSVM):

One-Class Support Vector Machines (OCSVM) is one of
the most popular approaches for anomaly detection because of
its flexibility and ability to find various nonlinear borders that
divide data classes.?” It maps nominal data to high-dimension-
al kernel space and divides it from the origin with maximum
margin to find the boundaries for making decisions.*®

Zhongfeng Wang, Yatong Fu, Chunhe Song, Peng Zeng,
and Lin Qiao used OCSVM combined with the PSO algo-
rithm to improve the convergence speed by adaptive speed
weighting and adaptive population splitting. It supports the
algorithm in jumping out of the local optimum and thus im-
proves the classification accuracy of OCSVM.*
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5. Comparison between Machine Learning Models in
Anomaly Detection.
Table 3: COMPARISON between ML models. The table gives us a basic

idea of the pros and cons of every ML model used for anomaly detection.
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B Results and Discussions

This section gives you a detailed view of the practical ex-
periments conducted to evaluate the effectiveness of various
anomaly detection methods. This paper employs credit card
fraud detection through various modern and traditional meth-
ods.

6.1 Data Description:

It only contains numerical data variables that result from a
PCA transformation. Features V1, V2, and V28 are the princi-
pal components obtained with PCA; the “Time’ and ‘Amount’
have not transformed with PCA. The feature ‘Amount’ con-
tains transaction amounts. Feature ‘Class’ tells whether the
transaction is a fraud, O refers to a legitimate transaction, and
1 refers to a fraudulent transaction. There are 31 columns and

284808 rows in the dataset.

6.2 Experimental Setup:

All experiments are conducted using Python. Various Py-
thon libraries like Scikit-learn, Matplotlib, Seaborn, Pandas,
and Numpy have been used for this paper. Scikit-learn is used
to implement machine learning; Matplotlib and Seaborn make
graphs and confusion matrices, while numpy and pandas are
used for data preprocessing. Each method's ability to detect
anomalies in various data sets was evaluated.

6.3 Results and Analysis:

6.3.1 Performance Metrics:

Table 4: Accuracy Percentage of Different Models. The table shows that
KNN performs best in anomaly detection compared to all other models.

Mathad Typa Acturacy (%)
Lagistic Aegression Modam @61
K-Noarnsl Neighbor (KMNN) Maodam 0B8R
H-Maar Modam ]

Fuzzy C-Maans (FOM) Modam wr
Support Vector Maching (SWM] | Modom 036
Interquartile Rangs (IQR) Tradonal 5368
Z-Henred Tradtona e

POA Tradon 504

The accuracy of different methods is shown in (Table 4).
6.3.2 Figures and Graphs:
6.3.2.1 Logistic Regression:

Confyuce pmrs

gk

Feaoed

Figure 13: Confusion Matrix of Logistic Regression. The confusion matrix
demonstrates high true positive rates for correctly identifying legitimate
classes. It also has minimal misclassification.

Figure 14: ROC curve of logistic regression. ROC curve has an excellent
area under the curve of 0.97, indicating logistic regression has high
capabilities to distinguish between the classes (legitimate and fraud).

1. (Figure 13) Confusion Matrix:

® Purpose: Shows the model prediction rate.
® True Positives: 36 Fraud transactions are correctly pre-

dicted.
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® True Negatives: 96 Legitimate transactions are correctly
predicted.

® False Positives: 2 Legit transactions wrongly predicted
as fraud.

® False Negatives: 7 Fraud transactions wrongly predicted
as legit.

2. (Figure 14) ROC Curve:

® Purpose: This graph evaluates the performance of the
logistic regression model by plotting the true positive rate
against the false positive rate at various threshold settings.

® AUC (Area Under Curve): This measures the model's
overall performance. Here, the AUC is 0.97, indicating excel-
lent accuracy. A perfect model has an accuracy of 1.0.

6.3.2.2 K-Nearest Neighbor:

"=

Figure 15: KNN Confusion Matrix. This figure clearly shows the KNN
model’s outstanding performance in Fraud Detection, with no false negatives
and only 38 false positives, demonstrating its high precision in identifying
Deepfakes.

Figure 16: ROC curve of KNN. A perfect area under the curve (AUC) of
1.0 indicates that the KNN model perfectly distinguishes between fraudulent
and legitimate cases without any error.

¢ (Figure 16) ROC Curve: The model has an AUC of 1.00,
which indicates that it is close to being perfectly accurate.

¢ (Figure 15) Confusion Matrix: The model shows excel-
lent predictive performance with negligible errors, making it
extremely good for detecting fraudulent transactions.

6.3.2.3 K-Means:

- 2

Figure 17: Distribution of Distances to Cluster Centers. This histogram
shows the anomaly threshold (displayed as a dotted line), which indicates
that most data points are tightly clustered around.

Brptriteon of Delases 18 Chnter Cedey

- 2

Figure 18: Cluster Visualization with PCA. This figure shows the spatial
distribution that shows the K-Means algorithm has successfully identified
and grouped data points into clusters based on their similarities.

¢ (Figure 17) Distribution of Distances to Cluster Cen-
ters: This histogram shows the distribution of data points
to their cluster centers. From the graph, it can be concluded
that most points have a low distance to their cluster center,
indicating good clustering. Additionally, the red dashed lines
represent the anomalies threshold, above which points are
anomalies, and the long straight line on the right side of the
distribution shows the outliers.

¢ (Figure 18) Cluster Visualization with PCA: The scat-
ter plot shows the clusters formed by the k-means algorithm.
The PCA is applied to reduce feature dimensions. The orange
points represent anomalies.

6.3.2.4 Fuzzy C-Means:

Figure 19: Cluster Visualization with Fuzzy C-Means. In this figure, we
can see two overlapping clusters with gradient membership, indicating that
data points belong to both clusters rather than a strict classification.

(Figure 19) The graph distinguishes between different trans-
action patterns. Each point is colored according to its highest
membership grade, i.e., the cluster to which it mainly belongs.
Points on the left side of the plot likely display anomalies.
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6.3.2.5 Support Vector Machine:

" M

Figure 20: SVM Confusion Matrix. This figure shows the excellent
performance of SVIMl which has only 45 false negatives and no false
positives.

Figure 21: ROC curve of SVM. A perfect area under the curve (AUC) of
1.0 indicates that the SVM.

¢ (Figure 21) ROC Curve: The model has an AUC of 1.00,
indicating that it is nearly perfectly accurate.

¢ (Figure 20) Confusion Matrix: The model shows excel-
lent predictive performance with negligible errors, making it
extremely good for detecting fraudulent transactions.

6.3.2.6 Interquartile Range:

[T '

Figure 22: Confusion Matrix of IQR. This figure demonstrates the
extremely poor performance of the IQR model, as it has many false negatives.
It shows that IQR is performing exceptionally poorly in fraud detection.

Figure 23: Scatter Plot of IQR. By looking at this figure, we can clearly
see the poor performance of IQR in anomaly detection as data points are

significantly deviating from the main concentration of data (above Feature 1
from -1.0 to 1.5 and Feature 2 around 0) are clearly marked as anomalies that
indicate potential issues or exceptional cases within the dataset.

® (Figure 22) Confusion Matrix: While the model can de-
tect some fraudulent transactions, i.e., 84, it also has a high
false positive rate that shows it incorrectly labels large numbers
of legitimate transactions as fraud.

o (Figure 23) Scatter Plot.: It visualizes the distribution of
the first two features in the datasets. The Blue Dots display
legitimate transactions, and the Red Dots show fraudulent
transactions.

Figure 24: Confusion Matrix of Z-Scored. This figure demonstrates
the poor performance of the Z-Scored model, as it has a high number of
false negatives, 1561. It shows that Z-Scored is performing badly in fraud
detection.

Figure 25: Histogram of Z-Scored. The distribution of Z-Scores highlights

the concentration of data points within a standard deviation close to zero.

® (Figure 25) Histogram: The blue bars indicate the distri-
bution of Z-Scores across the dataset, and the red dashed line
represents the Z-Score threshold used to identify anomalies;
any Z-Score beyond this threshold is considered an anomaly.
Most data points have Z-scores near zero, which indicates they
are close to the mean, and very few points have high Z-scores
that display anomalies or outliers.

® (Figure 23) Confusion Matrix: It correctly identifies le-
gitimate transactions but has a large number of false positives.
The number of currently predicted fraud transactions is very
low, with few false negatives.
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6.3.2.8 Principal Component Analysis:

Figure 26: Confusion matrix of PCA. This figure demonstrates the
excellent performance of PCA as it has a comparatively low number of false
negatives, i.e, 197. It shows that PCA is performing relatively well in fraud
detection.

Figure 27: Cluster Visualization with PCA. The majority of credit card
transactions are clustered tightly, with fraudulent transactions (red) sparsely
distributed, indicating their rarity and distinct separation.

® (Figure 27) Scatter Plot: Most transactions are clustered,
and fraud transactions are more scattered.

® (Figure 23) Confusion Matrix: The model correctly
identifies most legitimate transactions but has false positives,
and very few correctly identified fraud transactions.

These results highlight the varying efficiency of different
traditional and modern machine learning methods for anom-
aly detection. In traditional methods like PCA and Z-Score
Analysis, errors were more prevalent as they struggled with
high-dimensional data and gave high false positives, confirm-
ing their limitations' expectations. On the contrary, modern
methods like KNN, FCM, and SVM performed well. In con-
trast, KNN and SVM performed well in supervised learning
and FCM in unsupervised learning, which supports the hy-
pothesis of advanced modern machine learning methods.

These results give useful analysis to enhance cybersecurity
and fraud detection systems that ensure accurate and reliable
anomaly detection. The relationship between variables was ev-
ident as modern methods consistently performed better than
traditional ones in handling complex datasets. These findings
are consistent with existing literature that further validates
the superiority of advanced machine learning methods. Some
anomalies were noted, such as the high false positive rates in
simpler models due to their sensitivity to data distribution
and outliers. These experiments can be improved using more
extensive and more diverse data sets as they provide a more
comprehensive understanding and validate these results across
various applications.

® Conclusion

This paper studies traditional and modern machine learn-
ing methods for anomaly detection, emphasizing their uses in
cybersecurity and fraud detection. Although traditional meth-
ods like Principal Component Analysis (PCA) and Z-Score
Analysis are simple, they are ineffective in handling high-di-
mensional and complex data. Nevertheless, modern machine
learning methods like Logistic Regression, KNN, K-means,
FCM, and SVM demonstrate excellent performance and high
accuracy. Our experimental results indicate that KNN and
SVM are effective in supervised learning methods, whereas
FCM is highly effective and precise in unsupervised learning.
Moreover, this research contributes by offering a detailed com-
parison of various methods, providing guidance for selecting
the most appropriate models depending on the application.

Even though Machine learning methods generally outper-
form traditional methods, they have their specific strengths and
limitations. Future research should focus on developing hy-
brid models that are precise and more advanced, like machine
learning methods, and provide the simplicity of traditional
methods. Selecting the appropriate method is necessary for
enhancing system security and operational integrity, and our
study provides a foundation for future exploration and devel-

opment in the field of Machine Learning and Cybersecurity.
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B Appendix

® Dataset Used: Credit Card fraud Detection, https://www.kag-
gle.com/datasets/mlg-ulb/creditcardfraud

® Anomaly Detection Prediction Code:

1. KMeans: https://colab.research.google.com/drive/1D-O7S

UrNf6mKW2akz9EEs3JE-NQ10anc#scroll To=5poB2zxuhUld

2. Logistic Regression: https://colab.research.google.com/drive/1

C1 c4pUXNGYCj6RqOVPqSMEQU86vLAjr

3. FCM: https://colab.research.google.com/drive/1-YKmrPI.3jd
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4.KNN: https://colab.research.google.com/drive/1XrEFePDvvn
WzcTAoBeNLosZp]JEhbHIp

5.Z-Scored: https://colab.research.google.com/drive/1R 89wk
Wilognc]duXnl6 DWyEagWSMqESz

6. PCA: https://colab.research.google.com/drive/1nty9eli2gDwn
Ln51yeMK RVwypwDNSUQ

7.1QR: https://colab.research.google.com/drive/1pRIB80hYi8]h
AFBCiNnB6xED9SHILF34T

8. SVM.: https://colab.research.google.com/drive/1ikSeKSwMby
kOmnm50vkdbbs-3nRowGoV
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