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ABSTRACT: We live in a time when artificial intelligence has taken the world by storm. Amidst this storm, one chatbot,
ChatGPT (Chat Generative Pre-trained Transformer), has captured the public’s attention like no other. Before ChatGPT most
of the public did not know or have reason to care about artificial intelligence in the form of large language models (LLM), but
when OpenAl released ChatGPT-3 to the public, everything changed. Unlike previous chatbots, ChatGPT-3 was more accessible
to the public and was uncannily good at mimicking human conversation and writing. Since ChatGPT-3 can replicate human
conversation, answer questions, and summarize information, society must now grapple with the ethics involved in the making
and the use of ChatGPT, such as intellectual property theft stemming from the use of copyrighted works to train ChatGPT, bias
arising out of flawed training data sets, privacy concerns from potential data leaks, the spread of false or misleading information,
transparency, and accountability. This paper reviews the ethical challenges in making and using ChatGPT and how the creators

of LLMs are trying to overcome such challenges.
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B Introduction

Generative Al is artificial intelligence technology capa-
ble of generating text, images, code, or other types of content
through machine learning systems. Utilizing a computing pro-
cess known as deep learning, generative Al analyzes patterns in
large sets of data and then replicates the patterns to create new
data to mimic how a human would respond." Unlike humans,
however, generative Al does not possess an inherent sense of
right and wrong. This paper aims to explore the ethical issues
arising from the creation and use of generative Al and does so
by examining the latest generation of generative Al, ChatGPT.
To fully appreciate the ethical problems with ChatGPT, the
paper first reviews the history of its development, then con-
siders how it works at a more technical level regarding how
it works, and then examines the various ethical problems that
arise from how the models are trained and used and possible
ways to address these issues.

m Background

Brief History of Generative Al:

Generative Al has existed for many more years than most
people realize. Dating back to the 1950s, generative Al came
in the form of hidden Markov and Gaussian mixture models.?
Those models could not do nearly as much as today’s gen-
erative Al models as they could only process sequential data
such as speech and time series. The recent development of
deep learning has caused generative Al to become much more
advanced.>* Early generative Al that did natural language pro-
cessing (NLP) used N-gram language modeling to learn word
distribution and predicted the next word through the best fit
to create sentences.” While this worked for short sentences,
N-gram language modeling proved less workable for longer
sentences as the model became increasingly less accurate with
each additional word added to the sentence. To mitigate the

length issue, computer scientists developed recurrent neural
networks (RNNs), which were used for language modeling
tasks.® Shortly after that another advance in generative Al came
in the form of the development of long short-term memory
(LSTM). LSTM was developed, which allowed the generative
Al model to have its short-term memory last a longer number
of timesteps, thus increasing its accuracy.” Another significant
step was the recent development of deep learning which has
caused generative Al to become much more advanced.>*

Today, one of the chatbots at the forefront of the deep learn-
ing frontier is ChatGP'T. When OpenAl released ChatGPT-3
on November 30,2022, the model received enormous attention
from the public and experts alike over its preternatural abili-
ty to imitate human text and answer complex questions with
accuracy far surpassing that of older chatbots.®* Many major
companies and entrepreneurs have since been looking to invest
in this new wave of technology and some have even been trying
to rush out their own Al chatbots, such as Google Bard and
Microsoft’s Azure.

Inner Workings of ChatGPT:

ChatGPT is a large language model (LLM). An LLM is a
type of Al that uses neural networks (deep learning) and large
data sets to comprehend, condense, generate, and predict con-
tent.® ° There are two main phases in the process of creating
ChatGPT, (i) data gathering and training, and (ii) user interac-
tion. The first phase, data gathering and training, is where most
of ChatGPT is created. In this phase, two types of training are
employed: supervised and unsupervised. Supervised training is
where inputs with set outputs are used to train the chatbot,
whereas unsupervised training is when inputs are used with-
out any set output.’® Unsupervised training helps ChatGPT
increase the breadth of answers while supervised training is
used to help fine-tune ChatGPT for issues such as toxicity and
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bias."" An input transitions to an output through something
called neural networks. Neural networks are made of input
layers, output layers, hidden layers, and the node that connects
them. Some neural networks can have multiple hidden layers
such as the neural network in Figure 1.%
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Figure 1: A visual representation of a neural network 8
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What each layer does is as follows: the input layer is where
the data is first entered into the neural network, the hidden
layer is where the information is processed, and finally the out-
put layer is where the system decides how to proceed. Most
animal brain structures, including our own, inspire this basic
structure. Both intake information, process it and learn from
it. The material difference is that the information humans and
animals take in is from our senses and not a data set.®

The system understands words through tokenization. Toke-
nization is the breakdown of sentences into individual tokens,
which then are embedded, allowing the computer to under-
stand the human text, similar to how humans have to translate
one language to another to understand each other.'? Figure 2
is a visual representation of tokenization.
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Figure 2: A visual representation of tokenization.1?

Embedding is when an LLM like ChatGPT takes the in-
dividual words made during tokenization and converts them
into number vectors the computer understands.

Ultimately, though ChatGPT does not process language as
humans do, it can understand language syntax and semantics
by converting words into numbers and reviewing large datasets
of text."! ChatGPT then predicts the next most likely word to
simulate human writing. ChatGPT’s ability to replicate hu-

with massive data sets. The free version of ChatGPT-3 has
175 billion parameters used to learn and understand the in-
formation given to it. Furthermore, companies like Microsoft
are optimizing the storage and efficiency of supercomput-
ers, which, in turn, allow chatbots to have more parameters,
leading to even more realistic human-like writing.'® Due to
ChatGPT drawing from these large data sets from the inter-
net, it is susceptible to hallucinations. Hallucinations are when
ChatGPT generates something with a degree of falsity. This
can happen because some of the data sets ChatGPT used had
false information or errors in encoding and decoding. The false
information ChatGP'T generates can lead to unintentional in-
juries and spreading misinformation.

Given the power of ChatGPT and its progeny, society must
inevitably turn to the ethical implications of creating and using
this evolving technology.m_ls The subsequent section reviews
ethical considerations in the making of an LLM, specifically
touching upon concerns of intellectual property theft, possi-
ble improper use of publicly and quasi-publicly available data
in training the model and finally privacy risks to those whose
data has been used in the training process. The paper will then
consider hidden and latent issues with how LLMs formulate
their output, including bias from the source materials used
to train the model. The paper will also consider challenges
to ethical norms in using LL.Ms such as intellectual proper-
ty rights, privacy, transparency, and accountability. Finally, we
will conclude with a discussion of proposals to overcome such
challenges.

Ethical Concerns Arising from ChatGPT

Intellectual Property Theft:

To be effective, generative Al including LLMs, needs vast
quantities of data upon which to be trained. Data for such
purposes comes from various places, some protected by intel-
lectual property laws. The ethics of using copyrighted materials
without the writers’ permission has raised some questions and
resulted in some lawsuits being filed against the Al companies
for scrapping the copyrighted, protected works for training the
Al companies’ models. For example, a class-action lawsuit was
recently filed by three authors in federal court in California
against OpenAl, seeking an injunction against the continuing
use of the writers’ copywritten material and financial damag-
es. The plaintiffs allege that OpenAl trained its AI LLM by
copying the text of the authors’work and extracting expressive
information from it."® The complaint notes that “much of the
material in OpenAl’s training datasets...comes from copy-
righted works - including books written by Plaintiffs - that
were copied by OpenAl without consent, without credit, and
...compensation.” The plaintiffs also filed a lawsuit against
Meta alleging similar copyright infringement claims."

The intellectual property question is currently under de-
bate in the US court system as artists, writers and publishers
sue OpenAl and other operators. For example, the New York
Times sued OpenAl and Microsoft for “unlawful use of The
Times’s work to create artificial intelligence products that
compete with it”and “threatens The Times’s ability to provide
that service.”"” The lawsuit provides examples of ChatGPT

DOI: 10.36838/v6i7.15

96



ijhighschoolresearch.org

answers that are almost verbatim from New York Times arti-
cles and unattributed to its source.”

While the case for an ethical breach by Al companies using
copyrighted materials without permission may seem obvious,
a more thorough analysis is warranted. Consider, for example,
the case of the fair use exception to copyright law. According to
the U.S. Copyright Office, fair use allows for the limited use of
copyrighted material without permission for certain purposes
including reporting, teaching, scholarship, or research.'® Train-
ing LLMs could fall under the umbrella of fair use, especially if
the use is transformative and does not substitute for the origi-
nal work. As noted above, LLMs do not reproduce the original
copyrighted works word for word but rather extract statistical
patterns from the data to generate new text. It is thus trans-
formative and, as such, within the general fair use exception to
copyright protection. In the case of the New York Times, the
extent of verbatim use of source articles argues against the Fair
Use doctrine requirement that the output be “transformative
use.”8

However, proponents of the free use of copyrighted mate-
rials for training Al models argue that the purpose of LLM
is not to store copyrightable content but to train algorithms
on language. Andreessen Horowitz (al6z) submitted a com-
ment in response to the U.S. Copyright Office’s August 30
Notice of Inquiry on Artificial Intelligence and Copyright
and stated that generative Al model training is a “productive,
non-exploitive use of training material.” A16z further argues
that generative Al requires “an almost unimaginably massive
amount of content.”’” They further argue that without mas-
sive amounts of diverse content, generative Al models will be
“unable to accurately discern the meanings of or semantic rela-
tionships among words as used in human language broadly.”"’
Thus, the cost, even if nominal per copyrighted piece, and the
regulatory framework required to enforce this would have a
chilling effect on the US’s development of Al models. The ev-
idence in the New York Times lawsuit of verbatim copying of
articles is troubling. Still, it should be viewed as an exception
that must be corrected in the model rather than emblematic
of a core issue with generative Al and its use of copyrighted
material.?°

As copyrighted texts contain more information and knowl-
edge than in the public domain, allowing LLMs access to such
works will likely provide better outputs for educational and re-
search purposes. This, in turn, may spur greater innovation and
learning and thus benefit society in the long run.

Privacy Breaches:

Privacy concerns arising from LLMs come in two flavors:
using people’s data without their consent and the potential
for data leaks. As noted previously, LLMs are trained on data
that typically is scraped from the internet. In most cases, in-
dividuals sharing such information online do not give explicit
consent for their data to be used in training Al models. This
raises the ethical question of whether such individuals have a
right to control how their data is used when shared in public or
quasi-public forums. In the case of quasi-public forums, for ex-
ample, social media sites, most users/creators would likely have
some reason to believe that their data was not fully private but

may not have shared their information had they known the use
to which LLMs would put it. Without a clear agreement be-
tween the creator of the content and the social media site, there
appears to be a gap between reasonable expectations and the
reality of how LLMS acquires its data. The argument favoring
an ethical breach is more tenuous in the case of data published
generally on the internet. It would seem that the authors of such
works should have expected no ongoing control over their data.
Interestingly, the European Union has considered this question
and determined that ChatGPT and other chatbots use people’s
data for their training sets without consent, which is illegal un-
der the EU’s General Data Protection Regulation (GDPR).*!
Some countries, such as Italy, have banned ChatGPT due to
privacy considerations.?” To date, United States regulations are
much more limited. The other privacy issue, as noted above, re-
lates to the possibility of data leakages, where an assailant tries
to extract data from the chatbot leading to people’s data being
stolen.”®> LLMs present rich targets given the data needed to
train the model. The question for society is whether it wants
to allow a private company to control that kind of data without
the explicit consent of the persons whose data is at risk.

Bias:

One might think that a bot, being a machine, would be in-
capable of being biased, sexist, or racist, but because of how
ChatGPT is trained, the seemingly harmless chatbot can
become a source of harmful content. During ChatGP'T’s unsu-
pervised training, it can accidentally pick up harmful material
and be trained to propagate such things.>* Real-world exam-
ples of this already exist. Twitter (or X as of 2023) released
their interactive chatbot, Tay, designed to use Twitter as its data
set to learn how to talk like a teenager. Because of the Twitter
universe’s toxic data set, Tay quickly became a racist neo-nazi.
Programmers at Twitter did not predict that the data that they
drew from could contain toxicity. Thus, they failed to antici-
pate Tay’s significant bias in responding to user input.25 While
Twitter’s Tay was a more concentrated and extreme example of
the internet affecting a chatbot, the same concept applies to all
chatbots, including ChatGP'T. Machine learning has also been
found to discriminate based on classes like race and gender.
For example, a study by Tolga Bolukbasi ez a/. found biases in
machine learning-based output, associating the word “woman”
with the word “homemaker.”*® ProPublica found a criminal
justice algorithm that discriminated against blacks. The pro-
gram scored people who were arrested by their likelihood of
committing a future crime and consistently scored blacks at
higher risk than whites regardless of background and criminal
record.?” A study by the Brookings Institution also found that
ChatGPT had a strong left-leaning bias.?®

Lack of Accountability for Harms Produced by ChatGPT:

A final issue posed by this new technology concerns ac-
countability. If ChatGPT develops an incorrect answer, whose
fault is it> As noted before, chatbots are susceptible to hallu-
cination. One can readily imagine how a hallucination in the
wrong circumstance may result in significant harm in the real
world if the information produced by the chatbot is wrong on a
key point. For example, the chatbot may give a user with faulty
information about proper medicine dosages or the appropriate
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way to treat an injury. Should the developers be able to avoid
liability if their software comes with a blanket disclaim-
er? Should the chatbot always highlight the possibility that
its output is wrong and that the user should beware? Is that
enough? The more society comes to rely upon this new tech-
nology, the greater the stakes for users and developers alike,
and the more likely it becomes that conflicts over liability will
end up seeking resolution in our court system.

Furthermore, Elon Musk believes that the development
of ChatGPT and generative Al models should be done for
something other than profit. Musk argues that the importance
of generative Al and the work of OpenAl is extraordinarily
impactful and embedded with risk and should not be skewed
by the goal of personal profit of an individual or company. He
believes that OpenAl should be open-source and non-profit.
Elon Musk has recently brought the issue of accountability to
light by filing suit against OpenAl for, amongst other things,
breach of fiduciary duty and unfair competition.”” Musk’s
concern centers even more broadly over the unregulated and
uncontrolled development of generative Al to “achieve super-
human machine intelligence” that would pose “the greatest
threat to the continued existence of humanity.” OpenAl was
established “for the good of the world” in which “safety should
be a first-class requirement.” It was deliberately structured as a
non-profit to “collaborate widely and shift the dialog towards
being about humanity winning rather than any particular
group or company.”*’

Regardless of the extent of harm one may believe ChatGPT
may pose - from harmful information to the replacement of
humans - it remains important to consider who should be
held accountable for damage resulting from the output of

ChatGPT and other LLMs.

m Discussion

The issue of intellectual property rights about LLIM’s usage
of copyrighted material has only just begun being explored.
The various lawsuits that have been filed center around the
concept of Fair Use. While the New York Times has found er-
rors and omissions in the output of ChatGPT in their lawsuit,
the basic concept of the LLM arguably falls squarely within
the definition of the transformation of information required
by the Fair Use doctrine. Furthermore, ChatGPT and other
LLMs have reached a tipping point of creating output that
has proven useful and fascinating to the public. As a16z stated,
“Generative Al promises tremendous societal benefits: from
empowering the disabled to delivering world-class educational
resources to underserved communities to solving some of hu-
manity’s most pressing and intractable scientific and medical
problems. Allowed to reach its full potential, Al can be a tool
for enhancing—not undermining—human innovation and cre-
ativity.” Proposed solutions of compensation and prohibition
will likely have a chilling effect on the continued develop-
ment of Al in the United States and put the United States
at a disadvantage in what could arguably be the most import-
ant economic development for this decade. However, creating
more transparency regarding the LLM process will allow the
sources to be traced. This, in turn, will allow outputs to be
credited to sources if necessary.

The issue of bias results from bias in the pool of source data
and bias in the training model. ChatGPT and LLMs need
a pool of data that is as diverse and massive as possible for
LLM training, partially to address this issue of bias. In addi-
tion, to guard against bias, OpenAl, the creators of ChatGP'T,
implemented something they call guardrails to keep the chat-
bot from being biased, sexist, racist, etc.”® These guardrails
act as a filter where when a person would ask a controversial
question, ChatGPT would respond with a pre-programmed
response telling the user how the chatbot could not answer
such questions. Although OpenAl added these guardrails,
users have found, intentionally or not, ways to get around
these safeguards through so-called “jailbreaking.”* Jailbreak-
ing happens when someone, usually the user, tries to bypass
the guidelines or guardrails in place. Although jailbreaking
OpenAT’s ChatGPT-3 is harder than jailbreaking its earlier
models, ChatGPT-1 and ChatGPT-2, OpenAl continues to
work on and strengthening ChatGPT’s guardrails through a
variety of methods, including trial and error.*® Since the de-
velopers cannot anticipate all the ways ChatGPT can be used,
their work will continue into the foreseeable future.®!

In addition to choosing what questions to answer and
what data to use, OpenAl uses human feedback to train its
AT models.* Developers are attempting to reduce the reli-
ance on human training and create more automated aspects
of the training with embedded moral training. For example,
Dan Hendrycks e al. created an “environment suite of 25
text-based adventure games with thousands of diverse, mor-
ally salient scenarios.” The games attempt to reward moral
actions.”® While the issue of morality can become highly phil-
osophical, these training mechanisms should continue to be
developed and OpenAl and other developers should continue
to create moral training for its LLMs. As well there is also
the emerging field of representation engineering, which uses
concepts from cognitive neuroscience to assist in manipulating
the machine’s “cognitive phenomena” to address issues of bias,
honesty, hallucinations, harmlessness, and power-seeking.**
While bias is perhaps impossible to eliminate, owners of Al
must continue to develop mechanisms and training, whether
human or machine, to reduce bias. Users must also recognize
that bias will exist, no matter how advanced the LLM is. Un-
derstanding how to read and analyze output should become
an important part of user education as ChatGPT and LLMs
become more prevalent and commonly used.

Lastly, the issue of accountability is critical. As discussed
above, LLMs comprise inputs, training, and outputs. Most
importantly, LLMs in the United States are privately owned
and run. Accountability must be established to make solutions
viable, whether enforcing laws and regulations or creating ma-
chine and human training to address misinformation, bias,
hallucinations, privacy and honesty. Should OpenAl (and
other LLM owners) argue that there are no copyright issues
through the transformative nature of the machine, then the
argument would apply that OpenAl is accountable for the
outputs of the LLM and any damages that they may cause.
Given LLMs’ complexity, a simple disclaimer should be con-
sidered insufficient to protect OpenAl and its brethren from
liability.
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According to al6z, “Al represents a new computing par-
adigm that will transform information technology and
computing as fundamentally as the development of the micro-
chip and the rise of the internet did over the past 70 years.”19
Billions of dollars have been invested in the development of
AT technologies.'” Microsoft has invested $13 billion in Ope-
nAl alone, which should be sufficient to include investing in
technologies that will address the risk of bias, misinformation,
hallucinations, and potential impacts to end users."”

One possible way forward is to begin to develop legislation
that allocates responsibility between users and developers in
a fair way that encourages technological innovation while at
the same time protecting users from unscrupulous developers.
The more that accountability is assigned, the more likely the
developer and user will take greater care in considering the
safety of others and the potential uses. A recent symposium at
Bowdoin College suggested that creators, in addition to think-
ing about how ChatGPT works, consider “why” and “what if.”
The questions a creator can consider include: for whom is it
being created (both known and unknown); who benefits; who
is it exploiting (intentionally or not); and what are the risks."
Imposing this ethical discipline may prevent some of the po-
tential hazards we may experience from ChatGPT.

B Conclusion

In closing, Al has come far, dating back to the 1950s when
Al was only a notion of a robot, and today, Al chatbots such
as ChatGPT are replicating very real human text. ChatGPT
and large language model improvements are now accelerating
at a rapid pace through the use of generative Al. Generative
Al uses tokenization to assist the machine in learning human
syntax and semantics. ChatGPT and LLMs represent a new
computing paradigm that will transform information tech-
nology and our economy. However, with all this progress it
is important to think about the repercussions and ethics of
Al at an equal pace, if not faster. There are serious issues, in-
cluding intellectual property theft, privacy breaches, bias, and
who should be held accountable for these things. To date,
OpenAl has taken some steps to help mitigate the effects of
these ethical issues, such as bias, transparency, privacy, and ac-
countability. However, the solutions still need to address the
issues fully. These rules should firmly assign accountability for
damages further encouraging various participants to consider
risks and safety. As Elon Musk’s lawsuit indicates, economics
can impact behavior; this can hold not only profits but fines
and punishments as well. However, as al6z shared, whatever
laws and regulations are put in place must carefully consider
whether they would ultimately have such a chilling effect on
the development of Al, that it puts the United States at disad-
vantage in the race to advance technology and the chance to
shape the future. We are in the early stages of a revolution, and
much research needs to focus on addressing these ethical issues
in constructing large language models and in the regulatory
framework that optimizes safety without hindering progress.
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