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ABSTRACT: Brain-computer interfaces (BCls) are advanced systems that bypass traditional neuromuscular pathways to
establish a direct communication path between the brain and external devices. This literature review takes an in-depth look
at BCls, tracing their evolution from early electroencephalogram (EEG) discoveries to contemporary applications. The review
divides BCI technologies into invasive and non-invasive approaches, analysing their respective advantages and limitations. Invasive
BCls provide high-resolution neural data but carry significant risks, while non-invasive BCls, while safer, generally have lower
accuracy rates. The review highlights the current state of BCI applications in medical and non-medical fields, such as restoring
motor function in disabled patients and enhancing the gaming experience. In addition, this article also explores the challenges
currently faced by BClIs in terms of signal noise, electrode design, ethical considerations, and regulatory frameworks. The future
direction of BCIs depends on advances in hardware (including flexible electrodes and wireless systems) and software (especially in
improving decoding accuracy and Al integration). Despite significant progress, continuous improvements are still needed before

BClIs can be widely implemented.
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B Introduction

Definition of Brain-Computer Interfaces (BCIs):

A brain-computer interface (BCI) is a system that estab-
lishes a direct communication pathway between an individual’s
brain and an external device. It is a technology that enables fast
and accurate two-way information exchange. These interfaces
are designed to intercept, analyse, and interpret neural signals,
allowing the brain to eventually control software or hardware
directly — without relying on traditional neuromuscular path-
ways.”? BCIs can be broadly categorised into invasive and
non-invasive interfaces. These devices can be used for a va-
riety of purposes, including helping disabled people restore
functions, such as movement and speech, as well as facilitating
interaction with computing devices for gaming and entertain-
ment.* BCls are also one of the few technologies that have
the potential to directly help people with amyotrophic lateral
sclerosis (ALS)*, stroke’, or spinal cord injury® regain functions
such as walking and communicating. This literature review
will cover the neuroscience, state-of-the-art applications, and
hardware and software challenges of BClIs. It is also the first
literature review on BCls to review a primary source interview
with a patient who has been implanted with Neuralink® Corp’s
invasive BCI. This article focuses on reviewing the prospects
for the development and application of BCIs and the current
issues that need to be addressed.

Brief History and Evolution:

In 1924, Hans Berger’ recorded the first electroencephalo-
gram (EEG). This showed that the brain’s electrical activity
could be artificially captured. Later, in the 1960s, Grey Wal-
ter® conducted early experiments using EEG to study brain

wave activity during various states of consciousness. His work
showed that EEG signals could be linked to different psycho-
logical states and responses. Then, in 1969, Eberhard Fetz’
showed that monkeys were able to learn to consciously control
the firing rate of individual neurons in the brain when moti-
vated by food rewards. His experiments showed that neuronal
activity could be used to control external devices.

Itwas notuntil 1973 that the term "brain-computer interface"
was defined by Jacques Vidal.’® He proposed the possibility of
establishing a direct communication path between the human
brain and the computer instead of traditional muscle input.
Through electroencephalogram to capture brain signals, these
signals can be used to control external devices. In the 1990s,
Philip Kennedy" implanted the world's first brain-computer
interface in a stroke patient, and brain-computer interface re-
search has developed rapidly since the beginning of the 21st

centur Y-

Principle of Neural Signaling:

Neurons play a vital role in the transmission of nerve signals
and are the most basic structural and functional units of the
nervous system. Although past studies have found hundreds
of unique morphologies of nerve cells, their main components
are the cell body, which has two additional unique structures:
the axon and the dendrite. The cell body contains the nucleus
and organelles and is responsible for the metabolic work of the
neuron. The long, thin, branch-like filaments surrounding the
neuron are divided into dendrites and axons.
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Figure 1: The cell body contains the nucleus and most of the cell organelles.
Dendrites are multiple branches extending from the cell body. The axon
extends a long fibre from the cell body. Myelin is the fatty layer that wraps
around the axon of a neuron, insulating it and allowing the action potential to
propagate faster and more efficiently. Schwann cells are a type of glial cell in
the peripheral nervous system that produces myelin. Nodes of Ranvier refer to
the small gaps between adjacent Schwann cells on a myelinated axon.'?

Dendrites are short, branched structures that extend directly
from the cell body, as seen in Figure 1. They mainly receive
signals from other neurons. Axons are longer and have fewer
branches. They are long, thin protrusions of uniform thickness
that usually originate from the axon hillock and transmit sig-
nals to other neurons or muscles.”® A synapse is a specialized
junction at which a neuron communicates with a target cell.
In the nervous system, signals transfer primarily through syn-
apses. Neuronal signal transmission is divided into multiple
stages. Neurons first receive chemical signals from the axon
terminals of other neurons at synapses on dendrites. When
a neuron receives a strong enough stimulus, the sodium ion
channels on the cell membrane open, and sodium ions quickly
enter the cell, causing the membrane potential to rise. When
the membrane potential reaches the threshold, an action po-
tential is triggered, generating a corresponding electrical signal.
The action potential is transmitted along the axon to the dis-
tal end. When the action potential reaches the axon terminal
(presynaptic membrane), it triggers the opening of calcium ion
channels. As calcium ions flow into the axon terminal, they
release neurotransmitters stored in vesicles into the synaptic
cleft. Finally, the neurotransmitter diffuses to the postsynaptic
membrane and binds to specific receptors, which causes the
opening of sodium ion channels, triggering the depolarisation
of the postsynaptic neuron, thereby transmitting the signal. If
the threshold is reached again, the neuron will generate a new
action potential, thus forming a cycle. In addition, once neu-
rotransmitters complete signal transmission, they are degraded
by enzymes in the synaptic cleft or reabsorbed by the presyn-
aptic membrane to terminate signal transmission and prepare
for the next signal. The neurotransmitters secreted by neurons
can also be divided into excitatory transmitters or inhibitory
transmitters to further regulate the response of neurons, there-
by completing more sophisticated neural network activities.™

B Discussion

Invasive BClIs:

Invasive brain-computer interfaces involve implanting
electrodes either on the surface of the brain or deeper with-
in the brain tissue. As a result, these interfaces are often able

to provide higher resolution and more precise control relative
to non-invasive methods. Invasive BCIs bypass the skull and
scalp, so they are less susceptible to distortion and attenuation
of electrical signals. These electrodes detect neural activity,
amplify the signals, decode them through algorithms, and ul-
timately translate them into commands that control external
devices or computer systems.” There are currently two main
types of invasive electrodes: electrocorticographic electrodes
and intracortical electrodes.

Electrocorticogram (ECoG)™? electrodes are a less in-
vasive method than intracortical electrodes and are usually
placed directly on the surface of the cerebral cortex during
surgery. Compared with EEG electrodes placed on the scalp,
ECoG electrodes are closer to the neuronal structures of the
superficial cortex. Therefore, the signals they record have
higher amplitudes and wider frequency bandwidths. Although
non-invasive electrodes such as EEG can also record the syn-
chronous activity of neurons and synapses in extended areas
of the cortex, ECoG electrodes are more sensitive to smaller
sources of synchronous neuronal activity and have higher re-
liability. At the same time, scientists have found that ECoG
appears to be able to detect higher-frequency amplitudes more
effectively, and the information carried in high-frequency sig-
nals is usually more critical, including cognitive, motor, and
language tasks. This information is difficult to obtain with
non-invasive electrodes such as EEG.* This makes it of great
significance in clinical applications, such as brain function
mapping before surgery for epilepsy patients and brain-com-
puter interface research requiring precise neural data. The
technology strikes a good balance between signal quality and
invasiveness and is less likely to cause unpredictable damage
than deeper implants.

Intracortical electrodes can penetrate brain tissue and receive
signals from single neurons, recording or stimulating neural
activity with excellent precision. They provide better recording
quality than less invasive techniques such as ECoG, as they
can record different types of signals (single and multi-unit ac-
tivity and local field potentials) and provide the best spatial
and temporal resolution.” However, a significant disadvantage
of using intracortical probes is that they have a limited lifes-
pan due to their highly invasive nature, and the quality of the
recorded signals tends to deteriorate over time. In studies on
rats, despite the use of probes of various materials, shapes, and
sizes, the effects of foreign body reactions (FBRs) have not yet
been fully overcome.'”'®

Non-invasive BClIs:

The most obvious difference between the non-invasive
brain-computer interface and the invasive brain-computer
interface is that the former does not require surgical implan-
tation of electrodes. This makes it much safer than invasive
BClIs, avoiding the various risks caused by damaging the skin
and implanting electrodes in the body. So far, there are many
ways to achieve non-invasive brain-computer interfaces, such
as electroencephalogram (EEG),"”?' magnetoencephalogram

(MEG),* functional near-infrared spectroscopy (fNIRS),*
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and transcranial magnetic stimulation (TMS).* They all have
different characteristics and are suitable for different scenarios.

EEG is currently the most popular method for signal ac-
quisition for brain-computer interfaces. EEGs can obtain
information about brain activity by measuring voltage fluc-
tuations caused by the flow of ionic currents within brain
neurons.' They can measure changes in brain activity within a
few milliseconds. Since their introduction, more than 90 years
ago, EEG systems have been widely used in many fields. As a
result, the signal acquisition methods and techniques of this
technology have been standardised. Today, most EEG elec-
trodes are arranged in the internationally standardised 10-20
system.” Placing multiple electrodes on the scalp can obtain
different views of the brain's electrical activity.

Compared with invasive BCI, EEG-based methods have
the advantages of no surgical risk, stable signals, and relative-
ly low cost. However, due to the blurring effect of the skull
and scalp, the spatial resolution of EEG is relatively low. This
limits the accuracy of neural signals. At the same time, EEG
signals may be contaminated by non-brain activities like eye
movements and muscle artifacts. In addition, individual dif-
ferences in skull thickness, skin conductivity, and other factors
can affect signal quality.®® This requires custom adjustments
to EEGs to accommodate differences in individual physical
characteristics. Over the past few decades, EEG-based BCls
have been developed to restore motor skills to stroke patients
or to provide the possibility of communication for patients
with ALS or locked-in syndrome.”

In addition to EEG, other non-invasive detection meth-
ods are less common in applying brain-computer interfaces.
Magnetoencephalography is an advanced neuroimaging tech-
nology that maps brain activity by recording magnetic fields in
the brain.? Neurons in the brain produce currents and mag-
netic fields when they communicate, and these magnetic fields
are measured using highly sensitive superconducting quantum
interference devices. This method has a precise temporal and
spatial resolution, but it is very demanding on the use envi-
ronment and expensive to fake, requiring the construction
of specially shielded rooms. This prevents MEG from being
widely used. Functional near-infrared spectroscopy measures
brain activity by detecting changes in blood flow and oxygen-
ation in the cerebral cortex.”® When activity in a specific brain
area increases, it leads to higher oxygen consumption. Haemo-
globin in the blood, which contains different concentrations of
oxygen, absorbs light of various wavelengths so that when it is
illuminated by infrared, the brain's activity can be detected by
changes in the spectrum. However, this also results in lower
spatial resolution than that of technologies such as MEG, and
it cannot effectively measure deeper brain structures.

Applications of BCIs:

The pace of progress in brain-computer interface research
is rapid: this includes advances in hardware and software,2
progressing medical applications and clinical trials of BCls,
1 and other fields like neuro-gaming.™

28-

Medical Applications:

The ageing population in the world is currently increas-
ing, and many ageing-related diseases and mobility issues are
plaguing elderly people.”” The idea of using external mechan-
ical structures to enhance the physical abilities of the human
body was proposed decades ago.”® Soon, mechanical exoskel-
etons, driven by brain-computer interfaces, can enhance the
physical abilities of the human body through mechanical
structures attached to the body to assist walking. These exo-
skeletons can directly recognise neural signals from the brain
without relying on neural signal control at the amputation site.
This device structure could improve the lives of elderly people
with underlying diseases and limited mobility. Currently, the
preliminary exoskeleton structure has been formed, and basic
functions have been achieved.?”

Another exciting medical application of BCls is communi-
cation restoration. Language is an important way for humans
to express and convey information. However, at present, many
people have lost their ability to speak due to disease and suf-
fer from aphasia. Famously, Stephen Hawking suffered from
amyotrophic lateral sclerosis and almost lost all his ability to
express himself in the late stage of the disease. The brain-com-
puter interface provides the possibility of more accurate
expression, converting brain signals into words or audio out-
put through the voice brain-computer interface. However, one
of the biggest limitations of this technology is the limitation
of flexible recognition. BCI needs additional information to
assist recognition; the user's intention is transmitted indirectly.
In the experiment from the team of Seo-Hyun Lee, most ex-
perimenters need vocalization or other actions to assist BCI in
recognizing the information the brain wants to convey.®

In May 2024, an invention by researchers at the California
Institute of Technology® provided the possibility to recognise
internal speech - speech synthesis using brain signals origi-
nating in the imagination. This is a significant breakthrough
in this technology. The technology detects and decodes neu-
ral signals by implanting probes into the limbic gyrus (SMG)
area of the brain of quadriplegic patients. Judging from the re-
sults of the two participants, the recognition of internal speech
reached an average accuracy of 79 percent and 23 percent. The
technology is still in the development stage, but once the tech-
nology matures, it will greatly improve the lives of patients

who have lost the ability to speak.

Non-medical Applications:

In non-medical areas, brain-computer interfaces are also
showing great potential for development. There have been
many successful implementation cases in gaming. An ideal
brain-computer interface would allow the brain to directly
control game elements. Players could use their thoughts to
control virtual characters, navigate environments, and execute
commands, thereby gaining a more immersive gaming experi-
ence. For example, an experimenter used the Muse 2® EEG
headband to obtain EEG data and then used the OpenViBE®
platform to process the signals and classify them into three dif-
ferent mental states: left and right motion images and blinking.
Based on this, the experimenter designed a simple 3D game
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that can control the character, move and jump left and right,
and collect coins on the way to get higher scores. Among the
33 subjects who participated in the experiment, the classifica-
tion algorithm of the multi-layer perceptron (MLP) obtained
an accuracy rate of 96.94 percent.* This demonstrates the fea-
sibility of brain-computer interfaces for simple games.

In addition, several research reports have been published
on monitoring attention through brain-computer interfaces.
For example, in blended learning at universities, using non-in-
vasive electroencephalogram (EEG) instruments to collect
attention data can effectively record changes in students' at-
tention during classroom learning, thereby informing teaching
methods and achieving higher learning efficiency. Further-
more, brain-computer interface data can even be used for
deception identification. In many criminal cases, it is difficult
for investigators to confirm whether suspects are lying. Recent
studies have shown that EEG data may be one of the options
for identifying deception in the future.**

Challenges:

Among the challenges currently faced by brain-comput-
er interfaces, electrodes are undoubtedly important. Today,
most electrode tests are still in the laboratory and have not
been tested in vivo. Flexible electrodes are a good choice for
brain-computer interfaces. In theory, flexible electrodes can
improve accuracy, reliability, and sensitivity and bring a bet-
ter comfort experience. The mechanical properties of flexible
electrodes can effectively increase the contact area and reduce
motion artifacts. Today, there are two design ideas for flexible
materials. One is to add conductive substances to the flexi-
ble matrix and then make it by physical mixing. The other is
to deposit or electroplate conductive materials on the flexi-
ble substrate.** However, due to the complexity of the human
body, whether flexible electrodes have wide applicability still
needs further testing.

For the electrode structure design of non-invasive brain-com-
puter interfaces, the long-term durability of wet electrodes and
semi-wet electrodes has been criticised.*® With long-term use,
the conductive paste of the wet electrode and the saline stored
in the semi-dry electrode will gradually evaporate, resulting
in a significant increase in skin contact impedance and signal
distortion, thereby affecting sensitivity. Although dry elec-
trodes avoid the above problems, their coating is easy to peel
off, resulting in increased electrode impedance. In addition, the
design and preparation of dry electrodes is more complicated.

For invasive brain-computer interfaces, the hardness of
common electrode materials is often far greater than that of
the brain, making it easier to damage the brain. New, softer
materials are required to solve these problems. In addition, the
structural design of invasive electrodes is also a major challenge.
It requires a structure that can avoid severe compression and
damage to nerves to the greatest extent possible and achieve
better signal recording, higher signal-to-noise ratio, and more
stable impedance.®>*

In summary, the main challenges faced by electrode design
are as follows:

* The fine-tuning of chemical and physical properties of
materials, with low impedance and good antioxidant and cor-
rosion resistance (such as conventional human sweat erosion),
while maintaining sufficient flexibility.

* The structural design of the electrode, with a good struc-
ture to obtain clearer signals and lower interference.

* Biocompatibility, whether the electrode will cause damage
to human health.

* The difficulty and comfort of practical application, whether
the final use of the electrode requires cumbersome operation,
and whether the wearer can experience the brain-computer in-
terface comfortably.

These challenges still require scientists to conduct further
research and exploration to solve.

Signal noise and accurate decoding are the other two crit-
ical challenges in the development and implementation of
brain-computer interfaces (BCIs). This is because the neu-
ral signals of the human brain are usually weak and may be
contaminated by various noise sources, resulting in low sig-
nal-to-noise ratio, inaccurate data interpretation, and leading
to unreliable BCI control. Noise, artifacts, or interference are
redundant and unwanted fluctuations in the primary signal
acquired by the brain-computer interface. This signal interfer-
ence mainly comes from various electromagnetic sources such
as AC power supplies or electronic devices such as comput-
ers and routers. Physiological noise and artifacts come from
muscle activity (electromyography, EMG), eye movement
(electrooculogram, EOG), and heartbeat (electrocardiogram,
ECG). These artifacts and noise can mask or distort the real
neural signals, complicating data analysis and interpretation.
Therefore, effective noise and artifact removal techniques are
essential to improve BCI performance.

Ethics and Regulations:

In the past two decades, as brain-computer interfaces be-
came more powerful, people began to pay attention to their
safety and reliability. With the media's coverage of Musk's BCI
project, Neuralink®, brain-computer interfaces have also re-
ceived more attention from people in related fields.*” Its ethical
and social impacts have also caused more debate. These include
data privacy, the possibility of mind control, the consequences
of cognitive enhancement, and the ethical issues of accessibility
of such cognitive enhancement.**

Because BCI is a new technology and its impact on hu-
man health and development is unknown, it must go through
rigorous clinical trials to ensure safety and effectiveness. Regu-
latory agencies such as the U.S. Food and Drug Administration
(FDA) oversee these trials. For example, the FDA has issued
guidance on nonclinical trials and study design considerations
for BCI devices for patients with paralysis or amputations.*
This includes the use of encryption and secure data storage
protocols to protect neural data from unauthorized access and
misuse.

In addition, privacy issues may also become one of the ma-
jor challenges facing brain-computer interface technology in
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the future. Since brain-computer interfaces can directly read
and analyze EEG signals, this means that highly private in-
formation, such as the user's thoughts and emotions, may be
intercepted and interpreted. While ensuring the development
of technology and the legal, compliant, and reasonable use
of information, preventing privacy from being violated is the
primary ethical consideration. In addition, fairness issues are
crucial. Since BCls can lead to increased inequalities between
social groups- those empowered by brain-computer interfaces
and those not empowered- social exclusion and conflict will
become more acute and intense. Countries and regulators
need to consider how to ensure that everyone has equal op-
portunities to access and use brain-computer interfaces. At the
same time, with the development of brain-computer interface
technology, machines with a higher degree of human-ma-
chine integration may appear in the future. This means that
machines may be able to have a deeper impact on the human
brain, leading to illegal interference and control of personal
thoughts by machines, causing social unrest.

Future Directions:

It has only been half a century since the brain-computer
interface was first proposed. Research on brain-computer in-
terfaces is still in the early stages, and it has broad development
prospects. At present, BClIs still have many unsolved difficul-
ties and defects, which require scientists to improve further
and clarify future directions.

The development of brain-computer interface hardware is
crucial to improving the availability, effectiveness, and acces-
sibility of the technology. The hardware that can be enhanced
in future brain-computer interfaces includes electrode design
(including materials and structure), the overall appearance of
the brain-computer interface, machines with higher comput-
ing power, and more advanced signal detection methods. For
electrode design, scientists first need to overcome the various
defects of current electrode designs mentioned above, such as
oxidation resistance and corrosion resistance, durability, and
safety. At the same time, in terms of structure, designs with
more critical anti-interference capabilities and the ability to
collect more brain signals can also significantly improve the
performance of brain-computer interfaces. In a recent in-
terview with Noland Arbaugh, the first volunteer to use the
brain-computer interface test of Neuralink®, he revealed new
difficulties in electrode design. After a period of use of invasive
electrodes, the electrodes moved slightly due to the blood flow
in the brain. This affected his control of the brain-computer
interface and made it impossible for the interface to receive
his brain signals accurately. Although Neuralink® has partial-
ly improved the problems encountered by Noland Arbaugh
through software updates, this also exposed the electrode de-
sign as still needing further improvement.*

In addition, with continuous development of brain-comput-
er interface design in the future, the overall appearance of the
machine will also be an essential consideration. Smaller and
more integrated hardware components could make brain-com-
puter interfaces more suitable for everyday use. Stylish designs
could attract the public's attention and enable brain-computer

interfaces to be more widely disseminated. Moreover, the reali-
zation of wireless signal detection technology can promote the
development of BClIs to a greater extent. In the future, BCls
are expected to be wireless in design, with small batteries, and
can be powered by external power or through energy harvest-
ing technology to meet their power supply needs.® This can
greatly improve the user's mobility and comfort, allowing them
to experience the brain-computer interface without the need
for heavy equipment.

As for the software, the most critical and urgently needed
part of the brain-computer interface is the decoding of signals.
So far, the accuracy of most decoding methods is relatively low.
Moreover, the application of these decoding methods usually
has considerable limitations. They can only be effectively de-
coded in specific scenarios and often require a lot of targeted
practice to enhance the relevant signals.

In addition, due to individual differences, some models are
only effective in specific populations. For example, for pa-
tients born without the ability to speak, the model suitable
for ordinary people may be seriously affected, and even speech
generation may be completely unusable. Therefore, there is an
urgent need for a more universal and more accurate decoding
model to solve this fundamental problem.*

The addition of artificial intelligence (Al), especially deep
learning algorithms, has also significantly improved the perfor-
mance of BCI systems. These Al models can decode complex
brain activity more accurately and efficiently. The reliance on
more accurate data collection and calibration can be effective-
ly reduced with the continuous improvement of algorithms,
such as data enhancement and transfer learning. Classification
algorithms, such as support vector machines (SVM), random
forests, and convolutional neural networks (CNN), are used to
identify and classify patterns in neural data, such as specific
motor commands or cognitive states. This dramatically helps
brain-computer interfaces convert complex neural signals into
understandable outputs that can be acted upon. At the same
time, brain-computer interfaces can also make more specific
and in-depth analyses of neural signals.** In the future, ma-
chine learning models should be able to adapt to individual
users by continuously learning from their neural activity and
making specific modifications. This can also significantly im-
prove the accuracy and usability of brain-computer interfaces
because neural patterns may vary between individuals and may
change over time.

B Conclusion

The article reviews the progress over the past exploration of
brain-computer interfaces and the challenges that still need to
be overcome. Brain-computer interfaces have developed from
early theories to today's complex invasive and non-invasive
systems. The two invasive electrode types, intracortical and
electrocorticographic, are a trade-off between signal quality
and safety. Non-invasive systems provide safer solutions, while
invasive systems provide higher-resolution neural data at the
cost of increased risk.
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In addition, the emergence of brain-computer interfaces has
brought hope to many patients with disabilities or neurolog-
ical diseases, allowing them to recover some of their physical
abilities and return to daily life. At the same time, it has also
allowed some game enthusiasts to see the possibility of achiev-
ing a more realistic and immersive gaming experience in the
future. The application of brain-computer interfaces has made
many breakthroughs in the past decade, such as robotic arm
control and voice spelling. This has made many people's scien-
tific fantasies no longer just theoretical but have the possibility
of actual realization, and these advances highlight their trans-
formative potential.

Despite these advances, many vital challenges currently faced
by brain-computer interfaces are also explained in this article.
The design and implementation of electrodes remain key ob-
stacles, especially in achieving a balance between invasiveness,
signal fidelity, and long-term usability. The development of
flexible electrodes and the pursuit of biocompatible and dura-
ble materials reflect ongoing efforts to overcome these barriers.
However, difficulties in ensuring reliable long-term perfor-
mance and minimising damage to neural tissue continue to
limit the widespread adoption of invasive BCIs. Signal noise
and decoding further complicate the effectiveness of BCls.
The neural signals that BCls rely on are inherently weak and
susceptible to interference from various physiological and
environmental sources. Effective noise reduction and signal
processing techniques are essential to improving the accuracy
and reliability of BCls. The integration of artificial intelli-
gence, particularly deep learning algorithms, offers a promising
avenue to improve signal decoding accuracy. However, the
challenge remains to develop universally applicable models
that work across different users and conditions.

Moreover, as BCI technology advances, ethical consid-
erations and regulatory frameworks are key challenges that
cannot be ignored. There is concern that future brain-com-
puter interfaces may access and decode personal neural data,
leading to serious privacy issues such as the leakage of personal
information and thoughts. In addition, the potential dangers
and ethical impacts of using brain-computer interface-based
cognitive enhancements, as well as the possible unequal ac-
cess, pose serious challenges to society and must be addressed
through careful regulation and supervision. This article em-
phasises the need for strong ethical guidelines and regulatory
frameworks to ensure responsible and fair development and
deployment of BCI.

In the future, the direction of BCI development depends on
the continued progress of hardware and software. The develop-
ment of more sophisticated, user-friendly, and wireless systems
can significantly improve the practicality and accessibility of
BCI. Similarly, improvements in artificial intelligence and
machine learning algorithms can dramatically improve the de-
coding of neural signals, making BCI more effective and more
adaptable to individual needs.

In summary, although BCI has made significant progress,
they are still in the early stages of development. There are still
technical, ethical, and regulatory challenges on the road to wide-
spread implementation, which require continued research and

innovation. Once a mature brain-computer interface becomes
a reality, it will bring significant social changes. Although there
is still some distance to achieve a perfect brain-computer inter-
face, based on the recent pace of development, widespread use
of brain-computer interfaces is expected to become a reality
within the next several decades.
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