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ABSTRACT: As the development of quantum computing systems advances, the integrity of current public-key and symmetric-
key cryptographic systems, such as RSA, ECC, and AES, faces unprecedented threats. These systems rely on mathematical 
problems like integer factorization and discrete logarithms, which quantum algorithms like Shor’s can solve exponentially faster 
than classical ones. This review examines the vulnerability of widely used cryptographic systems and evaluates how close quantum 
hardware is to breaching real-world encryption. It also discusses the development of post-quantum cryptographic algorithms, 
specifically lattice-based, code-based, and multivariate polynomial systems designed to resist quantum attacks. This paper will also 
assess the strengths, limitations, and standardization progress of these post-quantum solutions to provide an understanding of the 
modern cryptographic landscape.  
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�   Introduction
Quantum computing, once thought to be a distant or the-

oretical concept, now threatens to unravel the mathematical 
foundations of modern cryptography, rendering technologies 
like RSA and ECC obsolete.1 Used for over 25 years now, pro-
tocols like RSA, Advanced Encryption Standard (AES), and 
elliptic curve cryptography (ECC) have been the backbone of 
digital security systems applied to a large part of the Inter-
net, from online banking to secure messaging, relying on the 
presumed impossibility of classical computers to feasibly solve 
integer factorization and discrete logarithm computational 
problems. Peter Shor’s 1994 algorithm shattered these assump-
tions, positing that a sufficiently powerful quantum computer 
could solve both problems in polynomial time as a result, reg-
ulatory bodies, such as the NIST have released publications 
evaluating range of primitive quantum resistant systems such 
as lattice based, code based, multivariate, and hash based 
methods with the goal of replacing these vulnerable standards 
before they are compromised.1,2 Proof of concept systems, such 
as Google’s New Hope key Exchange in Chrome provides 
feasibility to the idea of a global switch to quantum-resistant 
systems.3

This paper thus investigates to what extent current public 
and symmetric key cryptographic techniques and systems are 
vulnerable to quantum attacks, and how emerging post-quan-
tum algorithms are addressing these risks.

The first primary concern that this paper will address is the 
threat of the “harvest-now, decrypt-later” model, which sug-
gests that malicious actors could store encrypted data today 
with the idea that they will be able to one day, with sufficient 
advances in quantum hardware, break today’s encryption stan-
dards.4

The second issue lies with the logistical and technical 
complexities of transitioning to quantum-safe systems, more 
specifically the challenge of orchestrating mass cryptographic 

protocol updates across millions of devices and services while 
avoiding systemic failures, made all the more urgent by the 
fact that recent analyses show that large scale quantum attacks 
could become feasible within the next decade, adding a time 
factor to a coordinated transition to resilient cryptographic 
standards.5

This paper argues that while quantum computing poses an 
imminent threat to the mathematical foundations of today’s 
cryptography standards, a pivot to post-quantum standards 
can help preserve and safeguard digital infrastructure. Lat-
tice-based schemes, such as New Hope and Kyber, as well as 
code-based constructions, have demonstrated strong security 
proofs while remaining suitable for real-world deployment.3,6 
Although large-scale quantum computers, capable of breaking 
current encryption like RSA or ECC, are not yet fully oper-
ational, consistent advances in quantum technologies suggest 
that they may realistically be realized within the next decade.6 
Even today, small-scale quantum devices have proven capable 
of executing simplified versions of Shor’s algorithm, demon-
strating the feasibility of quantum attacks.7 This paper also 
states that addressing the threats posed by quantum comput-
ing systems requires two steps: the first of which is establishing 
global consensus on standardized algorithms, and the second 
is managing a coordinated transition of existing cryptographic 
systems to quantum-resistant solutions.

�   Discussion
I. A brief history of quantum cryptography:
The origins of quantum cryptography can be traced back 

to the seminal work of Charles Bennett and Gilles Brassard, 
who in 1984 released their BB84 protocol, a groundbreaking 
framework that utilized principles of quantum mechanics, spe-
cifically the no-cloning theorem and Heisenberg‘s uncertainty 
principle, to ensure that any attempt to make a copy of infor-
mation on the quantum channel would create disturbances.2,8 
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By grounding security in the laws of quantum mechanics, the 
BB84 protocol laid the conceptual foundation for a new era 
in secure communications, though practical implementation 
seemed unfeasible at the time.

The need for quantum secure methods gained immense 
momentum with the introduction of Shor’s algorithm, devel-
oped by its namesake Peter Shor in 1994, capable of factoring 
large integers and calculating discrete logarithms in poly-
nomial time, revealing that public key systems such as RSA 
and ECC could theoretically be rendered vulnerable once 
sufficiently powerful quantum hardware became available.¹ 
Shor’s algorithm has not only catalyzed research into physical 
layer defenses like quantum key distribution (QKD) but also 
prompted further exploration of post-quantum cryptographic 
primitives, cryptographic methods designed to remain secure 
against attacks from quantum computers, while being able to 
be implemented by classical hardware and infrastructure.2,9

From the late 1990s and early 2000s, discussions on quan-
tum cryptography gradually progressed from theoretical 
concepts to how they could be applied and implemented in 
real-world settings. Research groups began demonstrating 
basic implementations of quantum key exchange over short 
distances, using fiber optic infrastructure, marking a signifi-
cant milestone in validating QKD. Soon after, organizations 
like ETSI began releasing documentation guiding migration 
from classical encryption systems to quantum-safe approach-
es, highlighting the practical and infrastructural challenges 
involved in such a transition.10 Adding to this urgency is the 
“harvest now, decrypt later” attack vector, which posits that 
malicious actors may already be capturing encrypted traffic 
today, with the intention of storing it until quantum comput-
ers reach a level of capability such that they would be able to 
decrypt it.4

Table 1 illustrates how quantum cryptography and quan-
tum computing have evolved alongside rising cryptographic 
threats; in the following section, we examine the current and 
emerging quantum-threat landscape.

II. Survey of quantum threats:
While the advent of quantum cryptography has opened 

new avenues for securing information, the rapid advancement 
of quantum hardware simultaneously endangers the classical 
cryptographic systems that secure the Internet, along with 
all of its related infrastructure. This section reviews the algo-
rithms and hardware developments that drive these risks and 
illustrates how experimentation with these algorithms is grad-
ually moving towards practical attacks.
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Table 1: Key milestones in the development of quantum cryptography and 
quantum computing.

Figure 1: A visual comparison of the number of operations required by a 
classical algorithm in comparison to Shor’s algorithm with respect to the 
number of digits. 11
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Even today, the primary theoretical threat to public key 
cryptography remains Shor’s algorithm, being able to solve 
the integer factorization and discrete logarithm problems in 
polynomial time (as illustrated in Figure 1¹). Because RSA 
and ECC rely on the complexity of these problems, the arrival 
of an amply powerful quantum computer would immediately 
invalidate the security that they provide. The viability of such 
an attack has been proven through numerous experiments 
in which teams have implemented a smaller-scale version of 
Shor’s algorithm, factoring numbers such as 15 using only a 
small number of qubits.5

While Shor’s algorithm targets public key cryptographic 
systems, Grover’s algorithm, created initially to search unsort-
ed arrays, poses a threat to symmetric ciphers by providing a 
quadratic speed-up of brute force key search, essentially halv-
ing the effective security of methods like AES.12 When faced 
with an attack carried out by a quantum computer, a 128-bit 
key would be about as secure as 64 bits of security; such is 
the reason that bodies such as NIST and ETSI recommend 
doubling symmetric key sizes (e.g, moving to AES-256 from 
AES-128) to restore the original margin.2,10

In terms of hardware, progress remains incremental; quan-
tum platforms are now reaching the low thousands of physical 
qubits, demonstrated by IBM’s 1121-qubit Condor, the first 
ever quantum processor to surpass 1000 qubits, marking a sig-
nificant milestone.13 By contrast, leading superconducting and 
trapped ion systems from Google, Rigetti, and IonQ generally 
operate in the ranges of hundreds of physical qubits.13 De-
spite these advances, present-day processors remain far from 
executing Shor’s and Grover’s algorithms in a way that would 
be threatening to modern-day cryptographic systems, largely 
due to their not yet supporting the levels of error correction 
required for cryptographic workloads. Executing Shor’s al-
gorithm, for example, on an RSA-2048 key is estimated to 
require thousands of highly logical qubits and trillions of toler-
ant gates, which implies requiring tens of millions of physical 
qubits running code error correction, considering today’s error 
rates, as logical qubits are comprised of many physical qubits 
in order to suppress noise.2,9,14

Taken together, the progress in quantum computing, in 
addition to algorithmic breakthroughs, renders the quantum 
threat not only credible but time-sensitive. Even though pres-
ent-day machines cannot yet crack internet-scale encryption, 
the demonstrated functionality of quantum attacks combined 
with the steady improvements in quantum hardware, as well 
as the ability to store encrypted data, underscores the need for 
immediate migration to quantum-resistant alternatives.

III. Overview of post-quantum algorithms:
This section examines the prominent examples of 

post-quantum algorithms, assessing their strengths, weak-
nesses, and current standardization status, aiming to provide 
a clear understanding of which algorithms are most likely to 
see widespread deployment as the threat of quantum attacks 
progresses.

Post-quantum cryptography encompasses a range of cryp-
tographic systems, even in the presence of large-scale quantum 

computers.2 The ideal goal for the systems is that they should 
be able to replace vulnerable public algorithms, such as RSA 
and ECC, as well as strengthen symmetric encryption by facil-
itating secure key exchange and reliable authentication.

A prominent organization involved in the standardization 
of post-quantum algorithms is the NIST, which evaluates 
PQC candidates based primarily on cost, performance, and 
algorithmic and implementation characteristics.15

The first and one of the most prominent examples of 
post-quantum cryptography can be seen in lattice-based 
schemes.2 Relying on the computational difficulty of problems 
defined over high-dimensional lattices or mathematical grids, 
such as the learning with errors (LWE) and short integer solu-
tion (SIS) problems. An example of a lattice-based solution 
can be seen in the CRYSTALS-Kyber method standardized 
under the name ML-KEM in the NIST FIPS 203 standard.16 
ML-KEM is a method for secure key exchange on an insecure 
channel, using mathematical transformations based on lattice 
problems to ensure that only the intended participants can de-
rive the key, which can then be used to encrypt and decrypt 
subsequent communications.3,16,17

Another post-quantum cryptographic method is the use of 
hash-based signatures. This method achieves security by rely-
ing on the strength of cryptographic hash functions, instead of 
number-theoretic ones that a quantum algorithm could crack, 
specifically their resistance to pre-image and collision attacks.2 
SHPINCS+, standardized in FIPS 205 as SLH–DSA, imple-
ments this idea through a stateless multi-layered tree system 
that generates and verifies signatures without using keys.18 
Specifically, SHPINCS+ does this by deriving one-time and 
few-time signing keys from a master secret seed and organiz-
ing them under a Merkle “hypertree,” wherein the public key 
acts as the top root hash.

Code-based cryptography secures communication, not by 
using a number-theoretic approach like RSA or ECC, but by 
using the difficulty of decoding a general linear error-correcting 
code without knowledge of its private structure.15 McEliece, 
for example, hides structured Goppa code within a large public 
matrix, making recovery computationally infeasible for a mali-
cious actor. These schemes offer high-speed encapsulation and 
decapsulation but require extremely large public keys. In 2025, 
NIST selected HQC, another code-based KEM, for standard-
ization. HQC uses a different code structure that allows for 
smaller public keys than McEliece, making it more practical 
for systems in which storage or transmission size is a concern.

Multivariate cryptography is based on the difficulty of solv-
ing large systems of quadratic equations over finite fields (also 
known as ”the MQ problem”) for which no effective quan-
tum speed up is known (NP hard).19 In multivariate signature 
schemes, the public key is a set of quadratic polynomials. The 
signer uses a system that can be solved efficiently and then ap-
plies masking transformations to obfuscate the solvable system 
from external observers. Researchers, however, demonstrated a 
key recovery attack on the rainbow signature scheme, revealing 
more vulnerability than initially anticipated, resulting in the 
removal of the scheme from the NIST standardization process.
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�   Conclusion 
In summary, the advancement of quantum computing 

technologies presents a direct and measurable threat to the 
mathematical foundations of widely deployed cryptographic 
standards, such as RSA, ECC, and AES. While present-day 
quantum hardware lacks the scale and error correction ca-
pacity required to execute Shor’s or Grover’s algorithms, 
continued progress in hardware capabilities makes the even-
tual realization of such an attack a plausible near-future 
outcome. Post-quantum cryptographic schemes, including 
lattice–based, code-based, hash-based, and multivariate-based 
methods, show promise, providing viable and standardized al-
ternatives that are capable of withstanding the quantum threat, 
as demonstrated by their selection and evaluation by the NIST. 
However, the effectiveness of these solutions depends entirely 
on the coordination of large-scale migration efforts globally. 
The successful preservation of secure communications in the 
post-quantum era will therefore rely both on the adoption of 
mathematically resilient algorithms and their implementa-
tions. The transition strategy should thus prioritize phasing 
out both RSA and ECC in critical infrastructure. Looking 
ahead, research should concentrate on how post-quantum 
standards can be deployed and how hybrid infrastructures can 
bridge the gap between existing and emerging encryption sys-
tems.
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