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ABSTRACT: With the rapid development of technology and the widespread use of social media, the line between paid
promotions and genuine reviews has become exceedingly vague. Stealth marketing is a market strategy that promotes a product
to consumers without them realizing that they are being targeted. This research paper discusses the issue and current regulations
of stealth marketing, specifically for beauty and health-related products, highlighting the importance of proposing a potential
solution for consumers to perceive deception within misleading advertisements on social media such as TikTok and Instagram.
It is hypothesized that most consumers are unaware of the existence of stealth marketing and are unable to distinguish between
authentic reviews and illegally paid promotions without proper disclosure. Data collection was carried out from an interview on:
1) samples with histories of purchasing a product online through misleading promotion, and 2) TikTok influencers that explicitly
oppose stealth marketing products. In addition, prior research reveals that authenticity and accountability in online promotion
are demanded by consumers; hence, this research proposes a solution: a dedicated platform where products are promoted with
verified transparency.

KEYWORDS: Social and Behavioral Science, Sociology and Social Psychology, Social Media, Stealth Marketing, Consumer
Trust.

B |Introduction information dissemination, given the widespread adoption of
In this digital era, social media has significantly impacted technology and the decreasing age at which individuals engage
the marketing style in businesses. Studies highlight the crucial with social media platforms. This underscores the necessity of
role of social media, including trendiness, customization, and developing critical skills and knowledge to perceive accurate
electronic word-of-mouth (¢eWOM) in shaping online buying information. Without such competencies, many youths may
decisions. It is indicated that comments or reviews shared on remain vulnerable to misinformation and unable to develop
social media or e-commerce sites are effective on consumer ac- independent judgment. However, many adolescents remain
tions, accounting for 59.1% of the variation in online purchase unaware of the persuasive intent behind influencer content and
intention.! therefore often fail to recognize sponsored videos as advertis-
Correspondingly, technological advancement has been con- ing.* It is especially relevant in Japan, where social media use
tributing significantly to the prevalence of false advertisements, among teenagers has expanded considerably, despite limited
particularly on social media platforms favored by teenagers. educational exposure to advertising risks. Okayama’s research
Al-generated advertisements demonstrate flexibility and cus- indicates that explanatory manuals show advertising-relat-
tomization for personalized content, features that contribute ed content to account for approximately 25% of instructional
to the potential customer deception through undisclosed pro- material in elementary school, but only 1.8% in junior high
motions. Vogue recently astonished the public with new Guess school and 2.9% at the high school level. This pattern suggests
commercials showcasing Al-generated image models, among that formal exposure to advertising education decreases during
the over 1,000 Al-generated advertisements accessible online. adolescence, precisely when students become more exposed to
“Ads” labelling is implemented barely fifty percent of the time social media.’
to deliberately engage consumers favorably, thus attracting With respect to products, premium-priced goods are gener-
them without their awareness.? On a global scale, the Japanese ally less affected by inauthentic advertising, as such companies
market has been significantly impacted by “stealth marketing” maintain strict online branding policies that safeguard their
practices, a marketing strategy that promotes a product to reputations. In contrast, less differentiated or lower-priced
consumers with deceptive promotions and fraudulent adver- products are more correlated to consumers’ income levels, as
tisements. individuals with limited purchasing power may be unable to
Kobayashi’s research examines the recent rise of stealth mar- afford high-end alternatives and instead resort to products
keting on social media, highlighting the controversial practice with lower reputations. Moreover, luxury brands are generally
of “Sakura,” where company employees pose as consumers and less inclined to rely on stealth marketing because their rep-
post favorable reviews to attract potential customers.’> The utation and perceived authenticity are central to consumer
issue of stealth marketing presents significant risks in online trust, whereas mass market brands, facing lower product dif-
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ferentiation, often resort to such tactics more frequently.® This
highlights that ethical lapse damage in luxury brands is more
severe, incentivizing them to maintain transparent practices.

Based on a survey incorporating twelve distinct scenarios,
Yamaguchi clarified that sponsorship disclosure can enhance
consumer favorability, contrary to the conclusions of many
previous studies. This finding indicates that consumers have
developed heightened awareness and reduced tolerance for
stealth marketing, perceiving it as an unacceptable practice.”
For instance, some posts embed links that direct consumers
to external websites, a strategy known as “affiliation.” This is
commonly accompanied by comment sections containing ex-
clusively positive feedback, suggesting that employees may be
impersonating consumers.
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Figure 1: Subsegments within stealth marketing. The figure highlights the
increasing complexity of common stealth marketing strategies used on digital
platforms. “Stealth Marketing on Social Media.” Springer Texts in Business
and Economics, https://doi.org/10.1007/978-3-031-69518-6_16. 2024.

Figure 1 presents various examples of stealth marketing
across three media types: paid, earned, and owned.® Each tac-
tic ultimately aims to generate buzz subtly without consumers
recognizing it, while utilizing resources and time efficiently.
In general, stealth marketing refers to promoting products in
ways that conceal persuasive intent.” However, in this study,
the focus is limited to online marketing where product promo-
tions are undisclosed.

Therefore, stealth marketing misleads consumers, particu-
larly the younger demographic, who struggle to differentiate
between truthful and false claims, resulting in their purchase
of overpriced products. To address this issue, it is hypothe-
sized that a dedicated platform offering authentic feedback on
health and beauty products would enable informed purchasing
decisions by incorporating verification methods such as receipt
submission, proof of product use, and expert medical advice.
Consequently, this may increase trust in product reviews, re-
duce post-purchase dissatisfaction, and diminish the influence
of stealth marketing on social media.

B Methods

Primary Research:

This primary qualitative research aims to explore how
stealth marketing practices on social media platforms affect
perceptions of trust and ethical responsibility among the key
stakeholders: consumers and influencers. The sample tech-
niques employed were judgmental sampling, which targeted
seeking people who have either purchased the product that
was advertised by the stealth marketing method or influencers
on TikTok who have created certain content addressing stealth
marketing to raise awareness and avoid deception. Emails and
direct messages were sent via TikTok and Instagram to 19
individuals, 7 consumers, and 12 influencers; among those, in-
terviews were conducted with 3 consumers and 5 influencers.

The demographic consists of Japanese residents, with a
broad age range from teenagers to mid-30s, where influenc-
ers are predominantly adults and customers are primarily
teenagers. Four out of five influencers obtained a Cosmetic
Ingredient Licensing, a certification conferred by the Seibun
Kentei Association in Japan, which signifies their expertise in
the beauty industry.

Table 1 shows two different collections of interview ques-
tions, each of seven questions, were presented to consumers
and influencers, in addition to extra follow-up questions when
responses required clarity:

Table 1: Interview questions. These questions were used to obtain detailed
qualitative insights aligned with the research topic.

For consumers For influencers

1. We think that stealth marketing and
misleading promotions on social media are a
frustration for consumers like yourself. Is this
true, and what are your pain points?

1. With stealth marketing becoming more
common on TikTok, how do you feel this is
affecting the relationship between creators like
you and your audiences?

2. In your view, what contributes to the
widespread use of stealth marketing in the
health and beauty industry?

2. What are your biggest challenges when trying
to purchase products online?

3. How did you first encounter stealth marketing
and what influenced you to speak out against it,
even though it could be financially rewarding?

3. How do you determine that the product is high
quality and the seller is legitimate?

4. Have you ever received an offer that
emphasized you not to disclose sponsorship
clearly? If so, how did you respond?

4. Were there any shortcomings of the solution
that you used?

5. When buying a product based on online
content, what matters the most to you? (Price,
trust, influencer credibility, results etc.)

5. Is there anything you are doing to maintain
trust with your audience? If so, what do you
focus on?

6. Have you ever been a victim of stealth
marketing? If so, what did you buy?

6. Are there specific red flags when evaluating a
brand’s credibility before accepting a promotion?

7.0n a scale of 0 to 5, how likely would you be
to use an app that helps you verify whether a
post was paid to create untruthful content or
not?

7. On a scale of 0 to 5, how likely would you be
using an app that allows influencers like yourself
to prove the honesty and trustworthiness of your
promotions to your followers?

Secondary Research:

Secondary data were obtained from academic journals ad-
dressing the themes of “stealth marketing,” “social media,” and
“cosmetics,” in addition to the associated ethical and legal con-
siderations. Some of the sources were derived from Japanese
journal articles to specifically address the research question, to
assess the prevalence and awareness of stealth marketing, and
to synthesize findings from prior scholarly studies. Through
large-scale research and specific quantitative data, which are
not attainable through primary research, this approach facili-
tates a comprehensive understanding of the current situation,
underlying causes, and representative examples of stealth
marketing on social media in Japan, as well as its consequent
influence on individual consumers’ consumption intentions.

The majority of relevant sources were restricted to publi-
cations from the past five to six years in order to mitigate the
use of outdated information. However, obtaining detailed case
studies specifically addressing online deception within the Jap-
anese context proved to be challenging; consequently, the data
may not be directly applicable to the precise objectives of this
research.
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B Results

Primary Data:

[Consumers]

In general, consumers demonstrated similar trends in their
responses, albeit there were only a small number, with three
participants, and their wants and needs were anticipated,
alongside the expectation to provide online guidance, dis-
tinguishing between truthful content and paid promotions
intended to deceive customers.

Q@O -c€
-

Figure 2: Consumer satisfaction with online advertisements. Indicates
varying levels of consumer satisfaction, highlighting differences in perceived
satisfaction among consumers.

Figure 2 illustrates consumer satisfaction with online ad-
vertisements based on survey responses to question one,
analyzed based on consumers’ tone and answers; a smiley face
represents high satisfaction, while a frowning face indicates
high dissatisfaction. This sentiment analysis shows that con-
sumers generally view online advertisements negatively, largely
due to brands intentionally implementing deceptive practic-
es to increase sales. The feedback highly emphasized their
dissatisfaction, with one responding that “Frustration is an un-
derstatement. The main pain points are the time and resources
spent trying to determine what is real and what is not.”

Participants consistently relied on multiple sources to iden-
tify trustworthy brands, including WOM recommendations,
product reviews, and company profiles. This suggests that
consumers actively seek verification when making purchasing
decisions. However, several shortcomings of the methods were
the prevalence of fake reviews generated by bots or paid influ-
encers, and the shortage of peer recommendations that limit
the effectiveness of WOM verification.

Overall, despite participants actively attempting to assess
product reliability, they are still exposed to deceptive content.
Therefore, this highlights the demand for a platform that
could enhance informed decision-making, improve consumer
trust, and mitigate the impact of stealth marketing within the
health and beauty industry.

[Influencers|:

With a participant group of five, the responses demonstrat-
ed consistent patterns. Participants emphasized that, despite
the fact that content is neither promotional nor sponsored, us-
ers frequently show skepticism about whether their videos are
stealth marketing or not. Consequently, the increasing caution
among teenagers presents both advantages and disadvantages,
as they continue to have difficulties in effectively distinguish-
ing authentic from counterfeit content, given that social media
is a primary information source and provides a wide range of
advice for reference.

Figure 3 illustrates several underlying factors that lead to the
prevalent cases of stealth marketing in the beauty industry. No-
table responses are “it is a tactic that exploits everyday concerns

and insecurities”, “Promoted products are often categorized as
necessities, thereby increasing their perceived indispensability
and enabling them to reach a broader target audience.” Oth-
ers additionally responded that: (1) such products are easily
accessible to a wide age range of consumers; (2) outcomes are
difficult to visualize as results vary between individuals, encour-
aging the creation of buzz to attract broad audience attention;
(3) WOM and reviews spread rapidly, making it challenging
to determine whether a message constitutes advertising; and
(4) from a firm's perspective, stealth marketing can be more
cost-effective and efficient than conventional advertising. In
fact, recent marketing strategies indicate a shift from paying
influencers a fixed rate per post toward performance-based
(pay-per-sale) arrangements, which incentivize influencers to
frequently use exaggerated expressions to maximize views and
sales.

Q2: As an influencer, why do you think stealth marketing is prevalent in the
beauty industry?

Cost effective and efficient

Word of mouth spreads rapidly

Capitalizes on insecurities

Outcomes are difficult to visualize

Easily accessible Categorized as necessities

Figure 3: Interview responses from influencers to question two, ‘In your view,
what contributes to the widespread use of stealth marketing in the beauty
and health industry?’ Responses indicate several perceived causes of stealth
marketing issues, highlighting concerns raised by consumers.

The primary motivator for their opposition to stealth mar-
keting was their personal experience as victims of misleading
promotions, which led to the purchase of products advertised
through stealth marketing strategies. After acquiring knowl-
edge regarding such illegal practices and the information on
ingredients in certain cosmetic products, they recognized that
numerous videos contain fabricated information designed to
attract customers and increase financial gain. Their person-
al principles are such that “money cannot buy trust,” “money
earned through deceiving customers cannot be used without
regret,” and “having once been a victim of stealth marketing, I
do not wish other consumers to repeat my experience; I want
to convey messages that would have protected my past self.”

Most participants reported having been approached by busi-
nesses that requested they refrain from disclosing promotional
content or from including a #PR (Public Relations) tag. All
participants stated that they either rejected such offers or ig-
nored the messages entirely. Before declining, they informed
the companies that failure to provide clear disclosure, or pro-
viding ambiguous disclosure, is illegal to prevent further cases
of stealth marketing promotion. However, in cases where the
companies were foreign, which are mostly based in Korea, they
often insisted that such laws did not apply within their juris-
diction.

Moreover, they clarified that maintaining sincerity and hon-
esty in reviewing content has become essential for their identity
as influencers. Demonstrating credibility by acquiring certifi-
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cation in Cosmetic Ingredient Licensing and testing products
for a specific period before introducing them publicly suggests
that authenticity is to respond to audiences with transparency.
Furthermore, by limiting the frequency of promotional posts,
participants attempt to make sponsorship more visible, imply-
ing: “I am being paid to introduce these products, but I have

thoroughly verified them beforehand.”

Q6: As an influencer, what are specific red flags you watch for before accepting
a promotion?

Inefficient

Promotion offered via direct message

Instructed to obscure paid promotion

Informal languages and emojis

Undi influencer

Figure 4: Interview responses from influencers to question six, ‘Are there
specific red flags you watch for when evaluating a brand’s trustworthiness
before accepting a promotion? Results indicate that specific common features
are representative of firms engaged in stealth marketing.

Figure 4 indicates that companies initiating offers via Tik-
Tok direct messages, despite explicit instructions on their
profiles stating, “For work inquiries, contact via email,” are most
perceived as red flags. Thus, their responses included investi-
gating the company’s prior promotional activities with other
influencers and examining whether the content or images are
identical in order to determine whether the company is engag-
ing in stealth marketing or employing a performance-based
compensation model.

However, there was an outlier who promoted a product well
known within the industry for employing stealth marketing
strategies. His purpose was to examine the societal impact if
a product widely associated with stealth marketing was in-
stead promoted with honesty and sincerity. To mitigate the
risk of producing a misleading advertisement, honest reviews
and accurate product ingredient information were included.
Although the positive effects of products were introduced, as
there was a disclosure with #PR, consumer purchases declined.
Thus, this act concluded that companies employing stealth
marketing methods primarily focus on financial gain and at-
tracting customers with appealing promotional lines rather
than fostering genuine relationships with consumers.

On the scale of 0 to 5, how likely are you to use the app?

B Consumer M Influencer

15

Number of people

0 1 2 3 4 5

Figure 5: Interview answers to question seven from consumers and
influencers. Participants’ feedback reflected a moderately favorable impression
of the app.

Figure 5 illustrates the responses to question seven on the
possibility of consumers and influencers adopting the poten-
tial app developed to tackle stealth marketing on social media.
Despite most responses being favorable to neutral, one outlier
claimed that such an app may not be feasible due to possible
deficiencies in trust and accuracy.

Therefore, the convergence of primary data emphasized the
significance of the ongoing stealth marketing issue on social
media from both consumer and influencer perspectives, while
the divergence of opinions concerning the app’s potential
adoption prompted discussion on several possible solutions to
address it.

Secondary Data:

The analysis of prior research and case studies indicated an
insufficient focus on stealth marketing within the beauty and
health industry and demonstrated the limitations of existing
solutions in effectively addressing the issue.

The regulations across different countries are that developed
economies, such as the United States, the United Kingdom, and
Germany, possess robust advertising transparency laws despite
certain enforcement gaps. In contrast, emerging economies
such as India, Brazil, and South Africa experience regulatory
delays, largely attributable to weaker enforcement mechanisms
and limited consumer awareness.'’ In addition, the study pro-
posed a solution aimed at empowering consumer initiatives
with media platforms and awareness campaigns, thereby facil-
itating more effective communication between consumers and
regulatory authorities.

On 1 October 2023, the Japanese Cabinet Office issued No-
tification No. 19 of 2023 pursuant to Article 5, Item 3 of the
Act. This stipulates that “representations made by an entrepre-
neur regarding transactions for its goods and services which
would be difficult for ordinary consumers to recognize as such
representations” are subject to regulation as stealth market-
ing.! In addition, the Consumer Affairs Agency establishes
guidelines under Article 5, Item 3 of the Act against Unjus-
tifiable Premiums and Misleading Representations, to protect
consumers and prohibit business operators from engaging in
transactions that do not clearly disclose their origin, thereby
misleading consumers for financial gain.'

Regardless of these regulations, stealth marketing in the cos-
metics industry poses urgent challenges that extend beyond
simple consumer dissatisfaction. Alnazzawi ef al’s research ex-
amined the FakeAds corpus, which was annotated using AMT
and manual inspection according to guidelines incorporating
both account-related and lexical or syntactic features.’ An-
notation was conducted at two levels: first, at the tweet level,
where each post was classified as real or fake; and second, at the
word level, where tweets were categorized by market segment.
Analysis of the dataset revealed that cosmetics accounted for
83% of all annotated product mentions within the 5,000 tweets,
in which merely 55.7% were associated with real information.

Nonetheless, over 80% of Japanese consumers occasionally
experience difficulty in making rational purchasing decisions
within digital environments. It is identified that age is the most
significant factor contributing to their sense of vulnerability in
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commercial transactions, followed by economic conditions
and social experience.™ This issue is especially common in the
cosmetics industry, where social media advertisements are fre-
quently aimed at younger audiences and designed to promote
products relevant to their daily lives and interests. Moreover,
research indicates that societal pressures to preserve a youth-
ful appearance contribute to increased demand for anti-aging
products, potentially incentivizing companies to adopt ex-
aggerated or misleading marketing strategies to appeal to
consumers."

In contrast, Natsir ez al’s research proved that stealth mar-
keting in cosmetics successfully increases buying interest;
buying interest scores dropped after viewers learned the vid-
eo was a promotion.’® However, according to the hypothesis,
such behavior is regarded as a natural human tendency; when
a communication is explicitly identified as promotional, the
content is often perceived as a biased opinion, thereby dimin-
ishing consumers’ willingness to purchase the product.

Consequently, stealth marketing raises three primary ethical
concerns: deception, intrusion, and the exploitation of social
relationships.'” The ethical analysis presented that misleading
audiences into perceiving a message as unbiased when it is
commercial, interfering in consumers' personal digital spaces
without informed consent, and exploiting the personal trust
between influencers and followers for commercial advantage
without transparency result in adverse social consequences, de-
spite potential short-term advantages for brands.

B Findings

Various measures have been implemented to address this is-
sue, one of which is the use of filtered review systems employed
by platforms such as Google and Yelp. These systems combine
automated algorithms with human moderation to identify and
suppress fraudulent reviews, thus promoting the visibility of
more trustworthy, content-based feedback. Google’s guide-
lines explicitly prohibit misinformation or the misleading of
consumers through false representations regarding the quality
or characteristics of goods and services.'® Therefore, these ser-
vices are regarded as indirect competitors, offering different
features but fulfilling the same needs for the same target cus-
tomer base.

Al-Ramahi's research sought to establish a systematic,
automated technique for identifying insincere content on
social media, thereby enhancing the quality and reliability of
user-generated content. It suggested that a combination of
automated filtering with a highly advanced model and hu-
man moderation is optimal for performance.” Likewise, eBay
has implemented a “Verified Purchase” tag on buyer feedback
to enhance transparency for customers by clearly indicating
authentic reviews, thereby encouraging the platform’s reliabil-
ity.?® Figure 6 illustrates an example of the “Verified Purchase”
tag as it appears alongside buyer feedback.?!

Feedback ratings © Detailed seller ratings ©

1month  6months 12 months Average for the last 12 months

©  Posiive 163 685 1635 Accurate description

*khkk (1501)

Reasonable shipping cost
Fh Ak k (1560)

O Neutral 1 18 45

Communication

Ak Ak (1552)

Shipping speed
Kk hAhk (1654)

©  Negative 0 6 10
Al received Feedback Received as buyer Received as seller Left for others

16,803 Feedback received (viewing 1-25) Revised Feedback: 57 @

‘Search Feedback received as seller with an item titie or ID: @ Perlod:

€.g. Vintage 1970's Gibson Guitars Q Al v

FEEDBACK FROM BUYER/PRICE WHEN

© Fastshipping! Brand new! Exactly as described and shown! Great communication ~ 7°*a (139% )

from seller! Highly recommend! I will be buying from this seller again in the future! 551046
Verlfied purchase

Unisex Sandals Ulira-Soft Siippers Extra Cloud EVA Soft Shoes Ani-Slip Slides
(#125508918421)

a***a (105
US $9.35

Verlfled purchase

Past 6 months

©  exactly as described, super fast delivery good price a Excellent ebay seller Past month
4PCS Brushed Stainless Steel Wall Hooks Wall Mount Coat Towel Hanger Bathroom US
(#124287400744)

07 (132%) Past 6 months

©

Fast shipping, packed very well ,products as described and pictured, great seller 5
stars Verified purchase
(Private listing)

Figure 6: Feedback page on eBay website with the “Verified purchase”
tag. This provides an immediate distinction between verified and unverified
purchases. “eBay Feedback Shows Verified Purchases - But What Does
Verified Mean?” Morton, 2024. https://www.valueaddedresource.net/ebay-
feedback-verified-purchase/.

Alternatively, Japan has the largest cosmetic review website
named ‘@cosme’, which is highly recognized by users who seek
honest and reliable reviews.? It provides a space where prod-
ucts are evaluated based on real-world use by a community of
beauty enthusiasts.

Figure 7 shows the official website for @cosme, the larg-
est and most trusted beauty product review platform in Japan,
which features over 22 million user reviews.? Nevertheless, it
may be subjected to popularity bias, whereby established or
trending brands dominate rankings and limit visibility for
smaller brand products. In addition, partnerships with the
platform may involve sponsored placements or advertising
that influence ranking outcomes. Although @cosme contains
extensive user reviews, limited expert verification of product
claims or ingredients raises questions regarding the overall re-
liability of the information provided.

@cosme

Products and reviews Membership registration (free) = Log in

S —
ﬁ 3 § i

@cosme g

SHOPPING

Ranking  brand shopping  Shop | Points and coupons  present Q&A  Blog
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JAAART7ERDIIELS!

=\ I
=
o>
@cosme diagnosis summary

Brand News =

The famous fo

Dense carbon

\REemoUL,

d icHRE [N ®  sted foam Po tion has evolv ( Membership registration (free) )
~ Rz Y N B perBase {psp sdimomsior  \ pred )
AR (& & eauty Serum h generation!
s T il 500 peonie %0 winers
AQUALABEL 500 people % Nature | 100 Wimers @cosme Premium Service
nas5008mic 7L~ Prism Libre N~ ™ A c % Best Cosm
ow Presto otics Awardsw Free trial for up to 30 days
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8w TALASSE! The most bou BARTH's long- TR | Pachved ST (STl MemEerag
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: ey hai ever
Borg 2 sonuivens

! ak
2 E |

Figure 7: Official @cosme Website, https://www.cosme.net/. The platform
provides cosmetic information and user reviews to support genuine evaluations.

B Discussion

Limitations:

This research aimed to address the growing trend of stealth
marketing on social media platforms, specifically on TikTok,
and proposed strategies for its improvement. It was hypoth-
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esized that the development of a transparent and precise
application would enhance the trust and interaction among
consumers, influencers, and brands.

However, interviews were conducted with parties opposing
stealth marketing, which leads to confirmation bias that only
produces responses aligned with the research focus. To elimi-
nate any biases, future research could have diversified samples
of groups who have employed stealth marketing strategies, as
well as groups who are not aware of such practices. In addition,
the primary data were derived from a small set of three con-
sumers and five influencers, which weakens the generalizability
of the results obtained. Finally, this research is limited to the
Japanese context; thus, literature reviews and proposed solu-
tions are primarily applicable only within Japan. Consequently,
future studies should employ larger samples to enable more ro-
bust testing of populations relevant to stealth marketing and
examine how these findings may be adapted in cross-cultural
comparisons, with advanced quantitative testing of consumer
awareness.

Implications:

The interviews with potential users suggest that the pro-
posed service is likely to benefit, thereby offering substantial
support for the underlying hypothesis. The findings reveal that
consumers remain particularly vulnerable in digital purchasing
environments, where rapid developments in Al technologies,
the widespread circulation of ambiguous content, and the
growing use of financial incentives create additional barriers to
making rational and informed decisions.

Survey data further indicate that consumer skepticism to-
ward online product information is strongly associated with
concerns over deceptive promotional practices.* As illustrat-
ed in Figure 8, one of the prominent factors contributing to
diminished trust in online reviews is the suspicion that employ-
ees are posing as customers to produce positive evaluations; an
activity that constitutes a form of stealth marketing. Reducing
these sources of doubt, therefore, represents a key objective of
the proposed platform and aligns with further efforts to im-
prove transparency and accountability within the beauty and

health industry.

It looked like the owner or employees were 5 Oo
reviewing their own business °

Low star rating compared to competitors 48%

All 5 star reviews with no complaints 44%

Other elements of the business listing 41%
looked spammy/fake °

The profile history of the reviewers o,
looked suspicious 39 A

Too few reviews in comparison to
their competitors

Too many reviews in comparison to
their competitors

None of the above l 3%

8

10% 20% 30% 40% 50%

Figure 8: Survey Answers Moz, “What makes you lose trust in a business’s
reviews?” This highlights the attributable characteristics that may undermine
consumer trust in a brand. https://moz.com/local-business-review-survey-
report/habits-of-review-readers.

Solutions:

The findings from primary and secondary data indicate
that stealth marketing in Japan’s beauty and health sector
predominantly impacts Generation Z consumers who expe-
rience difficulties in distinguishing authentic from deceptive
information. Particularly, consumers with moderate or unstable
incomes are more inclined towards buying affordable products
marketed through stealth practices, thus falling into such de-
ceptive practices. Correspondingly, participants consistently
emphasized that it is crucial to explicitly demonstrate trans-
parency, sincerity, and credibility in influencer reviews on social
media: therefore, manipulated or exaggerated content breaks
trust and misleads consumers utterly.

Although the study explored technological interventions as
a potential outcome, participants' responses revealed mixed
opinions regarding their feasibility of implementation, such
as potential resistance from industry and effectiveness. Some
influencers suggested that, along with transparency, efforts
should focus on establishing consumers’ critical judgment with
the long-term goal of reducing the prevalence of marketing
strategies that exploit vulnerable youths. While technological
solutions offer structured guidance, they are unable to fully re-
place consumer education, as overreliance on technology may
undermine the development of critical thinking and indepen-
dent decision-making skills.

To apply these findings, the platform may offer verified
product information, expert advice, and monitored influencer
content. This could improve transparency in review and pro-
vide accessible educational resources, which help consumers
make informed purchasing decisions and gradually establish
their critical judgment. However, this proposed application
is a solution design rather than direct testing; hence, future
research could explore the feasibility and adoption of such a
platform, as well as its effectiveness in combination with ed-
ucational support, which strengthens consumer literacy and
resilience against stealth marketing practices.

B Conclusion

This study highlights the potential solution that assists con-
sumers in distinguishing authentic and misleading reviews of
health and beauty products, fostering long-term trust among
brands, influencers, and consumers. Incorporating an educa-
tional component would further enhance consumers’ critical
judgment, helping them recognize paid or deceptive content
and make informed decisions, while also encouraging more
sustainable consumption patterns. The service could feature
a model similar to ChatGPT, allowing users to ask through
a chatbot-style Q&A system, which would provide essential
product reviews and relevant influencer feedback.

Along with this, Japanese regulators could collaborate with
such social media to establish strict advertising standards,
monitor compliance, and maintain transparency in online ad-
vertising. This could further strengthen consumer protection,
support ethical influencer practices, and mitigate the risk of
stealth marketing.
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To protect consumers in the beauty industry with reliable
information, it is essential to combat deceptive practices such
as stealth marketing and strengthen ethical standards among
influencers on social media. Nevertheless, the issue may also
be relevant to other countries, and its implications could ex-
tend beyond the Japanese context, but to further cross-cultural
research.

B Acknowledgments

I would like to express my sincere gratitude to all those who
supported me throughout the course of this research, especially
Dr. Mark DeSantis and Ms. Mona Rahmani. Additionally, I
am grateful to all interviewees who spent their time provid-
ing insightful opinions, which formed the foundation of this
research.

B References

1. Chuah, S.-C. (PDF) Impact of Social Media Marketing Activi-
ties on Online Purchase Intention for the Cosmetic Industry in
Malaysia. https://www.researchgate.net/publication/370768511_
Impact_of_Social Media_Marketing Activities_on_Online_Pur-
chase_Intention_for_the_Cosmetic_Industry_in_Malaysia .

2. Krings, M. Ai in Your Ads. https://news.ku.edu/news/
article/2023/02/14/study-finds-only-about-half-ai-generat-
ed-ads-labeled-unknowingly-driving-consumer.

3. Kobayashi, J.; Tkeda, K. Yearly Archive: 2023, A Study on Stealth
Marketing in Japan. https://ijrm.humanjournals.com/2023/.

4. Dam, S. van; Reijmersdal, E. van. Cyberpsychology: Journal of
Psychosocial Research on Cyberspace, Insights in Adolescents’
Advertising Literacy, Perceptions and Responses Regarding Spon-
sored Influencer Videos and Disclosures. https://cyberpsychology.
eu/article/view/11976.

5. FRLEHECOVTORE—/ - - EREDE
oM EFRLC—. https://www.jstage.jst.go.jp/article/
jjace/17/0/17_17-14/_article/-char/ja/.

6.Vock,M.Luxurious and Responsible? Consumer Perceptions of Cor-
porate Social Responsibility Efforts by Luxury versus Mass-Market
Brands. https://pmec.ncbi.nlm.nih.gov/articles/ PMC9651106/.

7.Yamaguchi, H. Consumer Perceptions of Stealth Marketing: What
Makes Consumers Disgusted? By Hiroshi Yamaguchi :: SSRN.
https://papers.ssrn.com/sol3/papers.cfmrabstract_id=4067569. 8.
Séilen K. Stealth Marketing on Social Media_Digital Marketing:
10.1007/978-3-031-69518-6_16.

9. Stealth Marketing. https://dictionary.cambridge.org/dictionary/
english/stealth-marketing.

10. Rasool K, Mahmood H, Rauf A, Yen Y. (PDF) Consumer
Rights and Stealth Marketing: A Comparative Socio-Legal Ex-
ploration across Developed and Emerging Economies. https://
www.researchgate.net/publication/392525426_Consumer_rights_
and_stealth_marketing A_comparative_socio-legal_exploration_
across_developed_and_emerging_economies .

11. Kato S, Fujimoto Y, Suzuki S. December 2023 No.43 This Issue
Covers the Following Topics: Entertainment and Sport. https://
www.noandt.com/wp-content/uploads/2023/11/japan_no43.pdf.

12. Gov [ESR A, https://laws.e-gov.go.jp/law/337AC0000000134.
13. Alnazzawi et al., “Using Social Media to Detect Fake News
Information Related to Product Marketing.” 2022. 10.3390/
data7040044

14. White Paper on Consumer Affairs 2024 https://www.caa.
go.jp/en/publication/annual_report/2024/assets/consumer_re-
search_cms201_241224_01.pdf.

15. “Too Good to Be True — Misleading Advertising of
Cosmetics Products.” 2019. https://www.theseus.fi/bitstream/han-
dle/10024/266420/Vaisanen_Heli.pdf?sequence=2&isAllowed=y

16. Natsir, A. D. S. R.; Riskawati, R.; Lestari, R. I.; Junianti, F;
Wardana, A. The Impact of Viral Stealth Marketing on Consum-
ers’' Buying Interest in Cosmetic Products. https://cot.unhas.ac.id/
journals/index.php/epiije/article/view/1754.

17. Commercializing Social Interaction: The Ethics of Stealth Mar-
keting by Kelly D. Martin, N. Craig Smith : SSRN. https://papers.
ssrn.com/sol3/papers.cfmPrabstract_id=1111976.

18. “Prohibited & Restricted Content - Maps User Generated Con-
tent Policy Help.”

19. Al-Ramahi and Alsmadi, “Using Data Analytics to Filter Insin-
cere Posts from Online Social Networks: A Case Study.” 2020.
http://hdl.handle.net/10125/64046.

20. “eBay Introduces ‘Verified Purchase’ Label to Boost Feedback Au-
thenticity.”

21. “eBay Feedback Shows Verified Purchases - But What Does Ver-
ified Mean?”

22. “Japan’s largest cosmetics review & ranking service "@cosme" has
launched its global app starting with Malaysia. PDF.”2019. https://
www.grandviewresearch.com/horizon/outlook/beauty-and-per-
sonal-care-products-market/japan.

23. “@cosme | Japan’s Largest Cosmetics Review and Ranking Site.”
https://www.cosme.net/.

24. Moz. “The Habits of Local Business Review Readers | SEO
Industry Report.”  https://moz.com/local-business-review-sur-
vey-report/habits-of-review-readers.

® Author

Luna Kadowaki is a student at Sri KDU International
School Penang. Her academic interests center on consumer
behavior, with a particular focus on behavioral science within
the field of business. She aims to explore how psychological in

154

DOI: 10.36838/IJHSR811.148



