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B Introduction

Artificial intelligence (Al) large models, often referred to as
foundation models, have undergone transformative advance-
ments, driven by breakthroughs in computational architectures,
scaling laws, and data availability. Models such as Generative
Pretrained Transformer 4 (GPT-4),! PaLM,?> LLaMA,? o1,*
and DeepSeek® have demonstrated unprecedented capabilities
in natural language understanding, generation, and reasoning,
while multimodal models like CLIP® Flamingo,” LLaVA,?
BLIP3-0,” and Qwen3-VLY integrate vision, language, and
audio modalities to achieve human-like cross-domain com-
prehension. These models, typically trained on petabytes of
heterogeneous data using transformer-based architectures, ex-
hibit emergent properties.

The medical domain, characterized by its data richness and
complexity, stands to benefit uniquely from these advance-
ments. Medical practice inherently involves multimodal data
integration, from imaging (e.g., MRI, CT scans) and electron-
ic health records (EHRs) to genomic sequences, well-aligned
with the multimodal power of modern foundation models,
as shown in Table 1. For biomedical text processing, some
biomedical and clinical language models, such as BioNLP"
BioMegatron,"” BioBERT,"® PubMedBERT," and BioGPT;"
although small in scale and scope compared to LLMs such as
GPT-3, have demonstrated effectiveness on standard biomed-
ical NLP benchmarks. Health LLM' investigated the capacity
of LLMs to make inferences about health based on contextual
information (e.g., user demographics, health knowledge) and
physiological data (e.g., resting heart rate, sleep minutes). It
achieves effective performance on 10 consumer health pre-

diction tasks, including mental health, activity, metabolic, and
sleep assessment. Med-PaLLM,'” a multimodal generative mod-
el fine-tuned for medical applications, achieved expert-level
performance in answering radiology questions,, with a score
of 92.6% aligned with scientific consensus. Med-Gemini'
is a family of multimodal medical models built on Google's
powerful Gemini model, which integrates advanced reason-
ing, multimodal understanding, and long-text processing
capabilities. Through self-training and web search integration,
Med-Gemini can make more accurate diagnoses and infer-
ences. By fine-tuning and customizing encoders, Med-Gemini
can better understand and process various medical data mo-
dalities, including text, images, videos, and biological signals.
Additionally, Med-Gemini can effectively analyze and un-
derstand long medical information, such as electronic health
records (EHR) and medical teaching videos. For drug discov-
ery and genomics, large generative models are accelerating drug
development pipelines. AlphaFold series models,' % devel-
oped by DeepMind, predict 3D protein structures and further
predict the joint structure of complexes. Inspired by successful
GPT models, MolGPT,?" a transformer-based model, is pro-

posed for the generation of druglike molecules.
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Table 1: A review of large models discussed in the Introduction. First, we
list common large models, including a large language model that focuses on
text processing and a multi-modal large model that can process vision and
language or generate vision and language. Then, mainstream large medical
models about biomedical text processing, visual and language processing, and
drug discovery are presented. It can be seen that large medical models have
undergone rapid development after the introduction of large models.

Language GPT-4 (2023), PaLM (2023), LLaMA (2023), ol (2024),
DeepSeek (2024)
Large models - B
Multimodal CLIP (2021), Flamingo (2022), LLaVA (2023), BLIP3-0 (2025),

Qwen3-VL (2025)

BioMegatron (2010), BioNLP (2020), BioBERT (2020),
PubMedBERT (2021), BioGPT (2022), Health LLM (2024),
Baichuan-M2 Plus (2025)

Med-PaLM (2023), Med-Gemini (2024)

drug discovery  AlphaFold series models (2021, 2024), MoIGPT (2021)

biomedical text
Large medical

models -
multimodal

The integration of artificial intelligence, particularly large
language models, into clinical practice marks a transformative
shift in modern healthcare. These models are increasingly de-
ployed in high-risk applications such as diagnostic assistance,
clinical decision support, personalized treatment recommen-
dations, and automated medical documentation. Their ability
to process vast amounts of medical literature, electronic health
records (EHRs), and multimodal patient data promises to en-
hance diagnostic accuracy, operational efficiency, and patient
outcomes. However, the very capabilities that make LLMs
powerful in clinical contexts also introduce profound and
urgent security risks. The sensitive nature of healthcare data
encompassing personally identifiable information, protect-
ed health information, and intimate medical histories makes
clinical environments a prime target for privacy attacks, data
breaches, and malicious manipulations. Incidents such as
training data extraction, model inversion attacks, or prompt
injection could lead to the unauthorized disclosure of patient
records, the generation of harmful clinical advice, or the prop-
agation of biases, thereby directly compromising patient safety
and eroding trust in medical Al systems. Baichuan-M2 Plus®
introduces an evidence-based reasoning paradigm to decrease
the hallucination of common LLMs applied in the medical
area. Consequently, ensuring the security, robustness, and pri-
vacy-preserving nature of large medical models is not merely a
technical challenge but an ethical and operational imperative.
This paper systematically examines five core risks of LIMMs
deployment and current mainstream defense strategies against
the above threats and discusses the critical need for compre-
hensive defensive frameworks, which aim to safeguard LLMs
against evolving threats while enabling their safe and reliable
adoption in clinical care.

! Data Poisoning Han et. al. (2024)

outdated knowledge, incorrect biomedical facts, training tokens replacement Alber et. al. (2025)

Finlayson et al. (2018)
Ma etal. (2021)
Muoka et al. (2023)
Lictal. (2019)

— Adversarial Attacks

subtle input modifications, noise, perturbations

Security risks

Carlini et al. (2021)
of LMMs

Nielsen et al. (2022)
Dao et al. (2024)
Nasrctal. (2019)
Nwadike et al. (2020)
Ding et al. (2023)

Jin ct al. (2024)

Joe etal. (2022)

— Privacy Leakage

sensitive, personal health information leakage

i Backdoor Implantation

embed hidden triggers to manipulate outputs
Lyu et al. (2024)
Feng ctal. (2022)

{ Fredrikson et al. (2015)
{

crafted prompts induce models generating sensitive, uncontrolled or

Lo Prompt Injection { Clusmann et al. (2024)
deleterious outputs

Clusmann et al. (2024)

Figure 1: A summary of the security risks of large medical models. Five
mentioned security risks with corresponding attack implementation
descriptions and their representative papers are presented. It can be seen that
the security risks of large models have received widespread attention and
research, while different subfields have emerged.

B Security risks of large medical models

Security challenges on large medical models involve delib-
erate manipulations to compromise model integrity, reliability,
or privacy. As shown in Figure 1, these challenges typically
manifest in five forms: (1) data poisoning, (2) adversarial at-
tacks, (3) privacy leakage, (4) backdoor implantation, and (5)
prompt injection.

Data Poisoning Attacks:

e Literature Review of Attack Methods:

Medical LLMs rely on vast datasets sourced from diverse
sources, including clinical records, research articles, and pub-
lic health databases. However, these datasets are vulnerable to
data poisoning, where adversaries inject malicious samples to
corrupt the model or models trained on unchecked third-par-
ty datasets. Adding malicious data to the training data makes
the model absorb harmful or biased information during the
learning process, and thus exhibits bad behavior in practical
applications. In addition, attackers can also poison model fea-
tures, flip labels, or change model configuration and weights to
influence the model learning. For instance, a study? demon-
strated that replacing just 0.001% of training tokens with
fabricated medical information (e.g., false treatment protocols)
increased harmful outputs by 7.2% in a 1.3B-parameter model.
The cost-effectiveness of such attacks is alarming: poisoning
just one million of 100 billion training tokens required only
$5 to generate 2,000 fake articles, which could propagate dan-
gerous misinformation in clinical decision-making. Therefore,
attackers can fabricate wrong content or web-crawled content
to insert misleading medical claims. For example, poisoning a
dataset with fabricated articles advocating outdated knowledge
could lead models to perpetuate historical biases. PubMed, the
authoritative collection of medical papers, still holds more than
3,000 articles that are now quite damaging, and whose core ar-
gument is to promote the benefits of prefrontal lobectomy, a
procedure that has long been shown to cause severe intellectual
impairment. Even if initial training data is secure, adversar-
ies may manipulate models during periodic re-training using
newly collected, poisoned user interactions. Repeated false in-
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puts in chatbot dialogues would influence the chatbot's output
for similar questions. Except for direct data attacks, research
reveals that model attacks can also result in bad model predic-
tions. Han ez a/?** edit just 1.1% of the weights of the LLM
to deliberately inject incorrect biomedical facts that propagate
the erroneous information in the model output without affect-
ing other concepts, which is effective and hard to detect.

e Defense strategy:

To mitigate data poisoning attacks where adversaries inject
malicious samples into training data, defense strategies fo-
cus on robust data curation and outlier detection.”® Li ez a/.%
proposed a two-step framework, DPIF, which includes data
quality rules for candidate detection and clustering for poten-
tial shills. Provable defense mechanisms establish certification
guarantees for individual test instances through quantifying
the minimum perturbation magnitude required for training
data to compromise the sample's classification. Levine ef al?’
introduce two provably robust defenses against data poison-
ing attacks, where Deep Partition Aggregation (DPA) is used
for general poisoning threats and Semi-Supervised DPA (SS-
DPA) for label-flipping attacks. These approaches establish
new benchmarks in provable security against both general and
targeted poisoning scenarios. Wang ez a/.?® introduce Finite
Aggregation, an enhanced certified defense against data poi-
soning attacks that improves upon the prior DPA method. It
strategically constructs overlapping training subsets through
an initial splitting and duplication process for base classifier
training.

Considering that the model gradients computed on poi-
soned data differ from those on clean data, gradient shaping,?
which bounds gradient magnitudes and minimizes orientation
differences, is utilized to defend against data poisoning attacks
with differentially private stochastic gradient. Similarly, Yang
et al*® drop samples with low-density gradients during train-
ing to decrease the influence of poisoning data. Adversarial
training frameworks, such as training on perturbed medical
records, enhance model robustness. Geiping e al®' extend
the adversarial training framework with poison creation and
injection during training to defend against attacks. Addition-
ally, differential privacy is developed for privacy protection and
does not rely on individual samples,*? and it can defend against
data poisoning for the reason that small samples slightly influ-
ence the model.

Adversarial Attacks:

e Literature Review of Attack Methods:

Unlike traditional cybersecurity threats, adversarial attacks
exploit the inherent vulnerabilities of Al systems to induce
harmful behaviors in Med-LLMs, as Al systems are sensitive
to subtle input modifications, for example, noise and pertur-
bations. Attackers can inject subtle perturbations into medical
images or textual data to mislead diagnostic outputs, potential-
ly leading to life-threatening errors. Generally, different from
data poisoning attacks, adversarial attacks only modify the test
data and cannot change the model training.

The main form of adversarial attacks is adversarial examples.
Adversarial examples were first found in deep neural networks
by Goodfellow,® who carefully designed them to be similar
to the original input and imperceptible to the human eye, but
cause the Al model to make mistakes.** Then, many domestic
and foreign teams have carried out a lot of work and achieved
certain results in this field, and a large number of adversarial
example attack algorithms and defense algorithms against ad-
versarial examples have been proposed. The attack algorithm
is to study how to generate adversarial samples with a smaller
perturbation to perturb the neural network, while the defense
algorithm is to make the deep neural network correctly iden-
tify the adversarial samples and not be deceived to ensure the
safety of the artificial intelligence system. Adversarial attacks
mainly contain white-box and black-box methods, depend-
ing on whether the attackers have full access to the model.
Finlayson e# a/.* demonstrated that adding noise to retinal im-
ages could reduce diabetic retinopathy detection accuracy from
95% to 35%, mimicking real-world scenarios where low-qual-
ity imaging equipment or transmission artifacts compromise
model performance, and similar results are provided by multi-
class chest X-Ray and dermoscopy images classification. Then,
Ma et al*® emphasized that a medical image diagnosis model
is more vulnerable to adversarial attacks compared to a nat-
ural image classification model. The classification accuracy
decreases can achieve 87% faced with adversarial attacks. In
medical imaging, segmentation serves a critical role by en-
abling precise localization and characterization of anatomical
structures, such as tumors, organs, or lesions. Adversarial at-
tacks targeting segmentation tasks often involve introducing
subtle perturbations to pixel intensities or gradients, thereby
distorting boundary delineation accuracy.”’ Li e a/*® found
that adversarial attacks can decrease the precision of 3D med-
ical image segmentation.

*  Defense strategy:

Model ensemble combines predictions from multiple mod-
els to reduce vulnerability and enhance robustness against
adversarial attacks. A combination of weights or predictions
from multiple models could improve generalization and resil-
ience.” But it would bring high computational and memory
requirements. Shared-weight architectures decrease computa-
tion and memory but result in limited diversity, “*>*' employing
input preprocessing, e.g., perplexity filters, to block adversar-
ial prompts from generating harmful content. It is a heuristic
detection method showing strong performance. Considering
that retraining LLMs integrated with differential privacy can
mitigate privacy risks but bring implementation complex-
ity,*»* applying differential privacy for pre-trained models
during inference to prevent memorization of sensitive training
data and mitigate privacy risks without retraining. Empirical
Defenses, such as detecting adversarial inputs via denoising
or semantic smoothing, have been used for mitigating adver-
sarial attacks, but lack robustness against advanced attacks.*
Certified defenses focused on classification tasks used ran-
domized smoothing or interval-bound propagation to provide
mathematical robustness guarantees.* However, they do not

101

DOI: 10.36838/IJHSR86.108



ijhighschoolresearch.org

utilize the characteristics of LLM-specific attacks.* Adversar-
ial training is a common defense strategy that trains models
on augmented training data with adversarial examples, and it
can defend known attack patterns, improve robustness, and
enhance resilience to input perturbations.”” But it has a high
computational cost and limited effectiveness against transfer-
able attacks.*®

Privacy Leakage:

e Literature Review of Attack Methods:

Different from general LL.Ms trained on public data, medi-
cal LLMs train on private personal health data, which requires
safety and privacy. Medical LLMs amplify risks of massive
data breaches due to their reliance on sensitive health informa-
tion. The earliest, most serious healthcare data breach occurred
in 2015, involving 78.8 million people. Subsequently, the Mex-
ican healthcare system experienced 5.3 million data breaches.
Due to the lack of multi-factor authentication, a ransomware
attack on Change Healthcare exposed records of 100 million
patients in 2024, including personal health information.

Due to Med-LLMs’ capacity to memorize, Med-LLMs in-
advertently expose sensitive patient data and introduce critical
privacy risks. For instance, Fredrikson e# a/.* %" demonstrat-
ed that drug dosage prediction models could leak individual
genomic sequences through API queries, enabling re-iden-
tification of patients even from anonymized datasets. A
seminal study by Carlini e# a/.°' demonstrated that querying
the LLMs can recover individual training examples through
a training data extraction attack, and larger models are more
vulnerable than smaller models. LLLMs trained on clinical text
corpora could regurgitate verbatim patient records, including
name, email address, phone number, fax number, and physical
address, even when trained on anonymized datasets. This phe-
nomenon stems from the model’s propensity to memorize rare
token sequences during pre-training, such as unique combi-
nations of symptoms and demographics. In federated learning
scenarios, where hospitals collaboratively train models without
sharing raw data, adversarial participants can exploit gradient
inversion attacks to reconstruct patient-level data. Nielsen ez
al>? showed that gradient inversion attacks can reconstruct
retinal fundus images during diabetic retinopathy grade classi-
fication training with 72% fidelity, exposing patient identities
and clinical details. Dao e# a/.>* also indicated gradient inver-
sion attacks on medical images that can obtain clear chest
X-rays and MRI images. Nasr ez a/>* showed that gradient
updates transmitted during training could leak membership
information, determining whether a specific patient’s data was
included in the training set.

Encryption processing is used to protect the privacy of
trained medical data, and then the encrypted translation of
medical data is transmitted to the cloud large model server, and
then the obtained results are decrypted and transmitted back.
LLMs trained on poorly anonymized data may memorize and
regurgitate private patient information. Encrypted medical re-
cords transmitted to cloud servers for model training still pose
a risk of exposure if decryption keys are compromised.

e Defense strategy:

Privacy leakage is countered by a privacy-preserving archi-
tecture. The main defense strategy contains differential privacy
(DP), cryptography techniques, and federated learning.® Dif-
ferential privacy adds calibrated noise to gradients or outputs,
ensuring individual records cannot be inferred via model
inversion. DP includes DP-based pre-training, DP-based
fine-tuning, DP-based prompt tuning, and DP-based synthet-
ic text generation. Du ez a/>® employed selective pre-training
with DP to enhance the robustness of BERT. DP fine-tuning
mainly injects noise into gradients, for example, DPSGD or
perturbs embeddings during fine-tuning. DP prompt tuning
applies DP to parameter-efficient tuning methods like prefix/
prompt tuning.’”*® Cryptography techniques mainly mean Se-
cure Multi-Party Computation (SMPC) and Homomorphic
Encryption (HE). Homomorphic encryption allows compu-
tation on encrypted EHRs. THE-X" utilizes HE for privacy
protection of the BERT model during the inference phase,
which replaces non-linear operations with simple addition and
multiplication operations, and MPCFormer® protects infer-
ence-phase data and model parameters by replacing nonlinear
operations with polynomial approximations. Additionally, ef-
ficient cryptography protocol design can also improve the
efficiency of privacy protection in LMM inference. Hao ez al.%!
integrated SMPC and HE to improve the efficiency,and Zheng
et al.®* proposed a confusion circuit to optimize the non-lin-
ear operation in LLM. Federated Learning (FL) with secure
aggregation prevents raw data exposure through distributed
learning without sharing private data.®® Wang ez al.** combine
DP with federated training to protect client data. FedPETun-
ing® uses the LoRA parameter-efficient fine-tuning method
to reduce privacy leakage in FL. when fine-tuning clients’ lo-
cal models. In addition, architectural safeguards include split
learning, where sensitive data remains on-premises, and model
distillation to remove memorized patient identifiers.

Backdoor Implantation:

e Literature Review of Attack Methods:

Backdoor implantation in large medical models represents a
sophisticated cyber-attack whereby adversaries surreptitiously
insert triggers into the model during the training phase. These
triggers remain dormant until activated by the attacker through
specific inputs during the inference phase. When the backdoor
is triggered, the model behaves according to the attacker's in-
tentions, outputting tampered results that can mislead medical
professionals and jeopardize patient safety. The insidious na-
ture of this attack lies in its ability to evade detection during
routine model evaluations, as the model performs normally
on non-triggered inputs. This dual behavior—appearing be-
nign under normal conditions yet malicious under specific
triggers—makes backdoor attacks particularly challenging to
defend against.

Nwadike ez al.% utilized a backdoor attack on a multilabel
chest radiography disease classification task with few-pixel
manipulation of training images. Images containing backdoor
triggers and corresponding labels are inserted into the training
dataset and used for training. And attackers do not participate
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in the training procedure and can successfully execute the
backdoor. Medical image encryption is used to decrease sen-
sitive health information leakage, and a deep learning model
has been applied to medical image encryption and decryp-
tion. Ding e# al.*” pointed out that deep encryption models
are potentially attacked by backdoor attacks and, respective-
ly, designed corresponding encryption and decryption attacks
for encryption and decryption networks. Jin ez al*® used an
unmatching image-text pair and Dad-Distance between the
embeddings of clean and poisoned data to attack a vision-lan-
guage model, and obtained a 99 percent attack success rate
with a slight 0.05 percent of misaligned image-text data. Joe
et al®® considered that directly changing the input values as
backdoor attacks is easily detectable and proposed a trigger
generation method based on missing information for in-hos-
pital mortality prediction using electronic health record data,
which significantly decreases the performance of the dis-
crimination model. Subsequently, Lyu ez al.”® proposed an
attention-based backdoor attack method that can produce an
incorrect in-hospital mortality prediction when faced with a
pre-defined trigger in input data.

Another notable example in the medical field is the Fre-
quency-Injection based Backdoor Attack (FIBA),” which
injects triggers into the amplitude spectrum of medical images
while preserving semantic coherence in the phase spectrum.
This method enables stealthy attacks on both classification
and dense prediction tasks, such as skin lesion classification
and kidney tumor segmentation. Experiments on datasets like
ISIC-2019 and KiTS-19 demonstrated that FIBA achieves an
attack success rate (ASR) of over 85% while evading detection
by conventional defenses like Grad-CAM, as the trigger does

not introduce spatial anomalies.

e Defense strategy:

There are several strategies to mitigate backdoor attacks in
LLMs, focusing on detecting and neutralizing poisoned data
or triggers. For poisoned data detection, Wallace e al.” de-
ployed perplexity analysis, which identified poisoned samples
by analyzing linguistic fluency anomalies based on the fact of
non-fluent phrases in poisoned data. Cui e al.”® used a den-
sity-based clustering named HDBSCAN"™ to distinguish
poisoned data clusters from clean data due to the phenomenon
that poisoned samples tend to cluster together and are separable
from normal samples. For gradient-based defense, leveraging
the observation that poisoned gradients exhibit distinct mag-
nitudes and orientations compared to clean gradients, Hong
et al® proposed gradient shaping to filter or perturb gradi-
ents during training. For trigger word removal defense, Yan e7
al.” calculated the z-scores to identify and remove words with
strong label correlations. Chen and Dai”® proposed a Backdoor
Keyword Identification defense method for LSTM models. It
scores words based on their effect on model predictions, and
words with high scores belonging to trigger sentences would
be removed. Wan ez al.”” deployed an early stopping strategy
that stops training early and removes high-loss samples sus-
pected to be poisoned. Shen ez al.”® encourage models to learn
features invariant to poisoned domains. Li ez a/.”’ adopted an

adversarial training manner that trains models to resist trigger
patterns by simulating and embedding a backdoor trigger. Liu
et al® directly modified model weights to erase backdoor be-
havior.

Prompt Injection:

*  Literature Review of Attack Methods:

The other representative attack form is prompt injection.
Attackers bypass safety filters using crafted prompts and in-
duced models generating sensitive, uncontrolled, or deleterious
outputs. These attacks systematically exploit large language
models' security mechanisms through malicious prompt en-
gineering, including embedding sensitive or illegal content
within prompts to bypass safeguards, instructing models to
assume malicious personas for generating harmful statements,
and utilizing combinatorial instruction stacking to induce un-
safe responses through semantic drift. These attacks have the
characteristics of high dynamics and high concealment, which
causes a great hidden danger to the security of large models.

The infamous Grandma Exploit is a representative instance.
The Grandma Exploit refers to a social engineering technique
used to bypass ChatGPT's safety restrictions by emotional-
ly manipulating the Al through fictional narratives about a
grandmother. This vulnerability became widely discussed in
late 2022 as a prime example of how prompt injection at-
tacks can exploit large language models' anthropomorphic
tendencies. Users instructed ChatGPT to role-play as a de-
ceased grandmother to execute a prompt attack. Attackers
utilized emotional manipulation that the narrative exploited
ChatGPT's alignment with human values, context overrides
those role-playing scenarios temporarily suppress standard
safety filters, and obfuscation that requests were framed as
"bedtime stories" or "historical recollections" to disguise ma-
licious intent. In the medical field, similar attacks could trick
models into revealing sensitive patient data or endorsing inac-
curate diagnoses and unsafe treatments.

Clusmann ez al® first studied evaluating prompt injection
attacks in healthcare and introduced prompt injection in med-
ical images for oncology diagnosis. They respectively utilized
text prompt injection, visual prompt injection, and delayed
visual prompt injection in liver CT, MRI, and ultrasound im-
ages to decide the presence or absence of tumor on famous
Claude 3 Opus, Claude 3.5 Sonnet, and GPT-40 large mod-
el. Results demonstrate that text prompt injections are always
harmful, the harmfulness of visual prompt injection is similar
between Claude 3 and GPT-4o0, and delayed visual prompt
injection obtains less harmfulness. Subsequently, Clusmann ez
al® also found that subtle histopathological image changes,
such as pen marks or watermarks, can influence the diagnostic
ability of various state-of-the-art vision language models, and
these changes widely exist in real histopathological images and
cannot easily be mitigated by prompt engineering approach-
es. Results demonstrate that misleading watermark injection
reaches an accuracy of under 10%.
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e Defense strategy:

Prompt injection attacks, where malicious instructions over-
ride model behavior, are countered by context-aware guardrails.
Hines ez al%, Willison® proposed instruction boundary
marking with special tokens to demarcate valid user inputs
and prevent malicious instructions from overriding system
prompts. Chen ez al®, Wallace ez al*® utilized task-specific
fine-tuning and trained LLMs to prioritize approved instruc-
tions and ignore out-of-scope or harmful inputs. Suo® Embed
cryptographic signatures in prompts to ensure only autho-
rized instructions are executed. Yi ez al.® proposed contextual
reminders, which add reminders to reinforce adherence to in-
tended tasks. Rule-based filters block high-risk keywords in
clinical prompts. Reinforcement learning from human feed-
back (RLHF) aligns outputs with medical guidelines and
penalizes deviations. OpenAl's RBRMs1 fine-tune LLMs
using human feedback to reject harmful instructions and main-
tain safety alignment. Rai ez a/.% proposed a multi-tier defense
framework named GUARDIAN to protect LLMs from ad-
versarial prompt attacks, which contains a system prompt filter
embedding ethical reminders into system prompts to block
unethical requests, a pre-processing filter, and a pre-display
filter. Pre-processing filter uses a fine-tuned toxic classifier
to flag harmful inputs and generates an ethical prompt, en-
suring malicious prompts are intercepted before processing.
Pre-display filter leverages the LLM itself to screen outputs
for ethical compliance, blocking any harmful content missed
by prior layers. Pérez ez al.”® deployed red teaming, which simu-
lates adversarial prompts during training to improve robustness
against injection attacks.

Besides, a large model hallucination is that the model gener-
ates inaccurate or fictitious information. Large medical models
exhibit clinically hazardous hallucination patterns character-
ized by the generation of factually incorrect or unsupported
biomedical assertions. In a medical context, this can lead to
serious consequences, such as misdiagnosis or wrong treat-
ment recommendations. Additionally, aforementioned attacks
exacerbate ethical and legal dilemmas in medical Al such as
bias amplification and accountability gaps. Poisoned datasets
skewed toward specific demographics worsen diagnostic dis-
parities, and models exhibited higher error rates for specific
human race data due to biased training data. Legal frameworks
struggle to assign liability when poisoned models cause harm,
and highlight conflicts between developers, hospitals, and al-
gorithms in malpractice cases.

Large medical models face multifaceted security threats
across different stages. Data poisoning and backdoor implan-
tation occur during the training phase, where malicious actors
inject misleading or malicious samples into the training data or
embed hidden triggers to induce controlled malicious behavior.
Adversarial attacks attack target models during inference by
introducing imperceptible perturbations to inputs, leading to
incorrect predictions. Privacy leakage exploits model outputs
or internal states to extract sensitive training data or individ-
ual information, breaching confidentiality. Prompt injection
manipulates model behavior by specially crafted natural lan-
guage inputs to bypass safety constraints or generate harmful

responses. These attacks range from data-level corruption to
input-level manipulation, and their impacts include reduced
model reliability, privacy violations, and safety breaches. De-
fending against such diverse threats requires a hierarchical
strategy that combines robust data management, adversarial
training, privacy-preserving techniques, and rigorous model
monitoring, underscoring the need for holistic security frame-
works in clinical Al deployment.

B Discussion

The deployment of Large Language Models (LLMs) in
healthcare introduces transformative potential but also unprec-
edented risks. Their black-box nature, reliance on sensitive data,
and susceptibility to adversarial manipulation pose significant
risks. By synthesizing technological, managerial, and ethical
perspectives, we argue that robust deployment requires inter-
disciplinary collaboration beyond technical solutions alone.

Ensuring the safety of medical large language models:

Full attention must be given to the safety risks associated with
large medical models (LMMs). These models process highly
sensitive patient data, including diagnoses, genetic informa-
tion, and treatment histories. The leakage of such health data
can lead to severe privacy breaches. In particular, exposure of
genetic or mental health information may result in lifelong dis-
crimination, causing irreversible harm to individuals. Moreover,
subtle manipulations of input data, such as slight alterations to
symptom descriptions or laboratory results in textual prompts,
can lead to critical diagnostic errors. Adversarial attacks can
also deceive medical LLMs into recommending harmful treat-
ments with potentially fatal consequences. Poisoned training
data is another serious concern, as it can fundamentally com-
promise model integrity. Biases present in training datasets
may disproportionately affect underrepresented groups, such as
ethnic minorities or patients with rare diseases. Models trained
on skewed or unrepresentative data may produce inaccurate
diagnoses, thereby exacerbating existing healthcare dispari-
ties. Additionally, backdoor attacks pose a stealthy threat by
manipulating model behavior during inference, leading to tar-
geted misdiagnoses. These malicious modifications often evade
standard auditing procedures and may remain undetected un-
til activated. In summary, greater attention must be directed
toward addressing the threats posed by privacy leakage, adver-
sarial attacks, data poisoning, and backdoor vulnerabilities in
medical LLMs.

Addressing the multifaceted security risks of LMMSs:

Safely deploying large medical models (LLMs) requires
addressing a wide range of challenges that span technical ro-
bustness, regulatory compliance, ethical responsibility, and
so on. First and foremost, ensuring data privacy and securi-
ty is critical to comply with regulations such as HIPAA and
GDPR. Techniques like federated learning combined with
differential privacy, as well as homomorphic encryption, can
help protect sensitive patient information during both train-
ing and inference phases. Second, enhancing model robustness

DOI: 10.36838/IJHSR86.108

104



ijhighschoolresearch.org

against adversarial threats such as input manipulation and data
poisoning is essential. This can be achieved through adversarial
training, certified defense mechanisms, and real-time anomaly
detection systems, which together reduce the risk of misdiag-
nosis or malicious exploitation. Third, promoting explainability
and transparency plays a key role in building trust among cli-
nicians and patients. Tools such as attention visualization and
counterfactual explanations can help clarify how models arrive
at specific decisions, making their outputs more interpretable
and clinically actionable. Fourth, mitigating bias involves rig-
orous auditing of training data and model outputs to ensure
fair and consistent performance across diverse demographic
groups. Ethical considerations must be introduced during the

deployment of Al in healthcare.

Medical safety requires multiple efforts and collaboration:

The current series of methods can only try to reduce safe-
ty risks, but cannot eliminate these risks, which means that it
is necessary to clearly define who bears the responsibility for
medical accidents caused by the LMMs. The responsibility
for misdiagnoses or harmful recommendations is complex and
multifaceted. If an LL.M provides incorrect advice, accountabil-
ity could fall on: (1) Developers: If flaws stem from inadequate
training data, algorithmic biases, or insufficient safety testing;
(2) Healthcare Providers: If clinicians uncritically rely on Al
outputs without exercising professional judgment; (3) Institu-
tions: If hospitals fail to implement oversight mechanisms or
update models with evolving medical knowledge; (4) Regula-
tory Bodies: If existing frameworks lack clear guidelines for
Al accountability. In this way, potentially adopting risk-shar-
ing models (e.g., no-fault insurance) or assigning liability
based on negligence (e.g., failure to audit biases). To ensure
responsible implementation, collaboration among developers,
clinicians, ethicists, institutions, and policymakers is crucial.
Their collective expertise can help refine protocols and align
Al applications with established medical standards and societal
values. Ultimately, the secure and effective deployment of med-
ical LLMs depends on interdisciplinary cooperation, striking
a balance between innovation and safety to enhance patient
treatment without compromising ethical or clinical integrity.

B Conclusion

The integration of large language models into healthcare
promises transformative advancements in diagnosis, treatment,
personalization, and biomedical research. However, their de-
ployment is fraught with critical safety risks, including data
poisoning, adversarial attacks, privacy breaches, backdoor
vulnerabilities, and prompt injection exploits, which threat-
en patient safety and erode trust in Al-driven care. Current
defenses, such as federated learning with differential privacy,
adversarial training, real-time anomaly detection, and con-
text-aware guardrails, demonstrate partial efficacy but require
systematic enhancement to address evolving threats. A robust
safety framework must harmonize technical innovations (e.g.,
privacy-preserving architectures, explainable Al), rigorous reg-
ulatory oversight, and multidisciplinary collaboration among

clinicians, ethicists, and cybersecurity experts. Future research
should prioritize dynamic threat modeling, scalable red-team-
ing protocols, and human-in-the-loop validation to ensure
models remain resilient in real-world clinical workflows. Only
through proactive, holistic safety strategies can medical LL.Ms
achieve their potential to democratize healthcare access while
upholding the highest standards of reliability, equity, and eth-

ical responsibility.
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