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ABSTRACT: Existing large language models (LLMs) struggle to solve complex mathematical reasoning problems. To improve 
model accuracy, LLMs have utilized reasoning in chain-of-thought approaches (CoT) to allow the model to show how it arrives 
at its conclusion. However, even with CoT reasoning, LLMs still tend to hallucinate (generate incorrect responses). Uncertainty 
quantification (UQ) methods have been proposed to quantify the certainty of a given response of an LLM, but no UQ method 
measures the given certainty for distinct CoT steps without consulting the LLM itself. This paper proposes stepwise uncertainty 
quantification (SUQ), where a UQ will be measured for every single step of the CoT response. This approach is evaluated to see 
if models can identify where they make mistakes in their CoT reasoning. If the SUQ of a certain step in the answer is less than a 
threshold amount, the LLM will be prompted to check its work.  

KEYWORDS: Artificial Intelligence (AI), Large Language Models (LLMs), Chain-of-Thought (CoT), Uncertainty 
Quantification (UQ), Stepwise Uncertainty Quantification (SUQ). 

�   Introduction
Large Language Models (LLMs) have recently become in-

credibly powerful in their natural language processing (NLP) 
tasks, especially after the recent development of sophisticat-
ed models such as GPT-4 or Gemini 2.5. However, many of 
these LLMs tend to be overconfident in their responses: as 
a result, they can give incorrect facts in their response (hal-
lucinate), which can be dangerous in high-risk fields such as 
finance and medicine.2 To mitigate hallucination problems and 
increase transparency, the LLMs have been designed to imple-
ment chain-of-thought reasoning (CoT) to clearly indicate the 
steps the model used to arrive at its final answer. CoT incen-
tivizes deeper thinking into the problem and allows the user to 
be more confident in the generated answer. However, it is still 
prone to hallucinations during stepwise thinking.1

To represent model uncertainty numerically, Uncertainty 
Quantification (UQ) methods were developed.2 UQ provides 
improved transparency, allowing users to see the probability 
that the model’s output is correct. UQ methods can be cat-
egorized into black box methods and white box methods. 
Black box methods generate multiple responses using the same 
prompt and compare the similarity of the answers, calculat-
ing their “distance” and measuring the variance in order to find 
some quantification of uncertainty. On the other hand, white 
box methods typically access the logits (the base probability 
values generated by the LLM) of the given LLM response and 
aggregate these probabilities to form an overall score.3

In addition, there have been several attempts at calculating 
the UQ from a CoT process. Most notably, CoT-UQ calcu-
lates the UQ during a CoT process by collecting keywords 
from the steps and ranking their importance, and then final-
ly either aggregating the scaled probabilities or allowing the 
LLM to self-evaluate its response using a carefully structured 
prompt.4 This model is a huge step in the development of UQ 

for CoT processes; however, its calculation relies heavily on in-
ferences from the LLM itself.

This paper proposes a new approach called Stepwise Un-
certainty Quantification (SUQ), in which the logits of every 
step in the CoT process are aggregated to calculate a reliabil-
ity score based on the epistemic and aleatoric uncertainties to 
form a SUQ score for every single step of the reasoning pro-
cess. Then, each SUQ will be compared with an established 
threshold value to find steps with uncertain results. The model 
will then be prompted to reevaluate that step, and a new answer 
may be generated. In contrast to the COT-UQ approach, SUQ 
does not use the LLM’s importance scoring and mainly focuses 
on the logits to calculate the UQ for each step.

Overall, this paper:
1. Reviews simple existing techniques used in LLM UQ
2. Proposes a new technique for using CoT in UQ with 

SUQ and provides a mathematical derivation
3. Conducts experiments testing SUQ.

How does an LLM work?
Large language models (LLMs) have been one of the most 

important discoveries in this age. They have successfully in-
corporated the principles of machine learning and artificial 
intelligence to perform natural language processing (NLP) 
tasks. An LLM's purpose is to output a given token (a string 
of characters, typically a word) given a string of input tokens. 
The LLM will generate a distribution of tokens as its output, 
and one of these tokens will be selected based on its probability, 
which is calculated by a series of multi-attention heads and 
multi-layer perceptrons in the transformer model. Essentially, 
an LLM can be represented as follows:

(1)
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where 𝓜 represents the LLM, p represents the prompt, and a 
represents the response in Equation (1). However, a is actually 
a string of tokens:

where N is the number of tokens in the response. Each ai is 
chosen from an inherent Dirichlet distribution of tokens ɑi, 
which consists of logits, or the raw unnormalized probabilities 
for the given tokens in the vocabulary 𝓥. This is represented 
in Equation (2).

(2)

Essentially, the idea behind an LLM is to generate this dis-
tribution ɑ of tokens as its output, and it does this repeatedly 
until it generates a coherent response to a given prompt.5

LLM Risk:
•	 Hallucinations:
As Large Language Models (LLMs) are being applied to 

more practices in different areas such as law, medicine, and 
finance, the risk due to hallucinations becomes critical.6 Hallu-
cinations arise when an LLM provides a response that conflicts 
with its training data or the prompt itself. These hallucinations 
can be split into two groups: intrinsic hallucinations vs. extrin-
sic hallucinations.

Intrinsic hallucinations indicate that the LLM response 
contradicts the training data.2 Essentially, the LLM generates 
information that is clearly incorrect when compared to the 
different texts that were used to train it. However, extrinsic 
hallucinations involve an LLM's response that contains infor-
mation that is not present in the source documents. The LLM 
fabricated data that are present in the response.2

•	 Transparency:
As the risk of hallucinations increases in LLM applications, 

the need for a way to understand how the LLM works rises. 
It is a mystery how LLMs generate their responses because 
of their incredibly large and unpredictable models.7 LLMs 
rely on self-attention and MLPs to generate the probability 
distribution for the next token. However, tracking this prog-
ress is incredibly complicated because of how many different 
complex calculations are conducted. In addition, many LLMs 
are black-box, which do not allow access to the logits and the 
probability distribution for the next given token, which further 
restricts the knowledge we have about the generation of the 
response.7

•	 Explainability:
To address this transparency issue, different explainability 

techniques have been developed.8 Different methods exist to 
provide an insight into how these LLMs generate their re-
sponses. Among these are ways that investigate the sublayers 
of the transformer models to find out how each token is gen-
erated. Other methods look at the different input tokens and 
identify how relevant they are to the different output tokens. 
In addition, different probing methods have been utilized to 

understand the background of how an LLM gets the informa-
tion to generate its response.8

In addition, there have been different approaches for LLMs 
to demonstrate how they get to their answer. Rather than 
looking into the workings of the LLM, different prompting 
strategies have been used to understand the process the LLM 
takes to get to its response. For example, Chain-of-Thought 
(CoT) prompting asks the LLM to show a justification process 
for its final response. Another example is few-shot prompting, 
where the LLM is provided with examples of what it should 
do and will try to recreate that process.9 Overall, explainability 
seeks to address the transparency issue with LLMs as they be-
come larger and larger and are prone to hallucinations.

�   Overview of Uncertainty Quantification
(UQ)
The true definition of a LLM's uncertainty is hazy. How-

ever, most modern-day researchers agree that it refers to the 
model's doubt when comparing two similar concepts. This 
LLM doubt leads to hallucination, or the process of an LLM 
responding with an incorrect answer to a given prompt, pro-
viding wrong and possibly harmful information to the user. 
Hallucinations have hindered the rapid spread of LLMs to 
various high-profile industries such as finance, medicine, and 
law.11 As a result, UQ has become an important area of re-
search to identify and minimize these hallucinations.

Types of Uncertainty:
Uncertainty is classified into two broad types: aleatoric un-

certainty (AU) and epistemic uncertainty (EU). These two 
different uncertainties relate to different types of hallucina-
tions that an LLM can generate.

Aleatoric Uncertainty:
Aleatoric uncertainty relates to the inherent data genera-

tion randomness and ambiguity in the LLM. Specifically, it 
reflects ambiguous prompting because it addresses prompts 
with different possible answers. For example, when an LLM is 
prompted, "Which year was this book written?", the generat-
ed response will have a high aleatoric uncertainty because the 
LLM does not know which book the prompt is referring to. In 
other words, aleatoric uncertainty refers to the doubt an LLM 
has when developing an answer to an ambiguous problem.12

Epistemic Uncertainty:
On the other hand, epistemic uncertainty refers to the in-

herent contradictions between an LLM's response and its 
training data. The LLM generates text that provides incorrect 
information to the user. For example, when a LLM is prompt-
ed, "What is 10+10?" high epistemic uncertainty is evident 
when the model gives an incorrect answer, such as 11, because 
the query has no inherent ambiguity and there is a definite 
answer.12 This form of uncertainty can be dangerous in many 
scenarios, because it can offer incorrect advice in high-risk ar-
eas such as healthcare and finance. High epistemic uncertainty 
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can lead to intrinsic hallucinations because the LLM will gen-
erate an output that openly contradicts its training data.

These uncertainties can lead to less reliability for LLMs in 
being adopted in different studies. As a result, to promote a 
more transparent LLM model, Uncertainty Quantification 
(UQ) has emerged, which provides a good way to quantify 
the given aleatoric and epistemic uncertainty in a model's re-
sponse.

Types of UQ:
UQ can be classified into two main categories: UQ for 

white-box LLMs and UQ for black-box LLMs.

White Box UQ:
White-box UQ relies on accessing the LLM's tokens and 

logits. As a result, these methods attempt various ways of ag-
gregating the probabilities for the given token distributions to 
output one score for reliability. However, one of the biggest 
drawbacks to white-box UQ is that it can report misleading 
confidence scores because the model can be overconfident and 
give a high score for an incorrect answer.10 The following are 
some of the possible white-box UQ methods.

1. Average Token Log-Probability:

(3)

where L denotes the length of the response, xj denotes the 
jth token in the given response, and r denotes the response in 
Equation (3). This measurement directly relates to the proba-
bility that the given response was generated (the product of all 
probabilities). However, it fails to consider the individual to-
ken distributions and can be skewed by insignificant words in 
the response due to random low probabilities. Because its value 
is a log probability times -1, it can range from 0 to infinity.

Average token Log-Probability provides the simplest way 
of combining the token's probabilities in each response. As a 
result, it can be used for a quick and easy calculation of the UQ 
score. However, one of its potential drawbacks is that it does 
not consider the given probability distribution for each token: 
it does not show the likelihood that one token was chosen over 
another, but rather just combines all the scores.10

2. Perplexity:

(4)

Perplexity is the exponentiated form of the average token 
log-probability as seen in Equation (4). It is also directly re-
lated to the actual multiplied probability of the given tokens 
in the response.10 As a result, it shares the same drawbacks 
as using the average token log-probabilities.13 The perplexity 
score represents a log probability exponentiated, so a smaller 
perplexity indicates a better probability distribution and less 
uncertainty.10

3. Maximum Probability:

(5)

Maximum probability considers the given response gener-
ation and treats it as a confidence score of the given LLM.13 
Essentially, it calculates the probability that the given response 
was generated and takes its complement as seen in Equation 
(5). As a result, a lower maximum probability indicates less 
uncertainty, and this score ranges from 0 to 1.10

4. Maximum Entropy:

(6)

where

(7)

using Shannon entropy. V represents the vocabulary of the 
LLM. This white-box model calculates the entropy of a given 
token in Equation (7) and then finds the token for which this 
entropy is the maximum in Equation (6) as a way of displaying 
the maximum uncertainty that the generated text has. Entro-
py represents the "peakiness" of the given distribution, which 
essentially means that the more uniform the probability distri-
bution for a given token is, the greater the Shannon entropy 
of the system, and therefore the greater the uncertainty of the 
given LLM prediction. Maximum entropy finds the greatest 
entropy score for the given response generation as its score. 
This model is so far the best because it provides a way to inves-
tigate the given probability distribution for individual tokens, 
but it still does not consider every single token.13

5. P (True):
(8)

After generating a response, the model is prompted whether 
it thinks that its response is true or not. The probability of the 
first token with the word "True" is taken as the uncertainty 
of the model's response in Equation (8).14 As the models in-
crease in power, their ability to self-evaluate increases as well 
at a faster rate. While P(True) may seem trivial due to mod-
el overconfidence, studies show that when the LLM is given 
a series of its responses, it can correctly self-evaluate.14 This 
method provides an easy and computationally efficient meth-
od of quantifying uncertainty for LLMs.

Currently, none of these methods is being used in LLM UQ 
because they are rather basic or take up too much time and 
memory to calculate. However, they have been used to quanti-
fy uncertainty in Bayesian Neural Networks instead, providing 
much more value.10

Black Box UQ:
Not every LLM allows for access to the logits or the log 

probabilities. As a result, new innovative ways to calculate the 
UQ have been developed. Most of them involve generating 
multiple responses with a given LLM prompt and finding the 
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a result, they calculate the AU and EU based on the raw logits 
and combine them to form a reliance score for the response. 
This model has the benefit of identifying different types of 
uncertainty in the model, such as having multiple responses or 
having too little information to make a definite claim.

Using UQ for CoT Processes:
Zhang et al. propose CoT-UQ, a novel method for calculat-

ing the UQ for every CoT step. They also employ a white-box 
LLM technique, but for each step, they use the LLM to find 
the top K keywords and rank them according to importance.4 
Then, they aggregate these values multiplied by their probabil-
ity values from the logit distribution generated by the LLM. 
COT-UQ provides the important groundwork for SUQ with 
the idea that different steps can be evaluated for a more direct 
uncertainty location and quantification.

�   Derivation and Testing of SUQ
Introduction to SUQ:
Stepwise Uncertainty Quantification (SUQ) is a way to 

quantify uncertainty for every distinct step in a CoT process, 
thereby isolating the step where the given LLM goes awry and 
makes a mistake. This method draws from both the COT-UQ 
method and the LogU method, where the AU and EU are ac-
curately quantified based on the token distribution and then 
combined to form a reliability score.16 This reliability score 
will be calculated for every single step, and then they will be 
compared to a given threshold value to determine which steps 
have lower reliability scores than required for a relatively cer-
tain generation. Then, a new prompt will be given to the LLM 
to reconsider its CoT process and amend the prompted steps, 
if necessary. This method seeks to isolate errors and fix them in 
a CoT generation for different math problems.

Derivation of SUQ:
The SUQ model draws from both the CoT-UQ model and 

the LogU probability predictions method. It essentially extends 
the LogU probability prediction to the chain-of-thought and 
tests its capability of calculating that metric for multiple steps. 
Then, it proposes a novel prompt re-engineering technique to 
elicit a more accurate response from the LLM.

First, the prompt p will be modified to prompt pc so that it 
prompts the CoT reasoning of the LLM 𝓜 as given in Equa-
tion (12):

(12)

where s = [s₁, s₂, ..., sN], which represent the N steps in the CoT 
reasoning approach. Let si = [si¹, si², si

K], where K is the number 
of tokens in step si. For each token si 

j, there is a probability 
distribution given by Equation (13), where, given the possible 
token τk in the distribution for the token si 

j:

(13)

Essentially, 𝜎𝑖,𝑘
𝑗 refers to the Dirichlet distribution repre-

senting that the token τk, which is the token that has the kth 
highest chance of being picked, is chosen. A Dirichlet distri-
bution essentially is a distribution of probability vectors that 

similarity between these responses. Some of these similarity 
measurements are given below.

1. Natural Language Inference (NLI) Scores:
NLI scores classify two responses as an entailment, contra-

diction, or neutral relation, as seen in Equations (9) and (10).6 
NLI models, such as RoBERTa and DeBERTa, have been 
developed to quantify the probabilities for each of these cate-
gories. As a result, the similarity can be measured as follows.13

(9)
or

(10)

2. Jaccard Index:
The Jaccard index calculates the ratio between the inter-

section of two sets and their union.13 When generating two 
responses, it can be expressed as seen in Equation (11):

(11)

These similarity calculation methods are combined to find 
the uncertainty over a large number of response generations. 
There are many ways to combine these values, a few of which 
are given below:

1. Number of Semantic Sets:
This model considers the NLI semantic similarity. If an 

LLM generated K responses, then the entailment of every pair 
of two different answers can be calculated. If two responses 
have a high entailment score, then they will be put together 
in the same group. A count of the total groups provides a rea-
sonable uncertainty estimation, and the more groups that exist, 
the higher the uncertainty. For example, if the prompt "Who 
was the first president of the USA?" was given to a LLM 
and three responses were generated: "George Washington", 
"George Washington was the first president", and "Thomas 
Jefferson", the number of semantic sets would be two because 
the first two responses have a high entailment because they 
give the same information.15

2. Sum of Eigenvalues of the Graph Laplacian:
After generating K responses, a graph can be used to visual-

ize the interconnectedness of the different answers to a given 
prompt, with the edges highlighting how similar any two giv-
en responses are. Then, using a matrix known as the graph 
Laplacian, these edges can be quantified using the sum of the 
eigenvalues. As a result, this quantification directly shows how 
interconnected the different generated responses are, giving a 
valuable uncertainty quantification estimate.15

More Advanced Forms of UQ:
Using AU and EU for Calculating UQ:
A new form of UQ for white-box LLM, LogU, incorporates 

both the AU and EU of a given response generation.16 They 
argue that the softmax normalization of the logits outputted by 
an LLM inherently erases the magnitude of the certainty. As 
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The prompt addition pi indicates that the LLM should 
check step i again. These changes will be aggregated to form a 
revised prompt pr as per Equation (21).

(21)

The LLM will be prompted with this new pr to generate a 
more confident and accurate response.

�   Results and Discussion 
The following prompts were used to test the SUQ approach 

with the Llama 3.1 8B model. The model generated a CoT 
process for the given prompts, and the SUQ for each step was 
calculated using the logits.

For Table 1, all the SUQ values are reasonably high, indicat-
ing low uncertainty, except for step 7, which has a lower value 
of 2.703384. Such a low SUQ reliance score indicates that 
there is either a problem in mathematical logic or just text for 
that step. In this scenario, the LLM forgets the ½ coefficient 
it had in the previous step to keep in the integral. As a result, 

are used to represent uncertainty. The distribution of the logits 
that the LLM outputs, therefore, can be represented as a Dir-
ichlet distribution in Equation (14).16

(14)

where K represents the top K logits for the given token si 
j. 𝜎𝑖,0

𝑗  
represents the sum of the logits for the top K probable tokens.

To calculate the aleatoric uncertainty, the entropy of the dis-
tribution of the token si 

j, which represents how distributed the 
logits actually are, is calculated using Equation (15):

(15)

where 𝜓 represents the digamma function in Equation 
(16)16:

(16)
The 	   represents the probability between 0 and 1 of the 

given token represented by 𝜎𝑖,k
𝑗 .

The digamma function comes from the closed-form solu-
tion of the entropy of a Dirichlet distribution. Because the 
entropy is an apt measurement of the nonuniformity of the 
Dirichlet distribution for the next generated token, it serves as 
a fitting quantification for the inherent randomness of gener-
ating a single token, which is the AU.16

Now, the EU is calculated using Equation (17):

(17)

The reasoning for this is that the higher the logit value for 
𝜎𝑖,k

𝑗, the more certainty the model has with this token. As a 
result, the higher this value is, the lower the logits values are, 
the less information that this model has, indicating it has a 
higher EU.16

Now, we define the reliability of the given step to be Ri for 
step si, which represents the average of the reliability for the K 
least reliable keywords as seen in Equation (18):

(18)

where TK is the set of the K least reliable keywords.
This reliability score provides a way to combine the aleator-

ic and epistemic uncertainties through Equation (19) to form 
one quantification.16

(19)

Finally, once this reliability score has been calculated for ev-
ery step, it will be compared with a threshold value θ. If Ri < θ 
for any step, then this step will be kept track of in the change 
C. This conditional can be represented through the piecewise 
Equation (20):

(20)
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Table 1: This table shows the SUQ scores for the eight different steps the 
LLM generated for the given math question. Step 7 has a noticeable low score 
compared to the other scores.

Table 2: This table shows the SUQ scores for the eight different steps the 
LLM generated for the given math question. All the scores are around the 
same values.
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this seems like the most likely reason that the LLM had a high 
enough reliance score. However, while the model highlights an 
error in this specific area, it is not guaranteed that a mathemat-
ical error is the cause of the low SUQ score: the actual stepwise 
solution to that problem provides the idea that the low SUQ 
score is explained by this error in the generated stepwise solu-
tion. The new prompt would therefore address this problem, 
and in the rerun of this code, the model would understand it 
needs to be clearer where the ½ went in its calculations.

Now, in Table 2, the value calculated for the given expression 
is correct. All the SUQ reliance scores are close together and 
above 10, indicating that the uncertainty is low for all steps. 
Following the progression of logic in this example, the model 
provides correct steps for every single part of the logic. As a 
result, SUQ correctly identified that the answer and reasoning 
behind this problem were correct.

Overall, through the experiments, low confidence scores 
are typically scores below 10, which indicate either an error in 
mathematical reasoning or possibly just grammatical syntax for 
writing as well.

�   Conclusion 
The paper proposes a Stepwise Uncertainty Quantification 

(SUQ) method to quantify uncertainty for every distinct step 
in a CoT process. This method draws from both the COT-
UQ method and the LogU method, where the AU and EU are 
accurately quantified based on the token distribution and then 
combined to form a reliability score, which can be compared 
to a threshold to identify the steps where the model has low 
confidence.

The SUQ method provides an accurate method to calculate 
UQ for different steps in a CoT process. It can be applied to 
various areas, such as math, logic, and fact selection, due to its 
ability to calculate both the AU and EU, which gives it the 
ability to identify different types of limitations of the LLM.

One limitation of this idea is that it requires accessing the 
logits, which in turn requires a white-box LLM. SUQ is not 
compatible with other black-box LLMs such as Gemini and 
ChatGPT. Running the white-box LLMs requires access to 
a computer with GPUs and a large amount of memory and 
storage. In addition, many open-source models tested on 
HuggingFace either do not provide access to the logits or are 
incapable of chain-of-thought reasoning, which essentially 
makes it impossible to split up the model response into steps 
without using some sort of natural language processor.

Possible angles of further research include:
1. Not all LLMs provide access to the actual logit values. 

For black-box LLMs, different forms of UQ would need to be 
tested to figure out the best way to calculate a metric similar 
to SUQ. For example, the semantic similarity of different steps 
of different generated responses could be compared, with the 
greater semantic similarity indicating a lower uncertainty score. 
However, this would be complicated because of the nature that 
different questions can be solved in different ways.

2. Different LLMs could incorporate UQ into generating 
responses. If the given UQ score is lower than normal, then the 

model could give the user a warning that its response might 
not be fully accurate. This would be a huge step in the right 
direction for LLM explainability.

3. With access to various GPUs, this experiment can be 
scaled to a much larger level. Hundreds of prompts can be 
evaluated over different LLMs to determine if the pattern ob-
served in this paper holds over most LLMs. Chain of thought 
is becoming increasingly used as a method to understand the 
logic of LLMs, and utilizing this method could help under-
stand where LLMs make mistakes and the more complicated 
parts of different mathematical and logical reasoning steps.

4. SUQ can be trained to dynamically calculate scores based 
on different problem types. For example, SUQMath can 
be calibrated to calculate SUQ for different math problems, 
whereas SUQLogic can be calibrated to calculate SUQ for 
different logic puzzles and riddles. Other types of SUQ can 
be calibrated to quantify uncertainty for Chain of thought in 
writing and literary or historical arguments as well. This re-
search can also include testing SUQ’s generalizability to other 
types of problems.

5. Comparing SUQ to other metrics in this field is anoth-
er area of further research. Many of the more advanced UQ 
methods require multiple GPUs to run calculations, and testing 
SUQ against other processes like CoT-UQ and LogU could be 
incredibly valuable to see which metric performs the best.

Overall, SUQ is only brushing the surface of UQ, and many 
different angles of future research can all lead to promising re-
sults. UQ provides a way for us to understand the calculations 
behind LLMs, which can, in turn, increase our confidence in 
the ideas they generate.
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